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Why did I Receive an Encrypted Email?

The Department of Health and Senior Services uses Proofpoint email encryption to
eliminate the risks in sharing Protected Health Information (PHI). Users can manually encrypt
email messages using [encrypt] in the subject line. For those in the State of Missouri email
system (mo.gov domain), Proofpoint automatically screens all outgoing messages (and
attachments) for PHI and auto-encrypts the contents if sensitive information is suspected. This
means that emails from DHSS staff may be encrypted by the sender or by the software. In some
cases the software will auto-encrypt a message without PHI if it detects an eight or nine digit
number in the body of the message or an attachment. Invoice numbers, confirmation numbers, or
order numbers may be mistaken for Social Security numbers or DCNs by the software. If you
receive an encrypted message from DHSS, simply decrypt the message to read.

Registering to Open an Encrypted Email for the First Time

When you open an encrypted email that was sent from the State using Proofpoint
encryption, the email will appear as shown in Figure 1 below. It will instruct you to open the
attachment called “SecureMessageAtt.html”.

Subject: Testing
¥ SentBy 2‘, “Janice Roark™ <Janice.Roark@oa.ma.gov> On: April 30, 2010 10:07 AM

To: "emailtest7@embargmail.com™ <emailtest7@embargmail.com =
.| Attachments: | 7] SecureMessageAtt.html (11,2 KB, download

{ ( 1 To view your message, please open the attachment. Do not delete this email if
| you wish to view the message again at a later time. If you have problems
w opening or retrieving your encrypted email, please contact (573) 751-2201.
| Please note that this number is for technical email questions only and should
~ = not be used for assistance/questions regarding the subject matter of your

" email. For questions relating to the subject matter of your email, please contact
the corresponding State Agency pertaining to your issue.

Disclaimer:  This. il and its content are confidential and intended solehy for the use of the
sddresses. Please notify the sender if you have received this email in error or simply
t2 it

More Info

Secured by Froofpeint Encryption, Copyright © 2008 Proofpsint, Inc, All rights reserved.

Figure 1: Encrypted Email Message — Email sent from the State to an Internet Address
instructing the Recipient to open the ““SecureMessageAtt.html”” Attachment



When you open the attachment, SecureMessageAtt.html, you are prompted to click the button
that says “Click to read message”, as shown in Figure 2 below.

|_I.

Click to read message

<

|
A &)
Disclaimer: This email and itz content are confidentisl and intended solehy for the uss of the addreszes.

Flesse notify the sender if you have received this emasil in emmor or simphy delste it.
More Info

Secured by Proofpoint Encryption, Copyright & 2009 Proofpoint, Inc. All rights reserved.

Figure 2: Recipient is prompted to click the button that says ““Click to read message”.

If this is the first time you have opened an encrypted message, you will be prompted to
register in the Proofpoint email encryption system as shown in Figure 3 below. This is a one-
time registration process. You will need to type in your first name, last name, create a password,
confirm the password, and then select a password reset question and answer.

Note: The password below is a password you will create yourself. The password entered
must be 7 to 20 characters long with one number character required. This password will be used
for opening all subsequent encrypted messages.

Registration

Create your account to read secure email.

Email Address: emaittest7@embarqmail.com

First Name: [rest |

Last Name: [user ]

Confirm Password:  [sesesesssss |

Password Reset

Question [*¥our chidhood best friend =]

Answer [mary |

% Continue

Figure 3: Recipient is prompted to register in the Proofpoint encryption system by entering their
first name, last name, password, confirm password, and password reset question/answer.



Opening an Encrypted Email (Subsequent Openings)

Once you have completed the password registration, you will only be prompted to enter your
password as shown in Figure 4 below.

Login I

=5
—
- Log in to read your secure message.,
Email Address:  emaittest7 @embargmail com

/4 ForgotPassword i Continue

Figure 4: Recipient is prompted to enter their password for any subsequent encrypted
messages they receive after the initial registration.

After entering your password, you can view the encrypted message as shown in Figure 5 below.

Forwarding or Replying to Encrypted Messages

After logging in and decrypting a message, you may reply or forward the encrypted
message. Click the “Reply” button or “Forward” button located inside the encrypted message
under the Missouri State Seal. This will ensure that your reply and/or forward of the message
remains encrypted.

@ 2

e D W Lot
From  JusceBrerh@onme gov Seat  Viednesday, ey 29, 2000 12855 AN
o a7 Gt com
==
Subeect  Teateg [ancryef
R Dotal Sgnature s vALD

This is a test encrypted message.

Pewweres by Proafpzin Enerypnan™ i

Dore. T T e 00 -

Figure 5: The contents of the encrypted message.
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NOTE: You can only forward the encrypted email to users who are in the same email
domain as the sender or recipient. You will receive an error if forwarding the message to anyone

else.

Closing an Encrypted Message

When you are finished, click “Logout” found in the upper right hand corner of the
message to ensure proper closure. When you click “Logout”, a message will appear on the

screen as shown in Figure 6 below.

Figure 6: Logged Out message

Initiating an Encrypted Message

The State of Missouri’s Proof Point system provides options for initiating an encrypted
message based on the sender’s email domain. The options are described in the table below.

mopublic.org domains

Other domains

Encryption of original
messages to any email

recipient using [encrypt] in Y

the subject line

Encryption of original

messages to State of Missouri

domains only (does not v v

include mopublic.org) using
securemail.mo.gov/secureread

er/init.jsf?brand=fbab8553



https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553
https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

LPHASs using the mopublic.org email domain are able to initiate encrypted emails to any
email recipient under the DHSS’ Proofpoint license by typing [encrypt] in square brackets in the
subject line of a new message.

LPHASs using other email domains (not including mopublic.org) are not able to initiate
original encrypted emails under DHSS’ Proofpoint license using [encrypt] in the subject line.

All users (regardless of email domain) may initiate an encrypted message to a State of
Missouri email address. This is initiated by logging into the Proofpoint encryption site at:
securemail.mo.gov/securereader/init.jsf?brand=fbab8553.

Using Proofpoint Encryption by Lpha.mopublic.org Email Addresses

1. To initiate a secure message to a State of Missouri email address, open a new message
window in your email program.

2. Enter the recipient’s email address in the “To” section. Type [encrypt] in the subject line.

3. Please note that to successfully encrypt a message, you must use square brackets [ ], not curly
brackets or braces. You may include a subject after [encrypt], but no PHI should be included
in the subject line since Proofpoint can only encrypt the body of messages.

To... info @health.mo.gov
7
=i B

Send
i @

This message will be encrypted on arrival to the recipient.

4. Enter the body text of your message and click send to complete the process.


https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

Using the Proofpoint Encryption Site for Non-mopublic.org Addresses and All

Other Users
1. Open an Internet browser and go to the link:

https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

You will be prompted to enter your email address to proceed, as show in Figure 1 below.
Enter your email address and click “Continue”.

Initiate Secure Email

Please provide your email address to proceed

Email Address;  |emailtest7@embargmail.com ]

Figure 1: A sender clicks on the URL to initiate an encrypted email to the State and is
prompted to enter their email address.

2. The first time you initiate an encrypted message to the State, you will be prompted to register
in the Proofpoint email encryption system as shown in Figure 2 below. If you have already
registered in Proofpoint to decrypt a message, please use the same password to log in to the
Proofpoint site. Continue with step 6.

If you need to register, you are then prompted to type in your first name, last name, create a
password, confirm the password, and then select a password reset question and answer.

Note: The password is a password you will create yourself. The password entered must be 7
to 20 characters long, with one number character required.


https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553

| Registration

» Contirue

Figure 2: Registering on the Proof Point site.

3. After you have registered and selected “Continue”, an “Activation Request Sent” notice, as
shown in Figure 3 below, will appear on the screen informing you that an activation email

has been sent. This email contains a URL that must be clicked to activate your Proofpoint
email encryption account.

Activation Request Sent

A verification mezzage was =ent to your email addrezs which containz a
URL you must use to activate your account. Once active, you will be able to
send your Secure message.

If vou do not receive this mes=age within a few moments, please check your
=pam folder or other fitering tocls you may be uzing as thiz activation
meszage =ometimes gets blocked.

Figure 3: The sender will receive an Activation Request Sent notice on the screen

4. Next, go into your email account and open the Proofpoint Encryption Registration message.
Click on the securemail.mo.gov URL within the registration message as shown in Figure 4.

Subject: Proofpoint Encryption Registration
¥ Sent By oy "email digest” <email_digest@oa.mo.gov> On: April 30, 2010 10:43 AM

To: emailtest7@embargmail.com

This is the URL to activate your account. Please click the following link to activate your account to send a Secure message:

https://securemail .mo.gov/securercader/activate:jsessionid=440554E5AFS9RA2DBAESFETEEF6R93241activatetoken=rg2z39N3VwTTOhs4sbrand=fbab8553.

Note:
This URL will only work once and will expire in 30 minutes.

To restart the activation process, you must start over at the initiate URL.

Figure 4

5. You will receive an “Account Activated” message on the screen that says your account has
been successfully activated as shown in Figure 5.

9



Account Activated

“our account has been created and activated.

% Continue

Figure 5

6. After you click “Continue”, a window will appear that will allow you to compose and send
an encrypted message, as shown in Figure 6 below. Complete the “To” field, the “Subject”

field and type in the text of the message, then press “Send”.

] LI L

7 Send

T [rammy Sommerengoa. ma.gov
= [ unliehal e G
I™ Send me a copy
Subject [Teat Encryntsd Measape Sent from an miemet Account

achmets: ) 4 o e

Pawsared by Proafpant Eneryphea™

Figure 6

7. A message, as shown in Figure 7 below, will appear on the screen informing you that your
message was successfully sent. You can either click “New Message” to compose another

encrypted email, or click “Logout” to exit the window.

IMessage Sent I

our secure message was sent successfully.

To exit click Logoeut or close this browser window.

—# New Message ‘{;J Logout

Figure 7

8. To initiate any subsequent encrypted messages, click on the URL,
https://securemail.mo.gov/securereader/init.jsf?brand=fbab8553. Instead of receiving the

initial registration screen as show in Step 2, you will be prompted to type in your password as

shown in Figure 8 below.

10


https://secure-mail.mo.gov/securereader/init.jsf?brand=fbab8553.

Login

Log in to compose a secure message.

Email Address:  emailtest?@embargmail.com

Password: | ----------- | |

/JD, Forgot Pazsword % Continue

Figure 8

9. A window will appear that will allow you to compose and send an encrypted message, as
shown in Figure 9 below. Complete the “To” field, the” Subject” field and type in the text of
the message, then press “Send”.

@ s

Pervarad by Proaipar Encrypien =

T T o Rt T

Figure 9

Note: You can only add recipients who belong to State of Missouri email domain
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