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Capability 6:  Information Sharing
	Function 1:  Identify stakeholders to be incorporated into information flow.
	

	Resource Elements
	Activities
	Outcomes/Outputs
	Capability Lead Review

	P1.  Plan includes process to engage stakeholders.  
	
	
	

	P2.  Plan includes process for utilization of the Health Alert Network (HAN) for public health alert messaging.  
	
	
	

	P3.  Plan includes process for stakeholder communication.
	
	
	

	E1.  Does your agency have access to a database of PH contact information?
	
	
	

	E2.  Does your agency adhere to the protocols established by National Institute of Standards and Technology (NIST) for equipment and information?
	
	
	

	Sample Tasks
	

	1. Prior to and as necessary during an incident, identify intra-jurisdictional stakeholders across public health, public safety, private sector, law enforcement, and other disciplines to determine information-sharing needs. 
2. Prior to and as necessary during an incident, identify inter-jurisdictional public health stakeholders to determine information-sharing needs. 
3. Prior to and as necessary during an incident, work with elected officials, identified stakeholders (both inter- and intra-jurisdictional) and private sector leadership to promote and ensure continual connection (e.g., ongoing standing meetings, webinars, and teleconferences) and use continuous quality improvement process to define and redefine information-sharing needs.
	

	Function 2:  Identify and develop rules and data elements for sharing.
	

	Resource Elements
	Activities
	Outcomes/Outputs
	Capability Lead Review

	P3.  Plan includes process and protocol to communicate with stakeholders.
	
	
	

	P4.  Plan includes an MOU with agencies and stakeholders for participating and information-sharing.
	
	
	

	P5.  Plan includes processes to ensure adherence to applicable state/federal provisions.
	
	
	

	Sample Tasks
	

	1. Prior to and as necessary during an incident, identify through public health agency legal counsel (and counsel to other agencies and jurisdictions as appropriate), current jurisdictional and federal regulatory, statutory, privacy-related and other provisions, laws, and policies that authorize and limit sharing of information relevant to emergency situational awareness. Such laws and policies may include Health Insurance Portability and Accountability Act (HIPAA), Office of the National Coordinator Health IT Information Technology Policy, HHS Information Management Policy, and specific requirements of current memoranda of understanding and memoranda of agreements.  These laws may address privacy, civil liberties, intellectual property, and other substantive issues. 
2. Prior to and as necessary during an incident, identify routine or incident-specific data requirements for each stakeholder. 
3. Prior to and as necessary during an incident, identify public health events and incidents that, when observed, will necessitate information exchange. (For additional or supporting detail, see Capability 3: Emergency Operations Coordination) 
4. Prior to, during, and after an incident, utilize continuous quality improvement or have processes and a corrective action system to identify and correct unintended legal and policy barriers to sharing of situational awareness information that are within the jurisdictional public health agency’s control (e.g., legal and policy barriers, opportunities to shorten the amount of time to share data).


	

	Function 3:  Exchange information to determine a common operating picture.
	

	Resource Elements
	Activities
	Outcomes/Outputs
	Capability Lead Review

	P5.  Plan includes process for verifying that received messages are from a trusted source, i.e., HAN or LPHA.mopublic.org.
	
	
	

	P6.  Plan includes process to acknowledge receipt of information and accept acknowledgement from stakeholders.
	
	
	

	P7.  Plan includes procedure to ensure PH alert messages are received by multiple people.
	
	
	

	P8.  Plan includes public health alerting message template.
	
	
	

	E3.  Does your agency have access to communication and alerting system that can handle PH alert and non-urgent messaging?
	
	
	

	Sample Tasks
	

	1. Prior to and during an incident, collaborate with and participate in jurisdictional health information exchange (e.g., fusion centers, health alert system, or equivalent). (For additional or supporting detail, see Capability 3: Emergency Operations Coordination) 
2. Prior to and during an incident, maintain data repositories that are able to support data exchange with other regional and federal public health entities. Store data according to jurisdictional and/or federal standards for formatting, vocabulary, and encryption. (State and local jurisdictions) 
3. Prior to and during an incident, request, send, and receive data and information using encryption that meets jurisdictional and/or federal standards. (State and local jurisdictions) 
4. Verify authenticity with message sender or information requestor. 
5. Prior to and during an incident, if necessitated by the situation, acknowledge receipt of information or public health alert.
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