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DEFINITIONS 
I. PURPOSE: 
The purpose of this policy is to define terms relevant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and section 407.1500, RSMo. 
II. SCOPE:
Departmentwide.
III. HIPAA DEFINITIONS:
A. The HIPAA Privacy Rule addresses protected health information in any form or format and provides the following definitions:
1. Access is the inspecting or obtaining a copy of protected health information.
2. Business Associate is a person who is not part of a covered entity’s workforce who acts on behalf of the covered entity to perform a function involving the use or disclosure of protected health information.
3. Covered entity is a health plan; a health care clearinghouse; or a health care provider who transmits any health information in electronic form in connection with a transaction as per 45 CFR 160.103.
4. Covered function is a function which makes the entity a health plan, health care provider, or health care clearinghouse.
5. Data aggregation is, with respect to protected health information created or received by a business associate in its capacity as the business associate of a covered entity, the combining of such protected health information by the business associate with the protected health information received by the business associate in its capacity as a business associate of another covered entity, to permit data analyses that relate to the health care operations of the respective covered entities.
6. De-identified information is information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual; therefore de-identified information is not individually identifiable health information and not protected health information. In order to be considered de-identified, the record must have the following identifiers of the individual or of relatives, employers, or household members of the individual, removed (A) names; (B) all geographic subdivisions smaller than state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of zip code if the geographic unit combining all zip codes with the same three initial digits contains more than 20,000 or the initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000; (C) all elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death, and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older; (D) telephone numbers; (E) fax numbers; (F) email addresses; (G) Social Security numbers; (H) medical record numbers (I) health plan beneficiary numbers; (J) account numbers; (K) certificate/license numbers; (L) VIN or serial numbers, including license plate numbers; (M) device identifiers and serial numbers; (N) URLs; (O) IP address numbers; (P) biometric identifiers, including finger and voice prints; (Q) full face photographic images and any comparable images; and (R) any other unique identifying number, characteristic, or code. A second method to de-identify information requires an expert to document and be able to testify that in his professional opinion the expert has de-identified the information using generally accepted statistical and scientific principles and methods for rending information not individually identifiable and that the risk is very small that the information can be used alone or in combination with reasonably available information to identify an individual. In addition, the covered entity cannot have actual knowledge that the information could be used alone or in combination to identify the individual.
7. Designated record set is the group of records about an individual that is maintained by or for the covered entity that is the medical and billing records maintained by a provider; enrollment, payment, claims adjustment, and case and medical management record systems maintained by a health plan; or used in whole or in part by or for the covered entity to make decisions about individuals- with “record” meaning any item, collection, or grouping of information that includes protected health information and is maintained, collected, used, or disseminated by or for a covered entity. 
8. Disclosure is the release, transfer, provision of, access to, or divulging in any other manner of information outside of the entity holding the information.
9. Health care is care, services, or supplies related to the health of an individual, including but not limited to preventative, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and counseling, service, assessment, or procedure with respect to the physical or mental condition, or functional status, of an individual or that affects the structure or function of the body.
10. Health care operations is any of the following activities of the covered entity to the extent that the activities are related to covered functions: (1) conducting quality assessment and improvement activities…, (2) reviewing the competence and qualifications of health care professionals… and non-health care professionals..., (3) underwriting…, (4) conducting or arranging for medical review, legal services, and auditing functions, including fraud and abuse detection and compliance programs, (5) business planning and development…, (6) business management and general administrative activities of the entity, including HIPAA and other legal compliance, customer service, resolution of internal grievances, the sale, transfer, merger, or consolidation of all or part of the covered entity with another covered entity, or an entity that following such activity will become a covered entity and due diligence related to such activity…
11. Health care provider is a provider of services (as defined in section 1861(u) of the Act, 42 U.S.C. 1395x(u)), a provider of medical or health services (as defined in section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other person or organization who furnishes, bills, or is paid for health care in the normal course of business.
12. Health information is any information, whether oral or recorded in any form or medium, that is created or received by a covered entity, public health authority, employer, life insurer, school, or university and relates to the past, present, or future physical or mental health or condition of an individual or the past, present, or future payment for the provision of health care to an individual. 
13. Health oversight agency is an agency or authority of the United States, a state, a territory, a political subdivision of a State… or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has granted authority, that is authorized by law to oversee the health care system (whether public or private) or government programs in which health information is necessary to determine the eligibility or compliance, or to enforce civil rights laws for which health information is relevant. 
14. Hybrid entity is a single legal entity whose business activities include both covered and non-covered functions and designates its components performing covered functions. 

15. Indirect treatment relationship is a relationship between an individual and a provider in which the provider delivers health care to the individual based on the orders of another provider and the provider typically provides the services or products, or reports the diagnosis or results associated with the health care, directly to another provider, who provides the services or products or reports to the individual (e.g. the state public health laboratory). 
16. Individual is the person who is the subject of protected health information and who has rights under HIPAA and its regulations.
17. Individually identifiable health information is information that is the subset of health information, including demographic information collected from an individual that is created or received by a covered entity or employer and relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to the individual; or the past, present, or future payment for the provision of health care to an individual and identifies, or with respect to which there is a reasonable basis to believe that the information can be used to identify the individual. 
18. Limited data set is protected health information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual:
a) Names;

b) Postal address information, other than town or city, state, and zip code;

c) Telephone numbers;

d) Fax numbers;

e) E-mail addresses;

f) Social Security numbers;

g) Medical record numbers;

h) Health plan beneficiary numbers;

i) Account numbers;

j) Certificate/license numbers;

k) Vehicle identifiers and serial numbers, including license plate numbers;

l) Device identifiers and serial numbers;

m) Web universal locators (URLs); 

n) Internet Protocol (IP) address numbers;

o) Biometric identifiers, including finger and voice prints; and 

p) Full face photographic images and any comparable images.
19. Payment is the activities by a health plan to obtain premiums or provide coverage or benefits under the plan or by a health plan or provider to obtain or provide reimbursement…  
20. Personal representative is a person with legal authority to act on the individual’s behalf with regard to medical records as per state law.
21. Protected health information is individually identifiable health information that is transmitted or maintained electronically or transmitted or maintained in any other form or medium, except for information protected by FERPA or records held by a covered entity in its employment capacity.
22. Public health authority is an agency or authority of the United States, a state, a territory, a political subdivision of a state or territory, or an Indian tribe, or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has granted authority, that is responsible for public health matters as part of its official mandate.
23. Treatment is the provision, coordination, or management of health care and related services by one or more health care providers, including the coordination or management of health care by a health care provider with a third party; consultation between health care providers relating to a patient; or the referral of a patient for health care from one health care provider to another.
24. Use is the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.
25. Workforce means employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity, is under the direct control of such entity, whether or not they are paid by the covered entity. 
B. The HIPAA Security Rule addresses protected health information in electronic form or format and provides the following definitions:
1. Access is the ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource.
2. Authentication is the corroboration that a person is the one claimed.
3. Availability is the fact that data or information is accessible and useable upon demand by an authorized person. 
4. Confidentiality is the fact that data or information is not made available or disclosed to unauthorized persons or processes.
5. Electronic protected health information is protected health information that is transmitted or maintained electronically.
6. Encryption is the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key. 

7. Information system is the interconnected set of information resources under the same direct management control that shares common functionality. A system normally includes hardware, software, information, data, applications, communications, and people.
8. Integrity is the fact that data or information has not been altered or destroyed in an unauthorized manner.
9. Password is confidential authentication information composed of a string of characters.
10. Security is all of the administrative, physical, and technical safeguards in an information system:
a) Administrative safeguards are administrative actions, policies and procedures, to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity’s workforce in relation to the protection of that information;

b) Physical safeguards are physical measures, policies, and procedures to protect a covered entity’s electronic information systems and related buildings and equipment, from natural and environmental hazards, and unauthorized intrusion; and
c) Technical safeguards are the technology and the policy and procedures for its use that protect electronic protected health information and control access to it.
11. Security incident is the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.
C. The HIPAA Breach Notification Rule imposes a requirement of notification to an individual of a breach of unsecured protected health information and provides the following definitions:
1. Breach is the acquisition, access, use, or disclosure of protected health information in a manner not permitted by the Privacy Rule which compromises the security or privacy of the protected health information.
Breach excludes: 
a) Any unintentional acquisition, access, or use of protected health information by a workforce member or person acting under the authority of a covered entity or a business associate, if such acquisition, access, or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted by the HIPAA Privacy Rule;

b) Any inadvertent disclosure by a person who is authorized to access protected health information at a covered entity or business associate to another person authorized to access protected health information at the same covered entity or business associate, or organized health care arrangement in which the covered entity participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted by the HIPAA Privacy Rule;

c) A disclosure of protected health information where a covered entity or business associate has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information;

d) A use or disclosure that does not include:

(1) Date of birth;

(2) Zip codes; and 

(3) Any of the identifiers that must be excluded to create a limited data set as per 45 CFR 164.514(e)(2). 
2. Compromise is posing a significant risk of financial, reputational, or other harm to the individual.
3. Unsecured protected health information is protected health information that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a technology or methodology specified by HHS- HHS has specified that electronic protected health information is unsecure unless it is encrypted as per specific standards provided under the rule and that protected health information in paper format is unsecure unless it is properly destroyed.
IV. MISSOURI DEFINITIONS:
A. Section 407.1500, RSMo, addresses personal information in electronic format or medium, imposes a requirement of notification to an individual of a breach, and provides the following definitions:
1. Breach of security, or breach, is unauthorized access to and unauthorized acquisition of personal information maintained in computerized form by a person that compromises the security, confidentiality, or integrity of the personal information. 

a) Good faith acquisition of personal information by a person or that person’s employee or agent for a legitimate purpose of that person is not a breach of security, provided that the personal information is not used in violation of applicable law or in a manner that harms or poses an actual threat to the security, confidentiality, or integrity of the personal information.
2. Consumer is an individual who is a resident of this state.
3. Encryption is the use of an algorithmic process to transform data into a form in which the data is rendered unreadable or unusable without the use of a confidential process or key.
4. Health insurance information is an individual’s health insurance policy number or subscriber identification number, any unique identifier used by a health insurer to identify the individual.
5. Owns or licenses includes, but is not limited to, personal information that a business retains as part of the internal customer account of the individual or for the purpose of using the information in transactions with the person to whom to information relates.   

6. Medical information is any information regarding the individual’s medical history, mental or physical condition, or medical treatment or diagnosis by a health care professional.
7. Person is any individual, corporation, business trust, estate, trust, partnership, limited liability company, association, joint venture, government, governmental subdivision, governmental agency, governmental instrumentality, public corporation, or any other legal or commercial entity.
8. Personal information is an individual’s first name or first initial and last name in combination with any one or more of the following data elements that relate to the individual if any of the data elements are not encrypted, redacted, or otherwise altered by any method or technology in such a manner that the name or date elements are unreadable or unusable: 

a) Social Security number;

b) Driver’s license number or other unique identification number created or collected by a government body;

c) Financial account number, credit account number, or debit account number in combination with any required security code, access code, or password that would permit access to an individual’s financial account;

d) Unique electronic identifier or routing code, in combination with any required security code, access code, or password that would permit access to an individual’s financial account;

e) Medical information; or 

f) Health insurance information. 


Personal information does not include information that is lawfully obtained from publicly available sources, or from federal, state, or local government records lawfully made available to the general public.
9. Redacted is altered or truncated such that no more than five digits of a social security number or the last four digits of a driver’s license number, state identification card number, or account number is accessible as part of the personal information. 
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