MISSOURI DEPARTMENT OF HEALTH AND SENIOR SERVICES

Administrative Manual Policy 19.7-O
EVENT REPORT (FOR USE BY WORKFORCE OF A DHSS NON-COVERED ENTITY)


1. DOES EVENT INVOLVE INFORMATION MAINTAINED BY OR ON BEHALF OF DHSS?  YES __ NO __

2. DOES EVENT INVOLVE ELECTRONIC INFORMATION? YES __ NO __

IF NO, PLEASE COMPLETE THIS FORM AND TURN IT IN TO THE DHSS PRIVACY OFFICER.

IF YES, PLEASE FOLLOW THE PROCEDURES OF DHSS ADMINISTRATIVE POLICY 24.7, INFORMATION SECURITY INCIDENT REPORTING, AND COMPLETE THIS FORM AND TURN IT IN TO THE DHSS SECURITY OFFICER AND DHSS PRIVACY OFFICER.
a. IF YES, WAS ELECTRONIC INFORMATION INVOLVED ENCRYPTED? YES __ NO __ UNK__

3. WAS THE EVENT CAUSED BY THE CONDUCT OF A DHSS EMPLOYEE, INTERN, TRAINEE OR VOLUNTEER? YES__ NO__ UNK__

IF YES, IDENTIFY THE DHSS EMPLOYEE, INTERN, TRAINEE OR VOLUNTEER: _________________

4. IDENTIFY DHSS DIVISION/SECTION/BUREAU/PROGRAM INVOLVED AND ITS CONTACT INFORMATION: ________________________________________________________________

______________________________________________________________________________

5. WAS THE EVENT CAUSED BY THE CONDUCT OF, OR OTHERWISE INVOLVE, ANOTHER ENTITY OR ITS EMPLOYEE(S)? YES__ NO__

IF YES, IDENTIFY THAT ENTITY, ITS INVOLVEMENT, EMPLOYEE(S), CONTACT INFORMATION, AND THE RELATIONSHIP OF THE ENTITY WITH DHSS, such as CONTRACTOR OR OTHER RELATIONSHIP (for other relationship, please describe) : ____________________________________________
______________________________________________________________________________

6. DATE(S) OF EVENT(S): ____________________________________________________________

7. IDENTIFY DATE(S) OF DISCOVERY and WHO DISCOVERED EVENT: _________________________

8. IDENTIFY DATE(S) OF REPORT TO DHSS and WHO REPORTED to DHSS: _____________________

9. DESCRIBE EVENT (PROVIDE SPECIFICS ABOUT HOW THE EVENT WAS DISCOVERED, HOW IT WAS BROUGHT TO YOUR ATTENTION, and WHAT HAPPENED WITHOUT IDENTIFYING THE CONSUMER(S) WHOSE PERSONAL INFORMATION WAS INVOLVED ON THIS FORM):  ______________________________________________________________________________
______________________________________________________________________________

(Attach additional pages as needed)

10. FILL OUT EVENT REPORT-ATTACHMENT 1 WITH NAMES AND CONTACT INFORMATION FOR CONSUMER(S) WHOSE INFORMATION IS INVOLVED.

11. TYPE(S) OF INFORMATION INVOLVED IN EVENT: 

YES __ NO __ FIRST NAME OF INDIVIDUAL/CONSUMER



YES __ NO __ FIRST INITIAL OF INDIVIDUAL/CONSUMER



YES __ NO __ LAST NAME OF INDIVIDUAL/CONSUMER
YES __ NO __ SOCIAL SECURITY NUMBER


IF YES, FULL SS# __ OR PARTIAL SS# __

IF PARTIAL SS#, PLEASE MARK (X) HOW MANY & WHICH DIGITS OF the 9 DIGIT SEQUENCE:    _ _ _-_ _ - _ _ _ _

YES __ NO __ DRIVERS LICENSE NUMBER

YES __ NO __ ANY OTHER UNIQUE IDENTIFYING NUMBER CREATED OR COLLECTED BY A GOVERNMENT AGENCY

IF YES, WHAT TYPE OF NUMBER ______________

YES __ NO __ FINANCIAL ACCOUNT NUMBER, CREDIT CARD NUMBER, OR DEBIT ACCOUNT NUMBER IN COMBINATION WITH ANY SECURITY OR ACCESS CODE OR PASSWORD THAT WOULD PERMIT ACCESS TO AN INDIVIDUAL’S FINANCIAL ACCOUNT

YES __ NO __ UNIQUE ELECTRONIC IDENTIFIER OR ROUTING CODE, IN COMBINATION WITH ANY REQUIRED SECURITY OR ACCESS CODE OR PASSWORD THAT WOULD PERMIT ACCESS TO AN INDIVIDUAL’S FINANCIAL ACCOUNT

YES __ NO __ MEDICAL INFORMATION (ANY INFORMATION REGARDING A CONSUMER’S MEDICAL HISTORY, MENTAL OR PHYSICAL CONDITION, OR MEDICAL TREATMENT OR DIAGNOSIS BY A HEALTH CARE PROFESSIONAL)
YES __ NO __ HEALTH INSURANCE INFORMATION (AN INDIVIDUAL’S HEALTH INSURANCE POLICY NUMBER OR SUBSCRIBER IDENTIFICATION NUMBER, ANY UNIQUE IDENTIFIER USED BY A HEALTH INSURER TO IDENTIFY THE INDIVIDUAL)

12. IS ADDRESS UNAVAILABLE FOR:

a. AT LEAST ONE, BUT LESS THAN TEN (10) INDIVIDUALS LISTED IN ATTACHMENT 1? 
YES __ NO__

b. TEN (10) OR MORE OF INDIVIDUALS LISTED IN ATTACHMENT 1? YES __ NO __

13. ARE THERE FIVE HUNDRED (500) OR MORE CONSUMERS WHOSE INFORMATION IS INVOLVED?

YES __ NO __

14. ARE THERE ONE THOUSAND (1000) OR MORE CONSUMERS WHOSE INFORMATION IS INVOLVED? YES __ NO __

15. IS LAW ENFORCEMENT AWARE OF THE SITUATION? YES __ NO __ UNK __

IF YES, IDENTIFY LAW ENFORCEMENT AGENCY AND ITS CONTACT INFORMATION ______________________________________________________________________________
______________________________________________________________________________

IS YES, DID LAW ENFORCEMENT REQUEST A DELAY OF NOTIFICATION TO CONSUMER(S) WHO MAY NEED TO BE NOTIFIED?  YES __ NO __ UNK __
IF YES, WAS REQUEST WRITTEN OR VERBAL? WRITTEN __ VERBAL __

IF WRITTEN, ATTACH COPY OF THE WRITTEN REQUEST.

IF VERBAL, ATTACH COPY OF YOUR DOCUMENTATION OF THE VERBAL REQUEST.
16. IS THE INFORMATION AT RISK OF IMMINENT MISUSE? YES __ NO __ UNK __

IF YES, EXPLAIN: _______________________________________________________________

17. HAS CORRECTIVE ACTION BEEN TAKEN TO END THE EVENT?  YES __ NO __ UNK __

IF YES, WHAT ACTION HAS BEEN TAKEN? ___________________________________________

18. RECOMMENDED STEPS INDIVIDUALS SHOULD TAKE TO PROTECT THEMSELVES FROM RISK OF HARM FROM THE EVENT: _______________________________________________________ _____________________________________________________________________________

Instructions: The Department of Health and Senior Services prohibits unauthorized uses or disclosures and breaches of protected health information and/or of personal information.  If you believe that one of these events has occurred, complete the following and return to the Department Privacy Officer, and to Department Security Officer if electronic information is involved, Department of Health and Senior Services, 912 Wildwood, P.O. Box 570, Jefferson City, Missouri 65102.





REPORTER INFORMATION


 


_____________________________	___________________________________________________


NAME OF PERSON MAKING REPORT	SIGNATURE					DATE


___________________________________________________________________________________


ORGANIZATIONAL UNIT AND WORK ADDRESS


___________________________________________


TELEPHONE NUMBER/FAX NUMBER





EVENT INFORMATION









































