	[image: image1.png]



	
	ADMINISTRATIVE MANUAL

	SUBJECT:
HIPAA AND CONFIDENTIALITY
Event Report
	Chapter:
19

	
	Section:
19.7

	REFERENCES:  Administrative Manual Policies:   11.6 Code of Conduct-Confidential Information; 11.11 Conflict of Interest; 19.7-CE or 19.7-O, Event Report Form; 24.2 Security Policies and Rules; and 24.7 Information Security Incident Reporting, and
42 U.S.C. 17921 of the HITECH Act; 45 CFR Parts 160 & 164; and §407.1500, RSMo
	Page:
6 of 6

	
	Adopted:     7/23/10




EVENT REPORT

I. PURPOSE:

This policy establishes the Department of Health and Senior Services (DHSS) Event Report process and identifies the procedures, roles and responsibilities needed for its implementation. The purpose is to establish a process to report any event that may involve a “breach” of “protected health information” or “personal information” to minimize the damage from breaches, to prevent their occurrence or recurrence, and to assist DHSS to promptly notify individuals whose protected health information or personal information was involved in a “breach.” 
II.
SCOPE:

This policy applies to all DHSS workforce members, including all employees, Office of Administration Information Technology Services Division (ITSD) employees assigned to DHSS, interns, trainees, researchers, and volunteers.  This policy applies to protected health information or personal information in any format or media, including but not limited to oral, written, and electronic.  This policy applies to all DHSS information systems including but not limited to computers connected to DHSS local, statewide, and Internet communication networks, database storage systems, electronic records systems, imaging systems, e-mail systems, and other computing devices including but not limited to Personal Digital Assistants (PDAs), laptops, external hard drives, thumb drives or stand-alone PCs.
A. An “event” is any possible “breach” as breach is defined below.
B. For covered entities within DHSS subject to the Health Insurance Portability and Accountability Act of 1996 and its regulations (HIPAA):   
1. A “breach” is any acquisition, access, use, or disclosure of protected health information in a manner not permitted by the HIPAA Privacy Rule which compromises the security or privacy of such information except as excluded under the rule.
2. “Individual” shall mean the person who is the subject of protected health information.

3. “Protected health information” shall have the same meaning as provided by the HIPAA Privacy Rule. 
4. “Unsecured protected health information” shall mean protected health information that is not “secure”.  Unencrypted electronic protected health information and papers records are not “secure.”
C. For non-covered entities within DHSS, a “breach” is any unauthorized access to and unauthorized acquisition of personal information maintained in computerized form by a person that compromises the security, confidentiality, or integrity of the personal information.
1. The term “personal information” shall have the same meaning as defined in section 407.1500, RSMo, and as defined in paragraph IV.A.8 of Policy 19.2.
2. “Consumer” shall mean a resident of Missouri.
D. Examples of events include, but are not limited to: unauthorized access of information; unauthorized use of information; unauthorized disclosure of information; loss or theft of information or hardware containing information; and loss or theft of a laptop, USB drive, external memory device, etc.

III.
POLICY:

This policy implements the DHSS Event Report Program requiring DHSS workforce to report any “event.”  The goal is to ensure prompt reporting of all events to the DHSS Privacy Officer, and to the Security Officer when electronic protected health information is involved, in order to minimize the possible impact of the event in terms of risk of harm to the individual/consumer or data loss, corruption, or system disruption; to prevent further events, attacks, or damages; address any legal issues, and assist DHSS to promptly notify individuals/consumers whose information is involved in a breach.

IV.
PROCEDURES FOR EVENT REPORTS:
A. REPORTS MADE BY WORKFORCE MEMBERS:

1. If the event involves protected health information or personal information in non-electronic form only, workforce members must immediately:
a. Make a report to the DHSS Privacy Officer by filling out an Event Report form and turning the Event Report form in to the DHSS Privacy Officer. DHSS HIPAA Covered Entities should use the Event Report for Covered Entity form, 19.7-CE, and Non-Covered Entities should use the Event Report for Non-Covered Entity form, 19.7-O.
b. The Event Report form must be fully completed; however, the name and contact information for any individual/consumer whose protected health information or personal information was involved in the event shall be listed on Attachment 1 of the Event Report form.
2. If the event involves protected health information or personal information in electronic form, workforce members must immediately:

a. Make a report to the DHSS Privacy Officer and the DHSS Security Officer following IV.A.1; and 
b.
Follow all the additional requirements of Administrative Policy 24.7, Information Security Incident Reporting, in making the report to the DHSS Security Officer directly or through the DHSS Information Technology Services Division (ITSD) Help Desk.
B. REPORTS MADE BY BUSINESS ASSOCIATES OR CONTRACTORS:

1. Reports made by Business Associates of the covered entity portions of DHSS shall be made as set forth in the Business Associate Provisions of the contract in compliance with the HITECH Act, the Breach Notification Rule, and HIPAA.  
2. Reports made by contractors of the portions of DHSS that are not covered entities shall be made as set forth in section 407.1500, RSMo or as specified by contract. 
C. REPORTS MADE BY INDIVIDUAL(S) OR CONSUMER(S):
An individual, consumer, personal representative, or other person who wishes to report an event, shall be asked to submit a written report to the DHSS Privacy Officer, and to DHSS Security Officer if the event involves electronic protected health information or personal information, with specifics sufficient for investigation and the name and contact information for the person making the report.  DHSS will not require an individual to waive the right to file a complaint provided by 45 CFR 160.306.
D. 19.7-CE or 19.7-O shall be processed by the DHSS team, including the DHSS Privacy Officer, and the DHSS Security Officer whenever electronic information is involved, in consultation with applicable DHSS workforce members to determine whether the event is a breach according to policy 19.8.
V.
PROHIBITION OF RETALIATION:

No individual, consumer, employee, intern, trainee, volunteer, other workforce member, business associate, or contractor shall experience retaliation including intimidation, threats, coercion, discrimination and other retaliatory action, for filing an event report, cooperating with an investigation, or otherwise utilizing this policy.  Witnesses are also protected from retaliation for participating in an investigation under this policy.
VI.
ENFORCEMENT:

A. DHSS employees, interns, trainees, researchers, volunteers, or other workforce members who fail to comply with this policy are subject to disciplinary actions. These actions may include dismissal, depending on the severity of the offense, possible legal action, and other actions, including a report to the appropriate authorities.
B. DHSS contractors who fail to comply with this policy are subject to contract sanctions and other actions, including termination of the contract, a report to an appropriate authority, and possible legal action.  Non-DHSS researchers who fail to comply with this policy are subject to sanctions and other actions, including a report to an appropriate authority and possible legal action.
C. Other individuals or entities may be referred to federal or state authorities for appropriate action.
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