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BREACH NOTIFICATION

I. PURPOSE: 

This policy establishes the Department of Health and Senior Services (DHSS) Breach Notification process and identifies the procedures, roles and responsibilities needed for its implementation. The purpose is to establish a process for assessing reported events to determine whether an event is a breach requiring notification of an individual or consumer in order to provide for prompt Breach Notification to individuals whose protected health information or personal information was involved in a breach as defined in Policy 19.7. 

II. SCOPE:


This policy applies to all DHSS workforce members, including all employees, interns, trainees, researchers, and volunteers who report or should report an event as defined in Policy 19.7 and to the compliance team, comprised of the DHSS Privacy Officer, Security Officer and others depending on the circumstances, who will gather relevant information and assess the circumstances and facts to determine if Breach Notification is required and whether other action should be recommended to the Office of Human Resources and DHSS management. This policy also applies to contractors.

III. POLICY:


DHSS will implement a Breach Notification Program to minimize the possible impact of an event in terms of harm to the individual/consumer, prevent breaches, address any legal issues, and to ensure prompt notification of individuals/consumers whose protected health information or personal information is at risk of harm due to a breach. 

IV. PROCEDURE FOR EVENT REVIEW/RISK ASSESSMENT:

A. Any workforce member with knowledge of an event shall cooperate fully with the investigation.

B. A contractor or researcher with knowledge of an event shall cooperate fully with the investigation. A contractor or researcher whose actions or omissions result in a breach may be required to cover the costs of any Breach Notifications required under this policy. 

C. The Privacy Officer and/or Security Officer shall review form 19.7-CE or 19.7-O, the Event Report, and obtain any additional information required to determine if the event is a breach with the assistance of the DHSS workforce, DHSS Office of Human Resources (HR), and Information Technology Services Division (ITSD).

D. The Privacy Officer and/or Security Officer shall use form 19.8A Event Review/Risk Assessment to review and assess a reported event to determine whether the event is a breach.

E. The Privacy Officer and/or Security Officer shall use form 19.8B Action Report to document:  
1. Whether the event is a breach requiring notification; 

2. Whether, and what, measures should be recommended to the individual(s)/consumer(s) if the event is a breach; and

3. Whether, and what, measures should be undertaken by DHSS to correct and/or mitigate the breach if the event is found to be a breach, including but not limited to employment sanctions, contract actions and/or protections for the individuals. The recommendation shall consider the requirement of 45 CFR 164.530(f) that DHSS mitigate to the extent practicable any harmful effect known by DHSS resulting from a use or disclosure in violation of its policies or the Privacy Rule.

F. The Privacy Officer and Security Officer will refer:

1. Any recommendation for employment sanctions to applicable programmatic staff and Human Resources for further action.

2. Any recommendation for contract sanctions/actions to applicable programmatic staff and the DHSS Office of Administration for further action.

G. If it is determined that a breach requiring breach notification has occurred, DHSS will provide each individual/consumer whose information was involved with Breach Notification as set out below.

V. PROCEDURE FOR BREACH NOTIFICATION:

A. STANDARD:  DHSS shall provide Breach Notification to an individual whose protected health information or personal information is compromised by the breach of his/her protected health information or personal information.

B. MANNER AND FORMAT:  The Breach Notification shall be provided in WRITING in the following manner and format:

1. TO WHOM:  TO THE INDIVIDUAL, or if the individual is deceased to the individual’s next of kin or personal representative. In addition, for a breach involving more than five hundred (500) individuals, the DHSS Office of Public Information shall also provide notice to prominent media serving the state;

2. HOW:  BY U.S. FIRST CLASS MAIL, or if the individual agrees to electronic notice, then notification may be by email. If there is possible imminent misuse of protected health information, then additional notice by telephone or other means is also required;

3. WHEN:  WITHOUT UNREASONABLE DELAY, no later than sixty (60) days after discovery of the breach by DHSS (if a breach determination cannot be made prior to 60 days, notification shall be provided). 
However, if law enforcement requests a delay required for law enforcement purposes, breach notification may be delayed for the period of time specified in the written law enforcement request. Breach notification may not be delayed for more than thirty (30) days if the law enforcement request is not made in writing.

4. WHERE:  TO THE INDIVIDUAL’S LAST KNOWN ADDRESS, or by substitute notice if the last known address is insufficient or out of date. If the address is unknown or out of date for less than ten (10) individuals, for those specific individuals substitute notification shall be made by a telephone call or face-to-face communication to the individual and documented. 

If the address is unknown or out of date for more than ten (10) individuals, for those specific individuals substitute notification shall be made by an Office of Public Information posting on the DHSS website (or in print or broadcast media) with the toll-free number 1-800-392-0272 provided for individuals to call to determine if their information was breached.
Substitute notice is not required for a deceased individual if the address of the next of kin is unknown or out of date.  

NOTE:
See 19.8C: Breach Notification Flow Chart: The Breach notification flow chart illustrates the steps and process required for notification.

C. CONTENT OF BREACH NOTIFICATION 

The Breach Notification shall contain:

1. A brief description of what happened, including the date of the breach and the date of the discovery of the breach, if known;

2. A description of the types of unsecured Protected Health Information or Personal Information involved;

3. Any steps individuals should take to protect themselves from potential harm resulting from the breach;  

4. A brief description of what DHSS (or its contractor) is doing to investigate the breach, to mitigate harm to individuals, and to protect against any further breaches; and
5. Contact procedures for individuals to ask questions or learn additional information, including the DHSS mailing address Missouri Department of Health and Senior Services, P.O. Box 570, Jefferson City, MO 65102: Attention: Privacy Officer and email address Privacy@dhss.mo.gov. For events involving ten (10) or more individuals, individuals will be provided the toll-free telephone number 1-800-392-0272 instead of the email address.

VI. DOCUMENTATION:

A. Any event determined to be a breach involving one of the DHSS HIPAA covered entities or its Business Associate shall be documented as a HIPAA breach; and included in an annual breach report to the US Department of Health and Human Services (HHS) of breaches by the covered entities of DHSS and/or their business associates, except that: 

1. Breaches involving five hundred (500) or more individuals shall be reported to HHS concurrently with the Breach Notification to the individual.
2. The Event Report, Event Review/Risk Assessment, Action Report, and any other applicable documents shall be maintained for six (6) years, along with a copy of the Breach Notification. 
B. Any event determined to be a breach involving a DHSS non-covered entity or its contractor:
1. Shall be documented as a section 407.1500, RSMo, breach.
2. The Event Report, Event Review/Risk Assessment, Action Report, and any other applicable documents shall be maintained for six (6) years, along with a copy of the Breach Notification.
C. Any event determined not to be a breach shall be documented. The Event Report, Event Review/Risk Assessment, Action Report, and any other applicable documents must be maintained for six (6) years.

VII. ENFORCEMENT:

A. DHSS employees, interns, trainees, researchers, volunteers, or other workforce members whose actions or omissions result in a breach or who fail to comply with this policy are subject to disciplinary actions, up to and including dismissal; possible legal action; and other actions, including a report to the appropriate authorities.
B. DHSS contractors whose actions or omissions result in a breach or who fail to comply with this policy are subject to contract sanctions and other actions, including termination of the contract, a report to an appropriate authority, and possible legal action.  
C. Non-DHSS researchers who fail to comply with this policy are subject to sanctions and other actions, including a report to an appropriate authority and possible legal action.
D. Other individuals or entities may be referred to federal or state authorities for appropriate action.
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