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I. PURPOSE
To provide guidance on appropriate use of Department of Health and Senior Services (DHSS) information technology and to outline employees’ responsibilities in that regard.
II. SCOPE
Department-wide.
III.
POLICY 

Information technologies are provided to conduct official business, unless otherwise allowed under this policy. Technologies include but are not limited to intranet or Internet pages, electronic mail, electronic facsimile, electronic files, electronic images or audio.
The use of information technology must be in accordance with acceptable conduct, communication, courtesy, security, and use of state property practices, and with any record-keeping requirements as outlined by DHSS or the State of Missouri.  Any DHSS staff member who abuses information technology privileges will be subject to disciplinary action up to and including termination.  

Information technologies available to DHSS may create electronic records that are easily saved, copied, forwarded, retrieved, monitored, reviewed, and used for litigation.  All electronic records are the property of DHSS and can be accessed and used by management.
DHSS may disclose electronic information to law enforcement officials or others without notice to the staff members who may have sent or received the communications or created the records.  

As part of standard computing practices, the Office of Administration Information Technology Services Division (OA-ITSD) backs up electronic files for DHSS to prevent loss of data.  Although OA-ITSD monitors network activity for cost analysis and performance issues, reports on or access to the content of a staff member’s active or backed up records would occur only after an appropriate request from DHSS managers.  Refer to section VI of this policy for information on locking accounts and requesting reports.
IV. USE GUIDELINES 

A. Appropriate Internet/Intranet Use:  Staff members are encouraged to use information technologies efficiently and effectively in pursuit of DHSS goals and objectives and in accordance with the security rules outlined in Administrative Manual policy 22.2.

1. Material (newsletters, forms, minutes, schedules and calendars, directories, guidelines and standards, resources lists, etc.) should only be placed on the Intranet if it is for the benefit of DHSS and/or local public health agencies.

2. Internet/Intranet Web Pages - The Office of Public Information must approve information posted on or web pages linked to the DHSS Internet page.  Intranet web pages should have a designated web master responsible for keeping information updated.
3. Personal use of the Internet is limited to employee’s breaks and/or lunch periods so long as employees abide by the standards identified within this policy, and all referenced policies, and all other applicable DHSS policies. The employee must close all Internet applications promptly at the end of the break and/or lunch period. Use of Internet applications before and after work is prohibited.
B. Unacceptable Use: No information technology may be used for: 

1. Illegal, fraudulent, or malicious acts.
2. Personal financial gain or commercial activities (Reference Administrative Manual policies 11.1, 11.2, 11.11 and 11.12).
3. Religious activities, such as creating church bulletins or distributing materials of a religious nature. 
4. Political activities (Reference Administrative Manual policy 11.8).
5. Sexually explicit materials (Reference Administrative Manual policies 11.16 and 12.3).
6. Racist or violent acts (Reference Administrative Manual policy 11.16).
7. Harassment (Reference Administrative Manual policies 11.16 and 12.3).
8. Distribution of unsolicited advertising material.
9. Streaming audio.

10. Posting comments on blogs, unless otherwise approved by the Department.

11. Gambling or maintaining betting pools.

12. Activities that are inconsistent with other DHSS policies and rules pertaining to personal or professional conduct (examples: Reference Administrative Manual policies 11.6, 15.3, 17.2, 17.3).
13. Personal use that interferes with staff member’s productivity or preempts DHSS-related activity.
C. Inappropriate Use of E-mail:  Employees should exercise caution because of the potential for misunderstanding. 
1. Do not send communications that you would not put in a formal memo or letter.

2. Do not send what you wish you could say, but only what you would say if the person were in front of you (be respectful).

3. Do not send a group message unless it is appropriate for all recipients (it is not appropriate if it does not pertain to official business or if an individual does not need to know).  

4. Electronic communications sent to all DHSS staff must be approved by division management and the DHSS Director as outlined in Administrative Manual policy 11.23.  

5. Do not use “Reply to All” without viewing the distribution list.

6. Do not transmit copyrighted materials except with proper permission.

7. Do not distribute computer games.

8. Do not use another individual's e-mail account to either send or receive messages.  If there is need to read another's mail (while they are away on vacation, for instance), proxy, message forwarding, or other facilities must be used.

9. E-mail is accessible through the Internet and can be accessed by non-DHSS equipment; however, attachments or DHSS documents should not be saved to non-DHSS equipment.

V. RESPONSIBILITIES

A. Electronic Communications Users:  

1. Read and follow these policies, guidelines, and procedures.

2. If issues are unclear, get clarification from your supervisor.

B. Supervisors:

1. Keep staff members advised of this policy and any changes or additions to this policy.

2. Monitor staff member’s compliance with this policy.

3. Follow procedures in section VI when there is need to access staff member’s electronic records.

4. Report suspected excessive use or abuse to managers on a timely basis.

5. If issues are unclear, get clarification from your manager.

C. Managers:

1.
Resolve reports of suspected excessive use or abuse in a timely manner.

2. When necessary, initiate investigation requests of a staff member’s use of information technology with the regional manager, division director, or DHSS department management following the procedures outlined in section VI.

D. Division Directors or Department Management:

1.
Approve or decline investigation requests and forward approved requests to the Office of Human Resources following the procedures outlined in section VI.

2.
Review results of investigations and work with supervisor to determine disciplinary action when necessary.
VI. LOCKING ACCOUNTS AND REQUESTING USAGE REPORTS
A.
Requests to lock a staff member's current information technology resource account should be made to division management.  Emergency contact can be by telephone but each request must be documented with an Automated Security Access Program request (ASAP).  Locking a staff member's account disallows the staff member use of the specified electronic communication.  The request must include:

1.
The name of the staff member whose account is to be locked.
2. The period of time for which the account is to be locked.
3. What accounts, records or access should be locked.
B.
Requests to access a staff member’s information technology records (electronic mail, Internet usage reports, and/or files on a specific computer/drive) should be addressed to the DHSS Office of Human Resources’ Human Relations Officer or Chief.  The written request must include:
1.
the name of the staff member whose records are to be accessed,
2. the period of time for which the records are to be accessed,
3. the type of access (see below), and
4. the reason for the access.
C.
The types of access and investigation could include:

1.
To review Internet use by a specific personal computer.
2.
To recover files or documents stored on a specific computer or an employee’s personal H:/drive. 
3.
To recover e-mail communications for review. 
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