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I. PURPOSE: 
To establish information technology security rules. 
II. 
SCOPE
This policy applies to all DHSS workforce members, including all employees, contractors, interns, trainees, researchers, and volunteers.  DHSS technology systems include computers connected to DHSS local, statewide, and Internet communication networks, database storage systems, electronic records systems, imaging systems, 
E-mail systems, and other computing devices such as smart phones, tablets, laptops, stand-alone PCs, and telephones.
III. 
GENERAL POLICY 
DHSS uses access controls and other security measures to protect the confidentiality, integrity, and availability of the information handled by its technology systems. 
DHSS owns all information stored on its technology systems.  Therefore, DHSS maintains the authority to: (1) restrict or revoke any user's privileges; (2) inspect, audit, copy, remove, or otherwise alter any data, program, or computer; and (3) take any other steps deemed necessary to manage and protect its technology systems. 
This authority may be exercised with or without notice to the involved users.  By making use of DHSS systems, users consent to allow all information they store or access on DHSS systems to be divulged to law enforcement or others at the discretion of DHSS management and have no expectation of privacy in that information. 
The following roles and responsibilities are assigned:

Office of Administration (OA) Information Technology Services Division (ITSD) Office of Cyber Security (OCS):
OCS is responsible for working with DHSS executive staff to establish goals, objectives, and priorities, and provide overall direction of the DHSS information security program.  OCS is responsible for implementing technical security measures including but not limited to the administration and maintenance of network and application user IDs, security application systems and databases; network security devices and software such as intrusion detection and prevention systems, firewalls, email and virus protection; and workstation security.  

DHSS Directors/Deputy Directors (Department, Division, and State Public Health Lab):

Directors or Deputy Directors appoint Local and Program Security Officers, and are authorized to approve the release or use of all data maintained by their respective organizational areas.  

DHSS Health Insurance Portability and Accountability Act (HIPAA) Privacy Officer:
The DHSS HIPAA Privacy Officer is an attorney in the Office of General Counsel who assists Division Directors and others in determining whether personally identifiable health data may be legally disclosed, in determining whether a disclosure constitutes a breach for HIPAA and other legal purposes, and in determining what steps must be taken if there has been a breach.

Local Security Officers (LSO):

Directors or Deputy Directors (Department, Division, and State Public Health Lab) appoint LSOs.

LSOs are responsible for a specified location.  Location is defined as division, bureau, section, center, office, region, district, or unit.  Local Security Officers ensure that applicable policies are followed to approve or deny access to or release of DHSS data in their specified locations.  LSOs are the first level of approval for access requests resulting from personnel actions (new employees or changes for current employees), such as adding, or removing access privileges to network folders, drives, and applications. 

Program Security Officers (PSO):

Directors or Deputy Directors (Department, Division, and State Public Health Lab) appoint PSOs.

PSOs are responsible for the security of a specified system (either mainframe or web-based application).  They are responsible for approving staff access privileges to the specified application, providing information when necessary regarding applicable laws or data use and confidentiality requirements, and for reporting any security incidents as described in DHSS Administrative Policy 22.6.  If a security incident involves protected health information (PHI) covered by HIPAA, the PSO shall report the incident to the DHSS HIPAA Privacy Officer.  
IV. 
SECURITY POLICIES AND RULES 
All users of the DHSS information technology systems will abide by the following security rules. 
A. 
DHSS ACCESS PRIVILEGES 
1. The technology system privileges of all users, systems, and programs will be restricted based on a job-related, need-to-know basis.  The user may share data with others having authorized access via network drives, computers, or the DHSS Intranet. 
2. Directors or Deputy Directors (Department, Division, and State Public Health Lab) appoint Local Security Officers (LSO) and Program Security Officers (PSO).  These delegated officers will be given authority to approve, modify, or deny requests for access.  
3. Divisions must have a process for reviewing network, application, and mainframe access privileges on at least a semiannual basis.  Records of such reviews are to be maintained under standard state retention periods.

4. Employees review and sign the Confidentiality Agreement (Administrative Policy 11.6 Attachment A) during the annual performance appraisal process.  The agreement includes a statement regarding confidentiality of computer data.  New employees must sign the Confidentiality Agreement prior to being granted access to DHSS systems. 
B. 
ACCESS ID REQUIREMENTS 
1. User IDs will be granted to specific users only after they have submitted an OA-ITSD Automated Security Access Program (ASAP) request, with approval by the user's LSO and/or PSO.  The ASAP process will be used to officially document a request to OA-ITSD for:
· Setup of a new computer;
· Installation or removal of hardware or software;
· Access to the DHSS network;
· Access to a DHSS application;
· Acquiring telecommuter status;
· Remote privileges such as dialup or VPN;
· Non-standard hardware/software;
· Registering or revoking a digital certification;
· Changing a user’s profile;
· Transferring or revoking a user’s access;
· Granting read only (proxy) rights; 
· Creating additional user accounts on a shared computing device;
· Access to other computer systems or networks.
2. If the user also requests access to a DHSS application (mainframe or web-based), the designated PSO of the division or bureau responsible for the data to be accessed must approve the access request. 
3. The ASAP application is a web based application and can be accessed from the following address, https://webapp02.dhss.mo.gov/asap_web/asaplogin.aspx.  OA-ITSD will not grant a user access to or change a user’s access to DHSS information technology applications or network without having properly completed the ASAP process.  In the event the ASAP program is unavailable, and an emergency request is necessary, the user should contact the OA-ITSD Help Desk.  
4. Users will be granted access to a single computer specified in their ASAP request unless other computers are identified. 
C. 
USER RESPONSIBILITIES 
1. Users will automatically be logged off OA-ITSD developed applications if they have had no activity for a specified time.  The timeframe may vary depending on the confidentiality level of the data, but will never exceed thirty (30) minutes. 
2. Users must not leave their computer unattended without first logging out, locking the workstation, or enabling a screen saver that requires a password. 
3. Every user will have one concurrent network login access by default.  Users must submit an ASAP network request for additional access with a statement of reasons for the need for additional concurrent network login connections.  Unlimited network connections will not be granted. 
4. Users are responsible for all activity performed with their personal user IDs.  User IDs must not be utilized by anyone but the individuals to whom the ID has been issued.  Users must not allow others to perform any activity with their user IDs.  Similarly, users must not perform any activity with IDs belonging to other users. 
D. 
PASSWORDS 
1. Every user must have a unique user ID and a personal secret password.  User IDs and passwords are required for access to the DHSS network and applications. 
2. Passwords must never be divulged or shared with anyone except the authorized user.  To do so exposes the authorized user to responsibility for actions that the other party takes with the password. 
3. Users must promptly change their password(s) if they have any reason to think the password(s) may have been disclosed. 
4. All users may be instructed to change their password(s) if the OA-ITSD network administrator believes the system security has been compromised. 
5. Passwords must not be stored in applications (such as turning on the “remember my password” feature), so that access can be made to the DHSS systems without entering the password each time.  Where possible, the feature allowing “remember my password” must be disabled at the system level. 
E. 
EQUIPMENT CONNECTIONS 
1. OA-ITSD must approve all wireless technology and wireless network installations.  Requests for equipment must be submitted through the OA-ITSD Help Desk. 
2. All computing devices used for remote access or telecommuting shall only be configured by OA-ITSD technicians and must have an operating system password. 
3. Because OA-ITSD must approve user access and all computing devices used for Virtual Private Networking (VPN), remote access must be configured to OA Technology Standards to use a VPN connection.  An ASAP Request is required. 
4. Only DHSS computing devices will be allowed to connect to any DHSS equipment or the DHSS network.  Non-DHSS computing devices are allowed to access web mail through an Internet connection. 
F. 
RESIGNATIONS 
1. Before a user, leaves any position with DHSS, his/her network-resident files must be promptly reviewed by his/her bureau or office chief to determine who should become the custodian of such files, and/or the appropriate methods to be used for file disposal.  Notification of the decision must be communicated by means of an ASAP request to document and authorize the requested action.  In the event of an immediate termination of an employee, the employee’s manager must contact the OA-ITSD Help Desk to secure resources then follow up with an ASAP request. 
2. Read-only rights may be granted to another valid user for up to five (5) workdays on e-mail accounts of users no longer employed by DHSS.  This proxy access will be enabled only after they have completed an ASAP request and approved by the user's LSO and/or PSO.  All other existing proxies for that user ID will be deleted.  An extension up to five (5) days can be granted upon receipt of an additional ASAP request.  No extensions will be granted beyond the (10) ten workdays. 
3. All user IDs will automatically have their associated access privileges revoked after 90 days of inactivity.  Accounts that have been disabled 365 days are subject to deletion.
4. All DHSS information systems access privileges for a user ID will be promptly terminated at the time OA-ITSD is informed that a worker ceases to provide services to DHSS. 
5. Prior to a user’s last day of work, supervisors must submit an ASAP request to delete or lock that person’s system privileges. 
V. ENFORCEMENT:
DHSS workforce members who fail to comply with this policy are subject to disciplinary actions.  These actions may include dismissal, depending on the severity of the offense, and possible legal action.
Approved By: 
_____________________________ 
Deputy Director 
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