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EMPLOYEE PRIVACY IN THE WORKPLACE

I.
PURPOSE:

To ensure all employees are informed of Department policy regarding expectations of privacy in or related to the workplace.

II.
SCOPE:

Department wide.

III. POLICY:

A. While the workspaces of Department employees should generally be respected to the extent practicable, employees do not have an expectation of privacy in regard to offices, workspaces, cubicles, storage and file cabinets/containers/areas, desks or furniture and the drawers contained therein, computers or related processing and digital storage media, facsimile and copy equipment, telephone and voicemail/messaging systems, or any physical or intellectual property belonging to the State of Missouri. This applies even if the property, item or interest is/has been removed from Department premises (i.e., including but not limited to telecommuting arrangements, laptop computers being transported to other work sites, etc.).

B. Employees may reasonably consider personal workspace areas as not subject to routine access by other staff. Courtesy should be practiced in respecting the work areas of others. For example, an employee should not feel free to utilize another employee’s workspace without valid reason, or should not rifle through the contents of another employee’s assigned desk without authorized reason, etc. However, despite this general principle, employees may not maintain workspaces or any other Department facility or container as “completely private” for any purpose.

C. All parts and areas of all DHSS facilities may be subject to search as part of an authorized internal or external investigation at any time, with or without notice to, or permission of, the employee.

D. No employee shall keep a locked area or container which is work-related or purchased by the state without providing a key/combination and access to supervisory and/or management personnel upon request.

E. Department telephones and facsimile equipment are not to be considered private.

F. Department computer equipment (to include internet access and electronic mail) is not to be considered private.

G. All Department and state property, equipment, and communications means/media, including but not limited to everything contained in A through F, above, is/are subject to monitoring at all times, with or without the employee’s knowledge or permission, both in real-time and after the fact. Employees do not have a right to privacy in the use thereof.

H. All employees are on notice that:

1. Permanent records are automatically created and maintained of all e-mail in DHSS systems. All sent, received, and deleted e-mails are maintained in archives. Messages and their content may be accessed by authorized investigatory and management personnel at any time regardless of whether the messages still exist on an individual computer. Management should refer to DHSS Administrative Policy 22.1/Information Technology Use Policy, Guidelines and Processes for more information about requesting information from an employee’s e-mail account. 
2.  Internet activity on DHSS systems is  monitored  and may be accessed by authorized investigatory and management personnel regardless of whether the internet history and temporary internet files have been deleted from an individual computer or workstation.

I. Nothing in this policy shall be construed to permit or ratify unauthorized searches or investigations, or to allow unwarranted intrusion into any employee’s personal property or workspace. Confidentiality policies are not affected by this policy, and information considered lawfully private and confidential remains so. No employee shall seek or be permitted any greater access to confidential material than allowed under existing rules and policies by virtue of this policy, and the responsibility to maintain confidentiality is unchanged.
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