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I. 
PURPOSE 
To institute a Department of Health and Senior Services (DHSS) policy to assure compliance with the State of Missouri policy to strictly enforce copyrights associated with computer software. DHSS shall observe the relevant provisions of federal law, including the U.S. Copyright Act, and applicable licensing restrictions. DHSS shall work diligently to prevent and combat computer software piracy. 

II. 
SCOPE 

Department-wide 

III. 
QUALIFYING STATEMENTS

DHSS shall not acquire, operate, or maintain computer software in violation of U.S. Copyright laws or applicable licensing restrictions. DHSS in conjunction with the Office of Administration Information Technology Services Division (OA-ITSD) will take all steps necessary to prohibit users from duplicating any licensed software or related documentation for use by DHSS or its contractors and recipients of State financial assistance including grants and loan guarantee assistance. To ensure efficiency of operation and reduce costs, OA-ITSD must approve any request for the purchase of software. 
Employees may be held responsible for placing any software on their DHSS computer for which DHSS lacks the appropriate licenses. Consequences for such unauthorized possession or use of software may include but are not limited to disciplinary action up to and including dismissal.  

Any unauthorized software on DHSS computers shall be reported to the appropriate division director. 
DHSS must not permit any user to use software in any manner inconsistent with the applicable license agreement, including giving or receiving software from clients, contractors, customers, and others. 
IV.
RULES
A. 
Acquisition of Software 
All Requests for Proposal (RFP) or Invitations for Bid (IFB) issued for acquisition or development of software must be submitted to OA-ITSD Client Services Manager for review and approval.

OA-ITSD must approve all requests for software purchases, including software that may be downloaded and/or purchased from the Internet. This process will allow DHSS to maintain compliance with statewide architecture standards and ensures that DHSS has a complete record of all software that has been purchased for DHSS computers and will register, support, and upgrade such software according to the software license agreement. 
B.
Installation of Software 
Once all software is inventoried, authorized OA-ITSD staff will install the software. Under no circumstances shall an unauthorized user load any software on DHSS computers. The original media will be kept in a safe storage area maintained by OA-ITSD. User manuals, if provided, will reside with the DHSS user who requested the initial installation of the software. 

C. 
Software/Computer Use Outside DHSS 
DHSS computers must be kept both software legal and virus free. DHSS users are not permitted to download or install any software program developed or purchased outside of DHSS on DHSS-owned computers. DHSS software cannot be loaded on computers without a DHSS and/or OA-ITSD tag and cannot be installed on home or other non-DHSS-owned computing devices including computers. If a DHSS user requires DHSS software away from the office, his or her division will need to provide a DHSS computer to use away from the office. OA-ITSD will install DHSS software on DHSS and/or OA-ITSD tagged computing devices to be used away from the office. 

D. 
Shareware 
Shareware software is copyrighted software that is often distributed via the Internet. It is the policy of DHSS to pay shareware authors the fee specified for use of their products. Acquisition and registration of shareware products will be handled the same way as commercial software products. 

E. 
Audits 
Software inventories will be maintained by OA-ITSD, and an internal software audit will be performed annually to assure DHSS compliance with Executive Order 02-11 and Policy Directive ITOS00004. OA-ITSD will maintain an inventory of all DHSS software and will keep a library of software licenses. 
F. 
DHSS End User Software Use Policy 
Software will be installed and used only in accordance with its license agreement. Unless otherwise provided in the license and allowed by law, copyrighted software shall not be duplicated. Unauthorized duplication of software or other violation of this policy is contrary to DHSS standards of conduct and will result in appropriate discipline. The following points are to be followed to comply with software license agreements: 
1. 
All users are expected to read and abide by license agreements and this policy. All users acknowledge that they do not own DHSS software or its related documentation and may not make additional copies. 
2.  
DHSS will not tolerate the use of any unauthorized copies of software. Unauthorized reproduction of software is a federal offense. DHSS users must not condone illegal copying of software under any circumstances. If users make unauthorized copies of software, the user is doing so on his or her own, because DHSS and OA-ITSD strictly forbid all such copying. 
3. 
Users must not copy software provided by DHSS to any storage media, transfer such software to another computer or disclose such software to outside parties including clients, contractors, customers, and others. 
4. 
Under no circumstances shall staff other than authorized OA-ITSD staff download or install software on DHSS computers. All software must be routed through OA-ITSD for record keeping purposes. If software is delivered to the user directly, the user must notify the OA-ITSD Help Desk immediately. The user must turn over the installation media to OA-ITSD and provide the proof of license/licensing information to the OA-ITSD software manager. This includes software downloaded or purchased from the Internet. Any software not loaded by authorized OA-ITSD staff is subject to removal. 
5.
Users may not download or install any software program developed or purchased outside DHSS on DHSS owned computers. Copyrighted information and software that DHSS does not have specific approval or licenses to use must not be stored or used on DHSS systems or networks. OA-ITSD will remove such software unless the user can provide authorization from the rightful owner(s). No user shall install or distribute software for which DHSS lacks the appropriate license. 
6. 
Software that is purchased by DHSS for contractual use outside of DHSS must include a contract with a statement that the contractor or outside entity assumes all responsibility for the licensed software. 
7. 
Users may not acquire, possess, trade or use hardware or software tools that could be employed to evaluate or compromise DHSS information systems’ security. Examples of such tools include, but are not limited to those that defeat software copy protection, discover secret passwords, or identify security vulnerabilities. 
8. 
Any DHSS user who suspects software is not being used in accordance with licensing rules will notify his or her supervisor and the supervisor shall contact the OA-ITSD Help Desk immediately. 
9. 
Employees are to contact their division fiscal staff for instructions on purchasing software, including software to be downloaded and/or purchased through the Internet. DHSS users who acquire software outside of the appropriate procedures may be appropriately disciplined. 
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