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The Department of Health and Senior Services (DHSS) management recognizes the need for and the value of a 
strong system of internal controls. As a result, DHSS management is committed to safeguarding the department's 
assets and ensuring the proper use of department resources as communicated in the DHSS Policies and 
Procedures Manual. DHSS management has implemented controls intended to prevent or detect losses and 
noncompliance or misstatements that would be material in relation to the financial statements. This internal 
control plan documents DHSS policies and procedures developed to ensure the effectiveness and efficiency of 
operations, the reliability of financial reporting and compliance with applicable laws and regulations. Oversight 
and monitoring is provided to ensure that control activities are implemented and function as intended. 
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I. Introduction 
This document presents the internal control plan for the Department of Health and Senior Services 
(DHSS), an agency of the State of Missouri. This guide presents basic cycle control objectives that 
should be applied to transaction cycles.  

A. Authorization Objectives 
1. Events (e.g., establishing customer, grant, employee and purchase records, etc.) should be 

authorized in accordance with laws, regulations (federal and state), policies and procedures. 
 

2. Transactions and adjustments should be authorized in accordance with laws, regulations (federal 
and state), policies and procedures. 

 
3. Processing procedures should be established and maintained in accordance with laws, regulations 

(federal and state), policies and procedures. 

B. Economic, Efficient and Effective Objectives 
1. Program results should be in accordance with laws and regulations (federal and state), policies 

and procedures. 
 

2. Program results should be achieved in an effective, economical and efficient manner. 
 

3. Processing procedures used to create, recognize and report events and related transactions should 
be economical and efficient. 

C. Transaction Processing Objectives 
1. Only individual events that meet laws and regulations (federal and state) and policies and 

procedures should be approved. 
 

2. Approved events should be accurately and promptly reported. 
 

3. Transactions (e.g., applications, employee hours, receipts, disbursements) and related 
adjustments should be accurately and promptly summarized, reported and applied to appropriate 
detail records. 
 

4. Summary transactions, reflecting individual transactions processed, (e.g., applications, employee 
hours, receipts, disbursements, etc.) and related adjustments should be accurately and promptly 
recognized in the records. 

D. Classification Objectives 
1. Transactions and adjustments should be summarized each period and classified for reporting in 

accordance with policies and procedures. 
 

2. Reports should be prepared accurately, promptly and on a consistent basis that adequately 
presents the information they purport to display. 
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E. Substantiation and Evaluation Objectives 
1. Recorded balances in the records and related transaction activity should be periodically 

substantiated and evaluated. 

F. Physical Safeguard Objectives 
1. Access to assets should be permitted only in accordance with policies and procedures. 
 
2. Access to critical forms and records, processing areas and processing procedures should be 

permitted only in accordance with laws and regulations (federal and state) and policies and 
procedures. 
 

3. Transactions performed within the department are identified and categorized into basic 
transaction cycles. These cycle control objectives are used, along with knowledge of department 
operations, to identify and assess potential risk areas within each of the transaction cycles of the 
department. 

II. Control Components 

Component 1-Control Environment 

A. State Agency Status of the Missouri Department of Health and Senior Services 
As a codified agency of the State of Missouri, a large portion of the internal control environment 
of the department is established and contained in formal policies and procedures of the state. The 
department adheres to these procedures for budget, personnel, procurement, revenues, 
expenditures and general accounting processes. In addition, the department is an "on-line" 
agency for processing transactions within the Statewide Advantage for Missouri II (SAM II) 
integrated system and MissouriBUYS, the statewide eProcurement System. Security access is 
granted by organization and component to ensure document entry and approval controls within 
these electronic systems are maximized. 

B. Departmental Mission, Philosophy and Code of Conduct Statements 
DHSS is the state public health agency charged with the oversight of programs for protecting 
health and keeping the people of Missouri safe. Principal responsibilities of the department 
include: 
• preparing for and responding to public health related emergencies; 
• preventing and reducing the burden of chronic disease; 
• preventing and controlling communicable and genetic diseases; 
• protecting seniors and adults with disabilities by investigating and intervening in cases of 

abuse, neglect and financial exploitation; 
• providing an array of long-term care options that enable seniors and persons with disabilities 

to remain in their homes and communities; 
• protecting citizens through regulation and inspection of facilities, including hospitals, nursing 

homes, child and adult daycare programs, etc.; 
• promoting health equity through education and outreach; 
• protecting Missourians through background screening of those who care for children, seniors 

and persons with disabilities; 
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• ensuring food safety through inspections, education, surveillance and outbreak investigations;  
• implementing the provisions pertaining to medical marijuana regulation; and, 
• participating in efforts to create more primary and rural providers for access to health care. 

 
DHSS is committed to a community-based culture of health and affects every aspect of life (e.g., 
newborn health, nutrition, environmental hazards, emergency response, home health, long-term 
care). 

 
The department impacts the health status of all Missourians. A healthier population results in 
better academic success, increased job performance and improved quality of life. 

 
DHSS provides effective and responsible government to the citizens of Missouri, while being 
responsive to their needs. DHSS staff constantly seeks ways to expand departmental capabilities. 
DHSS recognizes the benefits of diversity in its workforce and continues efforts in recruitment, 
promotion and retention of staff in achieving this goal. 

 
The philosophy of DHSS is that most people want to achieve and tend to seek, rather than avoid, 
responsibility. Management's task is to help employees do their best. DHSS recognizes there are 
different motivating factors for each employee, and management must identify and capitalize on 
individual strengths and motivating factors. Employees participate in strategic planning, 
performance management and quality improvement efforts to prioritize and allocate resources to 
provide services more efficiently and effectively.  

 
Employees should know: 
• the goals and priorities of the organization; 
• why their jobs are important; 
• what is expected of them (results as well as duties); 
• how their performance is/will be reviewed; and, 
• where they stand and what they are accomplishing. 

 
Employees receive information on the department's efforts on accreditation, performance 
management and strategic planning through regular staff meetings, website postings and training 
opportunities. Additionally, the department’s Placemat is a tool to help focus on key themes and 
strategies by providing a structure for accountability, transparency and continuous improvement. 
It is important to "do things right", but even more important to "do the right things”. DHSS 
believes that high expectations lead to high performance. 

 
As a public service agency, DHSS employees play a critical part in the successful operation of 
the department and the control environment that exists within the organization. DHSS places 
high importance on the hiring, training, development and performance of all employees. 
Emphasis on personal conduct is conveyed during employee training opportunities and 
management development.  

 
Two key elements used to communicate and emphasize the established internal controls are the 
department's Administrative Policies and Procedure Manual and the Financial Policies and 
Procedures Manual. These manuals are a compilation of accounting, financial and human 
resources policies and procedures adopted by DHSS to guide staff in conducting the business of 
the department. The manuals are reviewed, updated for accreditation purposes and as required by 
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changes in laws, regulations, policies and/or procedures. The intent of the manuals is to bring 
together various financial and human resource (HR) issues relating to generally accepted 
standards, state practices, statutory requirements and regulations relating to federally funded 
programs, including Medicare and Medicaid. Topics are presented at a fairly high level to explain 
the intent of the law or regulation. DHSS relies on the skills and knowledge of fiscal and HR 
staff and managers throughout the department to interpret these policies and to ensure staff 
complies with the policies. Management is expected to be aware of new policies and procedures 
and ensure their staff is made aware of all new policies and procedures. Employees are notified 
of revisions through department-wide e-mail. 

 
New employees receive orientation training shortly after they begin employment with the 
department. Among other subjects, training includes contact with clients, confidentiality of client 
data, security issues and policies. Information is shared regarding each division to explain the 
numerous programs and provider services available to Missourians to promote their quality of 
life and health. 

 
All employees are made aware of the DHSS Policies and Procedures Manual, which covers 
topics such as use of state property; conducting personal business/use of telephones on state 
time; sexual harassment/violence in the workplace; ethical conduct; and numerous other issues. 
Employees are instructed that the department's policies and procedures are available for review 
on DHSS' intranet site and it is their responsibility to know and practice compliance with these 
policies and procedures while they are performing their daily job duties. 

 
Chapter 11 of the Administrative Manual, Rules of Personal Conduct and Responsibility 
emphasizes internal control and ethical conduct. These policies address issues such as expected 
performance, certain unacceptable actions, confidentiality and workplace safety. The department 
places a large portion of personal conduct responsibility on each employee. 

 
Administrative Policy 11.6 requires employees sign a Confidentiality Agreement annually. Its 
purpose is to ensure confidentiality of information that identifies or can be readily used to 
identify individuals and to ensure that DHSS employees and all others with potential access to 
confidential information are knowledgeable of the federal Health Insurance Portability and 
Accountability Act (HIPAA). 

 
DHSS relies on the Information Technology Services Division (ITSD) of the Office of 
Administration (OA) to maintain a formal Information Security Program to protect the integrity, 
confidentiality and availability of its computer information systems, applications and data. The 
department relies on OA-ITSD to ensure prompt recovery of affected systems; minimize the 
impact of the incident in terms of data loss, corruption, or system disruption; and prevent further 
attacks or damages. 

C. Policies and Procedures for Other Activities 
The department has employees working in numerous locations throughout the state. Policy and 
procedure manuals are issued on a department-wide basis. Detailed manuals are issued on an 
operating level by individual units for their specific programs. 

 
Policies that have a public impact are published in the Code of State Regulations (CSR). DHSS 
Administrative, Financial, and Procurement Policies and Procedures are available to department 
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staff on it’s intranet for guidance on reimbursement of travel expenses, time accounting, 
purchasing commodities and other financial and grant related issues. 

 
A link to the SAM II and MissouriBUYS Policies and Procedures Manual is available to all staff 
on the state’s website for assistance in using the SAM II and MissouriBUYS systems 
(https://samii.mo.gov/). The Financial and HR policies and procedures relating to SAM II and 
MissouriBUYS are used for detailed guidance in performing daily transactions. 

D. Personnel Policies and Procedures 
Department-wide personnel policies are included in the Administrative Manual. Maintaining a 
competent and well-trained staff is critical to the successful operation of the department and an 
adequate system of internal controls. To the extent resources allow, the department has 
supported continuing education and professional development. This includes sending staff to 
training seminars where they gain additional knowledge and skills related to their duties, which 
improves their work performance and benefits the department. In-service and other staff training 
activities are conducted throughout the department to provide staff with needed skills and 
knowledge of new developments.  
 
The department's Office of Human Resources (OHR) provides many of these activities in-house. 
MO Learning is also an available training resource. Training completed in MO Learning is 
captured and recorded in the Team Member Training Portal (TMTP) for training records. Each 
team member can enter additional training into the TMTP using ESS. 

E. Department Organization Make-Up 
The department maintains and posts on the intranet organizational charts to show the basic 
structure of the department and to indicate the segregation of responsibilities and duties within 
the organization. The overall department organization is shown on the DHSS intranet at 
http://dhssnet/orgcharts/index.php.  

 
The department's organizational structure was developed to allow for a segregation of duties 
among personnel (hiring and salary determination) and administration (budget, accounting and 
procurement). Segregation of duties is then continued throughout the organization of the 
department and its operating divisions. 

F. Personnel Position Description 
DHSS management places a high degree of reliance upon divisions and staff to maintain proper 
internal controls and procedures. Maintaining accurate and current job descriptions is critical to 
the overall internal control system of any state agency. The OHR maintains information on job 
descriptions and related personnel files for department staff. These are updated as needed. 

Component 2-Risk Assessment 

A. Primary Responsibilities and Functions 
The department's external website (www.health.mo.gov/) provides a variety of information on 
DHSS programs and services. Hyperlinks on the homepage provide more detailed information 
on the department’s organizational structure, strategic plan and programs and services provided 
by various DHSS units. Department services and programs are provided directly by DHSS staff 

https://samii.mo.gov/
http://www.health.mo.gov/
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or are contracted with various providers across the state. Regardless of how the services are 
provided, the department dedicates considerable resources (personnel and funds to support 
general operating and contracted services) to ensure that programs reach the intended target 
group and are provided in an efficient and effective manner. Many of the programs involve 
detailed billing, receipt and deposit of revenues from various funding sources. The department is 
responsible for proper planning, budgeting, reporting and monitoring of program activity to 
ensure funds are being spent in a proper, accountable manner. 

B. Risk Assessment and Control Strategies 
Eight distinct transaction cycles have been identified. The Policy and Planning Cycle is not 
transaction oriented and is more closely related to the control environment described in 
Component 1. It is included as a management cycle and is reviewed as an integral part of the 
department's control activities. 
 
The department is highly automated, and most transaction cycles utilize statewide or department 
computer systems that provide high levels of input control and assure prompt and accurate 
summarizing and reporting of transactions. Reported transactions are reviewed and compared to 
budgeted and prior period activity, and variances are investigated. OA-Division of Accounting 
(OA-DA); OA-Division of Budget and Planning (OA-BP); and the State Treasurer's Office 
(STO) are integral parts of the expenditure process and enhance the segregation of duties and 
physical safeguarding of funds.  
 
Segregation of duties, documentation of procedures and minimization of cash handling are used 
throughout the department. Employees are required (with few exceptions) to participate in 
payroll and expense account direct-deposit, and contractors are paid by Automatic 
Clearinghouse/Electronic Funds Transfers (ACH/EFT) wherever possible. This has eliminated 
the costs associated with generating and distributing paper checks. Collections are highly 
automated with a large percent of departmental revenue being direct-deposited. The Fee Receipts 
Unit (FR) within DHSS Division of Administration (DA) handles revenue (fees) collected 
directly by the department. FR staff follow strict guidelines on the handling of all checks and/or 
cash and ensure these items are promptly recorded when received, prepared for deposit and 
subsequently deposited, providing adequate assurance and controls over cash receipts. 

 
Payments to providers of client services may represent a high-risk activity area for potential 
abuse. However, the department has established controls and monitoring programs that provide 
overall reasonable assurance that payments are proper. To help verify the delivery of client 
services, reliance is placed on monitoring by program staff and extensive documentation 
standards for providers with post-delivery reviews and potential audits. Operating divisions and 
offices of the department conduct compliance monitoring activities on a routine or periodic basis 
in line with funding or regulatory requirements. The DA Director may assign staff to conduct a 
review in response to requests when management believes material non-compliance or other 
significant problems may have occurred at a facility or with a service provider.  

 
DA staff provide consultation and technical assistance to management and divisions concerning 
grant requirements, including:  
• development and maintenance of procedures necessary for the establishment and evaluation 

of federal grant programs;  
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• assist in the development, evaluation and modification of internal procedures and systems 
for the control and audit of financial accounts;  

• review of fixed price methodology documentation; and,  
• review of other documentation for compliance with state and federal regulations.  

 
DA staff provide recommendations to procurement staff regarding the adequacy of the fixed 
price methodology documentation and may suggest changes to the draft contract prior to the 
contract being finalized and signed. 

 
The department requires all subrecipients that receive federal and state financial assistance funds 
(other than providers solely contracting under US Department of Agriculture nutrition programs) 
to complete a Business Management Assessment (BMA) form annually. The BMA form is 
submitted online and is used as one of the tools to annually assess risk on subrecipients. 
Subrecipients assessed as high-risk are notified in writing of the determination and may receive 
additional monitoring by program staff. Guidance is provided on how to reduce their level of 
risk. This annual assessment is done in accordance with 2 CFR 200 and is intended to ensure 
subrecipients have the necessary administrative or financial systems and policies in place to 
properly account for and administer funds received from the department.  

 
DA staff track subrecipients that meet the Single Audit threshold requirement; audits are 
reviewed for compliance with 2 CFR 200 reporting requirements. Audit reviews are a component 
of subrecipient administrative risk assessments. For findings/questioned costs relating to DHSS-
funded programs, a formal corrective action plan is requested along with a request for 
reimbursement of questioned cost(s), if applicable. Division fiscal liaisons are emailed 
correspondence to manage appropriate division follow-up. 

 
There are additional processes that are not directed at fiscal control, but which do provide 
increased review/scrutiny of provider operations. These include departmental licensure and 
certification inspections conducted by various departmental/program staff, and a toll-free 
hotline number for the public to use in reporting abuse and neglect or other health-related 
problems. Other concerns reported might include the failure to deliver services that were billed 
or claimed. 

 
The department has established policies and procedures for internal control of departmental 
operations. If misuse, abuse or theft of departmental funds are detected, prompt action is taken to 
minimize potential loss. Per policy, employees must report to management any suspected 
unethical or illegal conduct by fellow employees, customers, or providers. 

 
Non-expendable property under the custody of DHSS must be safeguarded, properly accounted 
for and tracked. DHSS is responsible for identifying each non-expendable property item in its 
possession worth at least the amount prescribed by the State Auditor’s Office (SAO) by the 
asset's general description, make, model, serial number, acquisition cost and by affixing a 
numbered tag or similar marking on the item. All items deemed as "sensitive" are included in the 
fixed asset records. DHSS keeps a current inventory of all property in the format requested by the 
SAO and the "official" record of this inventory is entered in the SAM II-Fixed Asset Subsystem.  

 
The department believes the overall system of internal controls is appropriate and adequate. 
Continuous monitoring assures existing control activities are operating properly. Modifications to 
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these systems when changes in department operation occur provide reasonable assurance that the 
objectives of the department's system of internal controls are effective. 
 
Because processes can change due to new or revised technology, rules and regulations, the 
department's policies and procedures are regularly reviewed to determine if updates are required. 

Component 3-Control Activities 
This section provides a description of the internal control objectives for the major transaction 
cycles within DHSS; documents the existing control activities inherent in statewide systems; and 
details the procedures and activities used by the department to ensure these control objectives are 
achieved. 

A. Policy and Planning Cycle Controls 
1. The mission of the department should be defined in accordance with laws and regulations 

(federal and state), and policies and procedures. 
 
The department strives to be the leader in promoting, protecting and partnering for health, which 
is consistent and in accordance with state law, Chapter 192 RSMo, which created the department 
and enumerates its duties/responsibilities. This is evident in the organization and program 
documents located on the DHSS home page at https://health.mo.gov/. 

 
2. Missions of divisions should be defined in accordance with the overall mission of DHSS. 
 

The focus of divisions within DHSS is consistent with the departmental mission. 
 
3. The missions of DHSS and divisions should be documented and communicated to 

department personnel. 
 

The department's focus is continuously communicated to staff and others through website 
postings, social media, letters, memorandums, staff meetings, new employee orientation and 
other publications. 

 
4. Plans and budgets should be developed on both a long-range and short-range basis in 

accordance with the missions of the department and its divisions. 
 

The department's long and short-range planning is consistent with its focus. Each core and new 
decision item of the department's annual budget has stated goals for current and future fiscal 
years. Program descriptions are written for all programs administered by the department. These 
program descriptions and any new decision items also contain performance and outcome 
measures as a means to monitor progress and measure results. 

 
All employees are required to annually complete the department’s “Continuity of Operations” 
on-line training. This training is intended to help staff plan and prepare for continuing services 
during/after an event that impacts operations. Each division has developed program-specific 
continuity plans. 

 
5. Policies and procedures should be defined and properly communicated to staff to ensure 

that the department achieves the objectives defined in its plans, budgets and missions. 

https://health.mo.gov/
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The department develops and submits Code of State Regulations (CSRs) for legislative review 
and approval. The CSRs, along with department policy and procedure manuals/documents, 
serve to guide and instruct staff in achieving desired goals and in ensuring proper performance. 
CSRs and department policy and procedure manuals/documents are reviewed and updated 
periodically by department management. Whenever there are new or updated policies and 
procedures, employees are notified of the changes via email. 

 
6. The department has defined systems of establishing, monitoring and reporting the results 

of department activities. 
 

DHSS utilizes the state's established financial reporting system, SAM II. The SAM II system can 
generate various financial reports for management review. Department staff can also request and 
obtain specifically designed reports on financial information utilizing the state's data warehouse. 
These reports include comparisons of budgeted to actual expenditures as well as other analytical 
reports. 

 
Divisions throughout the department have their own specific systems that store and process data 
related to their programs. Data can be generated from these systems to populate reports used to 
evaluate/review how programs are operating. 

 
7. Results of department activities should be reported to the public, the legislature and 

management. 
 

Section 192.040, RSMo, requires the department to “ issue reports and summaries of 
accomplishments and projects within the department as may be of benefit and advantage to the 
public, including information concerning vital and mortuary statistics, respecting diseases, and 
instructing in the subject of hygiene. Such reports shall include information and statistics on 
Black health and the mortality of minority groups." 

 
Reports are presented at health conferences throughout the state and across the country. Press 
releases on key health issues or problems are dispersed through television, radio, print and social 
media and public notices found on the department’s website at 
http://health.mo.gov/information/news/. Informational brochures/pamphlets are distributed to 
local health agencies, schools and hospitals throughout the state. Information on DHSS 
accomplishments, projects and overall health information is presented utilizing public 
information booths that may be set up at county/state fairs, local community events, etc. 

 
The department's annual budget request is submitted to the Governor, Office of Administration 
Budget and Planning (OA-BP) and the legislature annually for review and approval. This and 
other information is also produced in summary format for public distribution. All state agency 
budget requests are posted on the OA-BP website https://oa.mo.gov/budget-planning/budget-
information. 

 
Department expenditure and payroll information can be viewed on the Missouri Accountability 
Portal (MAP) website at http://mapyourtaxes.mo.gov/Map/Portal/Default.aspx. The data on the 
MAP site is updated each business day. 

 

http://health.mo.gov/information/news/
https://oa.mo.gov/budget-planning/budget-information
https://oa.mo.gov/budget-planning/budget-information
http://mapyourtaxes.mo.gov/Map/Portal/Default.aspx
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8. Approvals/authorizations should be made in accordance with policies and procedures 
established by the appropriate level of management. 

 
In addition to CSRs, DHSS uses the SAM II Financial Policies and Procedures, MissouriBUYS 
Policies and Procedures, SAM II HR Policies and Procedures, Budget Preparation Manual, as 
well as programmatic manuals and various reference manuals issued for specific operational 
areas, encompassing licensing, complaint receipt, invoice handling, vendor service monitoring 
and other areas. Responsibilities for approvals (authorizations) related to these areas are defined 
and there are supervisory and management reviews to ensure proper adherence to these policies 
and procedures. 

 
9. Transactions should be classified in a manner that allows financial statements, budgets and 

management reports to be prepared in compliance with state and department 
requirements, and with generally accepted accounting and business principles and 
standards. 

 
The department utilizes the statewide-integrated financial system (SAM II and MissouriBUYS) 
that includes uniform transactions, accounts and codes. SAM II complies with generally 
accepted accounting and business standards and statewide policies. Training has been conducted 
with department fiscal staff on the use of the system. As changes are made to the SAM II or 
MissouriBUYS systems, these changes are reviewed with staff by management/supervisors to 
ensure staff is trained appropriately. The department also provides SAM II customer service 
coordinators to answer questions and help resolve any issues that arise. 

 
10. Report and database contents should be periodically substantiated and evaluated. 
 

DA's accounting and budget units routinely review expenditures and appropriations for accuracy 
and completeness. Monthly management reports are generated that cover expenditure lapse 
projections, cash flows, cash receipts and summaries of other funds. These reports are used to 
validate recorded transactions. The SAO conducts annual state audits of department operations 
and periodically may conduct other financial and performance audits. Examples of other external 
verification activities include the Department of Revenue verifying deposits to recorded receipts 
and OA-DA preparing the State of Missouri Comprehensive Annual Financial Report (CAFR). 

 
11. Access to assets should be permitted only in accordance with laws, regulations and 

department policies and procedures. 
 

The department maintains various security and access controls over physical assets such as 
equipment, and over critical information, including the confidentiality of client identification 
data. 

 
DHSS uses the SAM II Fixed Asset Subsystem within the SAM II financial system for recording 
fixed assets, in conjunction with asset tagging and annual physical inventory. The department 
reconciles property additions to purchases and dispositions to surplus property vouchers or other 
records. The Fixed Asset Subsystem is also reconciled to the SAM II financial system on a semi-
annual basis. 
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Consumable inventories (supplies and chemicals) at department facilities (warehouse and state 
laboratory) are also maintained. These facilities conduct periodic physical verification of their 
inventories and investigate differences. The DA Director may assign staff to review inventories 
at these locations. 
 
As a part of the overall state data computer network, electronic information and records are 
subject to access controls including user identification and password procedures, restrictions on 
user access and security around data processing areas. SAM II and MissouriBUYS security 
access helps prevent unauthorized access to financial and personnel files. 

 
Paper records and documents are also controlled. Financial records over which the department 
has final approval are maintained at the department and archived after two years. Client 
information and other critical records are kept in locked and secure areas. 

 
Employees are informed of departmental policy on security and confidentiality when they begin 
work and annually by signing a department confidentiality agreement. The administrative manual 
which is made available to all staff covers policy and employee expectations/requirements on 
areas such as contact with clients, care of state property, personal conduct and ethics, conflict of 
interest, safety, security regulations, and personal mail, telephone and computer usage.  

 
The department also has installed an identification card access system for many of the 
department's buildings. For buildings with scanner security, each department employee has an 
identification card that must be swiped near scanners to gain access to various areas of each 
DHSS building. Staff is informed not to allow non-department employees to follow them in 
through a door that leads to a secured area. Visitors must register at a reception desk and obtain a 
visitor badge before proceeding with a DHSS employee escort into any secured area of a DHSS 
building. These measures help to eliminate the risk of unauthorized persons gaining access to 
DHSS staff-only restricted areas. 

B. Budget Cycle Controls 
1. The department's budget should be developed in accordance with the missions of the 

department and its divisions. 
 

The department budget is consistent with its central mission "To be the leader in promoting, 
protecting and partnering for health." The DHSS Director, all Division Directors, and various 
department staff are involved in the budget development process. The budget is developed based 
on program measures. The budget is reviewed and approved by department management, with 
final approval being given by the Department Director. 

 
2. The budget should be authorized in accordance with laws, regulations and management 

policy. 
 

The department's budget is developed annually in accordance with DHSS budget guidelines, as 
well as instructions provided by OA-BP. These guidelines/instructions are distributed to all 
divisions. The budget is developed within the DA in conjunction with management of the various 
divisions. Oversight of the budget preparation is provided by the Department Director’s Office. 
The budget is officially approved by the Department Director and then submitted to the 
Governor's Office, OA-BP and the legislature for approval. 



12 

 

 

3. The department budget should be developed in accordance with the policies and 
procedures of OA-BP and the legislature. 

 
Per Section 33.220, RSMo, 1996, the department's budget is developed in accordance with 
statewide financial administrative policies and procedures. Budget information is entered into the 
Budget Reporting and Analysis Support System (BRASS) component of the SAM II system. 

 
4. Planned program results should be in accordance with laws, regulations, and management 

policy and plans. 
 

Budget requests are linked to the following: 
• The department's focus on promoting, protecting and partnering for health, which is in 

accordance with Chapter 192, RSMo, which created DHSS and enumerates its 
duties/responsibilities; and, 

• Governor's priorities. 
 

Department management plays a key role in budget development from initial review to final 
approval. 

 
5. Programs should be planned in an economical and efficient manner. 
 

The budget is developed with the intent of funding services and programs that have an impact on 
chosen outcomes. Program outcome and efficiency measures are included in the budget request. 

 
6. Budget processing procedures used should be economical and efficient. 
 

Budget guidelines and procedures developed and distributed within DHSS are consistent with 
OA-BP guidelines. The department uses the SAM II financial system and the BRASS budget 
module for budget preparation. The department budget staff conducts budget training as 
necessary for department staff involved in the budgeting process. 

 
7. Budgetary information should be classified in accordance with state budget guidelines. 
 

OA-BP annually provides budget guidelines, including standardized budget forms, to all 
agencies. DA-Bureau of Budget Services and Analysis (BS&A) distributes this information to 
department divisions. BS&A staff provides guidance and technical assistance to divisions during 
the budget development process. Each core, new decision item and program description 
document is reviewed and analyzed by BS&A staff and reconciled to internal reports prior to 
finalizing the budget. Throughout the budget process, detailed documentation is provided to 
assist with analysis of budget requests. This information and other documentation is used to 
answer questions from OA-BP and/or the legislature. 

 
8. Actual information for previous periods reported on the current year's budget should be 

taken from or reconciled to reliable financial reporting systems. 
 

The department utilizes SAM II to generate this information for the budget. 
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9. Budget information developed from the lowest levels of the department (organization) 
should be accurately and promptly classified, summarized and reported. 

 
BRASS is used in the budget preparation process. Budget data entered in BRASS is reviewed 
and verified by department budget staff. BRASS generates routine reports for management 
review. 

 
Department budgeting procedures are consistently followed by all levels of the department and 
monitored by department budget staff during the budget process to ensure budgets are prepared 
properly and in accordance with state guidelines. Each fiscal year, BS&A staff set a timetable 
outlining when various portions of the budget process are to be completed and monitor progress 
to ensure all deadlines are met. 

 
10. Changes made to the departmental budget that has been submitted, either by OA-Division 

of Budget and Planning or the legislature should be properly tracked and reconciled with 
final approved budgets. 

 
Changes made to the departmental budget submission by OA-BP or the legislature is entered 
electronically in BRASS by respective staff. BS&A staff review and reconcile reports against the 
recommendations and changes made during each step of the budget process. Worksheets and 
appropriation bills prepared by OA-BP and legislative staff are reviewed thoroughly and 
reconciled to department records. If the department believes that it has discovered an error, it 
notifies OA-BP and/or legislative staff to resolve the problem. 

 
11. Final approved budgets should be properly entered in SAM II. 
 

Final, approved budgets released by OA-BP are loaded into the SAM II general ledger and 
financial modules by OA-BP for use by state agencies. The SAM II financial system and data 
warehouse are used to produce and issue reports to/for management. 

 
12. Allotments by OA-BP should be properly accounted for and reconciled with 

appropriations. 
 

The department exercises full control on appropriations with the SAM II system. Total 
obligations charged against an appropriation unit cannot exceed the budgeted authority amount. 
However, on allotments, cumulative control will be used, meaning that authority not completely 
used in one quarter is automatically added to the allotment authority in the subsequent quarter. 
Total obligations charged against the appropriation unit cannot exceed the year-to-date allotment 
authority amount. 

 
The BS&A Bureau Chief reviews allotment amount changes prior to submission to OA-BP for 
final approval. 

 
13. Budget reports should be prepared accurately, promptly, and on a consistent basis, 

adequately and fairly presenting budget and financial information. 
 

SAM II financial reporting features routine reports for management review. BS&A prepares a 
monthly expenditure report sorted by House Bill section and appropriation and posts it on the 
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department's Intranet site. Specially designed reports providing more detailed information on 
budget areas can be requested and generated from the SAM II Data Warehouse. The use of the 
Data Warehouse to produce specially designed reports allows each division to obtain an 
assortment of budget detail information tailored to meet its particular needs. 

 
14. Detailed budget data should be properly controlled, accounted for and reconciled with final 

appropriations. 
 

Final budget data is automatically exported to the SAM II general ledger. Budgets will reflect 
any applicable Governor’s Reserve on General Revenue and other funds. BS&A and division 
management staff monitor appropriations for proper spending. If spending anomalies occur, 
detailed analysis is conducted on the appropriation(s) and corrective action is taken. DHSS places 
locks on reporting categories, limiting expenditures to the budgeted/allocated amounts. 

 
15. Access to critical budget forms and records, processing areas and processing procedures 

should be permitted in accordance with laws, regulations and management's policies and 
procedures. 

 
Access is limited to authorized staff with SAM II security access controls and templates. 

C. Personnel Cycle Controls 
1. Personnel procedures should be established and maintained in accordance with laws, 

regulations, and management's policies and procedures. 
 

The department's compliance with laws, regulations and policies of the state is accomplished 
through adherence to requirements established and monitored by OA-Division of Personnel 
(OA-DP). Policies of DHSS management are outlined within the department's Administrative 
Manual, which is approved by the Department Director or designee and is monitored for 
compliance by the department's OHR. 

 
2. Job positions should be identified, described and classified in accordance with laws, 

regulations, and management's policies and procedures. 
 

OHR is responsible for maintaining records of all established positions in the department and for 
providing organizational charts, job specifications, position code numbers and class titles for all 
positions allocated to units(s) under their jurisdiction. The requesting divisions initiate 
identification and description of new job positions, or changes to existing job positions, with 
review by division management and OHR. OA-DP gives final review and approval, including 
classification, controlling the establishment or change of positions. 

 
3. Job positions should be properly funded in accordance with management's policies and 

budgetary constraints. 
 

Total funding available to divisions is determined by the amount annually approved by the 
legislature. General Revenue and other funds may have a Governor's Reserve, which reduces the 
funds available to fill positions. Divisions allocate available funding to bureaus and programs. It 
is the division's responsibility to ensure that the dollars allocated to positions, filled and vacant, 
do not exceed net available funding. 
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The department uses the Labor Distribution Profile (LDPR) feature of SAM II to assure that the 
correct funding information (appropriation, funding source, reporting category, etc.) is used for 
all employees. The LDPR structure is reviewed prior to the beginning of the fiscal year to assure 
that the correct funding information is being used for each employee. DA–Bureau of Financial 
Services (BFS) staff send the current LDPR structure to each division, requesting any 
additions/deletions and revisions be noted. This information is sent to OA-DP, to be loaded into 
SAM II. 

 
Supervisors and applicable division fiscal staff are responsible for reviewing LDPRs at least 
quarterly for their employees to determine whether the LDPR is still appropriate or needs to be 
edited to match current job activities, and ensuring that all employees understand the importance 
of accurate time coding so that they are paid from the appropriate funding stream. 

 
Filling new or vacant positions requires prior approval by division management and OHR. 
Divisions are responsible for determining the correct appropriations, funding source and LDPR 
to allocate payroll for each position. This information is put on a standard "Request to Fill" form, 
electronically submitted to OHR for review and given final approval by the Division Director (or 
designee). Division management is also responsible for assuring that funding is available for all 
vacant and newly established positions. If a new funding stream is needed for a position, 
divisions submit a new LDPR request to BFS staff. 

 
4. Appointment, change, or termination of employees should be authorized in accordance 

with current personnel regulations and management's policies and procedures. 
 

Employment actions require approval of department/division management and OHR. OA-DP 
establishes and lists the minimum qualifications for positions. Applicants submit their application 
for position vacancies online through MOCareers. OA-DP states it is up to the departments, and 
by extension, supervisors, to verify information and ensure applicants meet requirements. OHR 
and OA-DP perform employment recruiting. The employing division, with review and 
approval of appropriate department management, determines appointment, change or 
termination of an employee. 

 
5. Pay rates should be in accordance with current established rates, and payroll deductions 

should be in accordance with payroll regulations and employee authorizations. 
 

OA-DP establishes ranges of compensation for each position classification. If the pay rate for a 
position is not specifically stipulated, department/division and OHR management will agree 
upon and approve a rate within the allowable range. Pay ranges and the pay of all state 
employees is public information. 

 
Payroll deductions are requested on forms and signed by employees to show their authorization 
of such deductions. Deduction authorizations are reviewed and re-authorized, as requested. 

 
6. Adjustments to personnel records should be authorized in accordance with current 

personnel regulations and management's policies and procedures. 
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OHR follows established procedures for adjusting records in accordance with federal and state 
laws and management's policies and procedures. Adjustments can be for issues such as job 
promotion or reclassification, increase in pay, benefit changes, payroll withholding changes, etc. 
Changes must be submitted in writing. Changes are reported to the employee through various 
means, which may include being directly informed of the change by their supervisor; from an 
email/memo from OHR; or by information stated on the employee’s paycheck stub 
(https://ess.mo.gov/). Supervisory review of adjustments is performed by OHR as needed and 
allowed by law. 

 
7. Personnel cycle results should be in accordance with laws, regulations, and management's 

policy and plans. 
 

The number of department personnel FTE is authorized by the legislature. Divisions routinely 
monitor positions and salary limits in coordination with OHR. 

 
8. Personnel cycle results should be achieved in an economical and efficient manner. 
 

OHR and personnel in divisions are subject to the same budget and expenditure reviews as other 
activities within DHSS. OHR monitors personnel transactions. OHR also advises department 
management if more effective personnel policies and procedures are needed due to law changes 
and/or if existing policies and procedures are not accomplishing departmental goals and 
objectives. OHR will develop new policies and procedures as necessary and submit them to the 
Department Director for final approval. 

 
9. Personnel procedures used should be economical and efficient. 
 

Personnel actions, timekeeping and leave administration are handled using the human resources 
(HR) module of SAM II. 

 
DHSS uses the ENGAGE system, a professional development approach focusing on regular, 
meaningful feedback conversations, emphasizing development and improvement among staff 
along with a mix of positive and constructive/critical feedback. It also focuses on recognition, 
consistency, fairness and accountability and is a simple system focused on impact, not filling in 
forms. ENGAGE is an approach to professional development based on core elements: face-to-
face monthly conversations, coming prepared and being engaged in real discussion between 
supervisors and staff. ENGAGE is people focused rather than process oriented. 
 

10. Requests to assign employees specifically within budgetary limits and meeting 
management's program and other criteria should be approved. 

 
Requests to reassign or move personnel require the approval of OHR and the associated Division 
Director. In addition, OA-DP provides approval of reassignments or moves. OHR approval is 
required to ensure that the person being reassigned/moved maintains proper classification. 
Division Director (or designee) approval is required to ensure funding is sufficient to cover the 
person being reassigned/moved.  

 
11. Each personnel transaction should be based on properly approved records, be accurately 

prepared and appropriately authorized. 

https://ess.mo.gov/
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Personnel actions are generally initiated by supervisory level staff, approved by division 
management and approved/authorized by OHR. Personnel actions and changes must be 
documented. OHR utilizes SAM II HR to record all personnel adjustments accurately. System 
access security and workflow rules ensure transactions are appropriately authorized. 

 
12. Recorded balances of personnel data, and related transaction activity, should be 

periodically substantiated and evaluated. 
 

Payroll, deductions and leave balances are reported in SAM II HR. Employees can review their 
information online after each pay cycle. Reported errors are investigated/corrected in a timely 
manner. 

 
Employee pay information is on the MAP website and is updated each business day 
(https://mapyourtaxes.mo.gov/Map/Portal/Default.aspx).  

 
Employees’ record time worked each week as well as time taken for vacation, sick leave, 
compensatory time and other leave events in accordance with DHSS Administrative Policy 15.5. 
Employees key their own time worked, leave and LDPR data online in the Department Electronic 
Leave & Time Accounting (DELTA) system, which is reviewed by the employee’s supervisor 
for accuracy and completeness before online approval. The DELTA system is interfaced each 
pay period with SAM II HR, which uses this information to compute payroll amounts. DHSS 
employees are responsible for reviewing and verifying pay information; sick leave and annual 
leave balances; and personal deductions for medical and life insurance, deferred compensation 
and any charitable contributions. Employees can access this information by logging in at 
https://ess.mo.gov/. Discrepancies are to be reported to their supervisors and/or OHR for 
immediate correction.  

 
13. Access to and maintenance of personnel records, critical forms, processing areas and 

procedures should be permitted only in accordance with laws, regulations, and 
management's policies and procedures 

 
HR files are stored in file cabinets, in a locked room, with access limited to OHR staff. HR data 
is also stored in SAM II HR. SAM II security access controls prevent unauthorized access to 
electronic HR files. OHR and OA-DP coordinate efforts to ensure laws and regulations are 
followed. 

D. Procurement Cycle Controls 
1. Vendors should be authorized in accordance with laws, regulations, and management's 

policies and procedures. OA-DA administers the vendor register for the state of 
Missouri. 

 
Entities wishing to do business with the State must register as a vendor in SAM II or 
MissouriBUYS. If an agency has any problems/complaints with a vendor, it can report these to 
OA-Purchasing for investigation. This may result in OA-DOP removing the vendor from the 
state register. 

 

https://mapyourtaxes.mo.gov/Map/Portal/Default.aspx
https://ess.mo.gov/
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2. The types, estimated quantities and prices and terms of goods and services needed 
should be authorized in accordance with laws, regulations, and management's 
policies and procedures. 

 
Under the delegation of authority from OA-Purchasing, the department may use noncompetitive 
procedures to procure commodities/services from a government entity; from a state contract; or 
if the cost is $10,000 and under. Additionally, pursuant to OA guidelines, DHSS is granted 
authority to use competitive purchasing procedure for items $10,000 to less than $50,000. A 
minimum of three competitive bids must be obtained when feasible. The lowest and best bid will 
be awarded if the vendor shows it can meet the conditions, terms and specifications of the bid. 
Requests for large purchases of $50,000 and above, except for subrecipient contracts, are 
submitted to OA-Purchasing for processing. DHSS administers the process for subrecipient 
contracts. Prior to making a purchase, a DHSS employee must check: 
• that a state contract is still active if this is an expenditure being charged to that contract; 
• the good or service is not available from Missouri Vocational Enterprises in accordance with 

RSMo 217.575; and the good or service is not available from the State Printing Center in 
accordance with RSMo 34.170. 

 
DHSS participates in the State of Missouri Purchasing Card (P-Card) Program, which is an 
efficient, cost-effective method of purchasing and paying for goods and certain travel expenses 
within established limits. This program is designed to reduce the number of purchase orders and 
checks issued and enhance efficiency within DHSS. Financial Policy 1.16 and 1.16A describe 
DHSS controls and limitations on the use of P-Cards. Some examples of controls/limitations are: 
• Limit expenditures per card to under $1,000 for an individual transaction, or $3,000 total 

monthly unless there is a documented business reason for higher limits and controls are in 
place to monitor card balances daily. 

• Every month a P-Card holder must complete a Cardholder Purchasing Card Transaction Log 
if there were any purchases. The P-Card holder must attach receipts, invoices, packing slips, 
or other purchase documentation. 

• Billing cycles where no activity and no prior balance appear will not generate a billing 
statement and no transaction log is required. The P-Card Coordinator will verify that no 
transactions occurred during the billing cycle and notify the cardholder. 

• The cardholder, the cardholder’s supervisor, a DA Procurement employee and a DA Senior 
Accounts Assistant must sign the P-Card Transaction Log. These signatures indicate all 
transactions were verified and approved as noted by the certification statements at the bottom 
of the log. 

• All parties are responsible for ensuring the charges are accurate, are for official state business 
and are in accordance with all purchasing and payment regulations. 

 
DHSS also uses fuel cards for purchases of fuel for state and rental vehicles. The use of fuel 
cards allows the department to be exempt from federal excise taxes on fuel purchases and 
increases the potential for rebates to the state. Divisions are responsible for appointing staff 
accountable for the fuel card(s) on rental vehicles. They shall ensure compliance with the fuel 
card services procedures per Financial Policy 1.14, 1.14Aand 1.14B. Some of the 
controls/limitations are: 
• Each trip must be recorded on the Rental Vehicle Fuel Card Transaction Log. A log must be 

completed for each fuel card account number. 
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• Fuel receipts and a copy of the vehicle rental agreement must be submitted to the fuel card 
custodian when the fuel card is checked in. 

• The fuel receipts must be reconciled to the invoice from the fuel card company. In addition, 
the fuel receipts must be matched against the vehicle rental agreement and the Rental Vehicle 
Fuel Card Transaction Log prior to approving the fuel card invoice for payment. 

 
DHSS recommends that employees traveling on official business have their lodging direct-billed 
to DHSS or utilize the P-Card because of its Missouri sales and use tax-exemption status, 
resulting in cost savings to DHSS and the state. Financial Policy 1.3 – Reimbursable Travel 
Expenses requires travel to be accomplished in the most economical and efficient manner 
possible. Lodging reservations should be at the CONUS rate. Employees should utilize the Trip 
Optimizer https://tripoptimizer.mo.gov/ to determine the most cost effective travel option 
between a state vehicle, rental, or mileage reimbursement. 

 
Established state policies and procedures for procurement are outlined in Chapter 34, RSMo; the 
CSRs; the OA-Purchasing Department Procurement Authority Delegation; the OA-Purchasing 
Procurement Manual for Departments; and the OA-Purchasing Contract Management Guide. 
The department Procurement Manual, Financial Policies and Procedures Manual also assists and 
instructs staff in ensuring proper purchasing is accomplished. These guidelines/manuals are 
reviewed on a periodic basis and revised as needed. 

 
3. Adjustments should be authorized in accordance with laws, regulations, and management's 

policies and procedures. 
 

Partial payments, returns and other types of adjustments are processed in accordance with state 
purchasing regulations, departmental policies and procedures, and procedures outlined in the 
SAM II and MissouriBUYS processing policies. DHSS utilizes SAM II and MissouriBUYS to 
properly and accurately record all procurement/payment adjustments. SAM II and 
MissouriBUYS security access ensures transactions are appropriately authorized. 

 
4. Procurement cycle processing procedures should be established and maintained in 

accordance with laws, regulations, and management's policies and procedures. 
 

Procedures are outlined in department contracts, department Procurement Manual, Financial 
Policy Manual, the OA-Purchasing Department Procurement Authority Delegation, the OA-
Purchasing Procurement Manual for Departments and in the OA-Purchasing Contract 
Management Guide. DHSS procurement staff provides technical assistance and training, as 
needed, on the purchasing process. All procurement documents are subject to compliance audits 
by OA- Purchasing. Refer to Procurement Policy 1.1A for the procedures/processes used in the 
department's procurement process. 

 
5. Procurement cycle operations are reviewed on a periodic basis to ensure compliance with 

applicable laws, regulations, and DHSS management's policies and procedures. 
 

DHSS delegation of authority is reviewed and approved by OA-Purchasing per their policies and 
procedures. 
 

6. Procurements should be achieved in an economical and efficient manner. 

https://tripoptimizer.mo.gov/
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Procurement operations of the department are handled in an economical and efficient manner. 
Automated systems like SAM II and MissouriBUYS are used whenever possible. DHSS has 
procedures for bidding and awarding of provider service contracts. The department also uses 
standardized contracts, uniform commodity codes and pricing practices. 

 
7. Procurement procedures used should be economical and efficient. 

The department processes procurement transactions using the on-line features of the SAM II and 
MissouriBUYS to provide economical operations. This delivers accurate and timely reporting 
of purchasing activity for review and analysis. 

 
8. Only requests of vendors for goods or services that meet management's criteria should be 

approved. 
 

SAM II and MissouriBUYS provides significant controls over purchasing transactions, including 
established procedures and approval levels. These systems ensure the use of state approved 
vendors and established purchasing contracts. State purchasing regulations require purchases of 
$50,000 and above, except for subrecipient contracts, be processed by OA-Purchasing, using 
established purchasing guidelines. DHSS administers the process for subrecipient contracts. 

 
9. Only requested goods and services should be accepted. 
 

OA-ITSD takes shipment of all computer equipment, applies inventory numbers and sets up the 
units, installs them on the department network and ensures that the units are ready for use 
according to instructions from Automated Security Access Program (ASAP) requests or security 
access forms. 

 
All other goods are received in the shipping/receiving units of the department. Goods are then 
distributed to the departmental unit that placed the order. When the unit receives the goods, they 
open the boxes/containers and match the items to the original request document for accuracy, 
completeness, over-or-under shipment, breakage, etc. If a discrepancy/problem is noted, it is 
noted on the appropriate documents (receiver document invoice/packing list, etc.), and 
appropriate action is taken to contact the vendor and resolve the problem. 

 
10. Amounts due to vendors for goods and services accepted, and the accounting distributions 

of such amounts, should be computed and recognized as liabilities promptly. 
 

DHSS encumbers expenditures that are required under state policies and procedures. As 
documents are processed, SAM II posts the appropriate entries to recognize payables and 
encumbrances. 

 
11. Amounts due to vendors should be accurately and promptly classified, summarized and 

reported. 
 

Established procedures provide for the prompt recording of receivers and vendor invoices that 
are verified and matched to purchase orders and/or departmental DH-59 Invoice 
Routing/Approval forms. Entry of these transactions into SAM II and MissouriBUYS ensures 
accounting distributions are recorded and recognized as liabilities on a timely basis. DHSS 
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periodically reviews processing times to ensure timely activity (processing and paying of bills for 
goods received) and investigates outstanding encumbrances and purchase orders. 

 
Purchasing activity is recorded in SAM II and MissouriBUYS. State procedures require the use 
of a statewide chart of accounts (object codes, fund codes, etc.) and adherence to established 
fiscal year-end cutoff and closing procedures.  

 
12. Recorded balances of accounts payable and related transaction activity should be 

periodically substantiated and evaluated. 
 

The integration of SAM II and MissouriBUYS ensures agreement between transaction activity 
and general ledger balances. 

 
13. Access to purchasing, receiving and disbursement records, critical forms, processing areas 

and processing procedures should be permitted only in accordance with laws, regulations, 
and management's policies and procedures. 

 
All financial records over which DHSS has final approval are maintained at the department and 
archived after two years. During processing, the department maintains control of documents 
through SAM II and MissouriBUYS on-line and document controls. 

E. Disbursements Cycle Controls (Payroll) 
1. Payroll processing procedures should be established and maintained in accordance with 

laws, regulations, and management's policies and procedures. 
 

The department’s compliance with laws, regulations and state-level policies is accomplished 
through adherence to requirements established and monitored by OA-DA. The majority of the 
payroll cycle is handled by OA-DA, including issuance of payroll, processing deductions and 
filing necessary state and/or federal payroll withholding reports. Procedures to be followed in 
unusual circumstances, such as how to make corrections or request manual checks to be issued, 
are outlined in the SAM II reference manuals available on the state's intranet website 
(https://samii.mo.gov/). OA-DA can be contacted for guidance. 

 
2. Adjustments to payroll disbursements, employee accounts and account distribution should 

be authorized in accordance with pay regulations and management's policies and 
procedures. 

 
Depending on the type of adjustment, OHR, OA-DP and OA-DA have established procedures 
for adjustments to payroll disbursements, employee accounts and account distribution in 
accordance with federal and state laws and management policies and procedures. All state 
payrolls are processed utilizing SAM II HR subsystem and SAM II. SAM II security access 
ensures transactions are appropriately authorized. OHR performs an annual background check on 
all employees with access to either the SAM II HR and/or Financial modules. 

 
3. Payroll processing should be in accordance with laws, regulations, and department policy. 
 

https://samii.mo.gov/
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Personal service appropriations and employee staffing are approved as a part of the budget 
process. Payroll expenditures are processed within these approved levels and are periodically 
checked by both the BS&A and division fiscal management and program staff. 

 
4. Payroll processing should be completed in an economical and efficient manner. 
 

Payroll procedures are prescribed by OA-DA and specific requirements are included in SAM II. 
OHR reviews payroll processing and check distribution procedures on a continuous basis to 
improve efficiency. Payroll direct-deposit is required (with few exceptions). 

 
5. Attendance should be reported accurately, completely, timely, and in accordance with 

budget, pay and personnel regulations. 
 

Employees record their time worked each week as well as time taken for vacation, sick leave, 
compensatory time and other leave events in accordance with DHSS Administrative Policy 15.5. 
Employees key their own data online in the DELTA system, which is then reviewed by the 
employee's supervisor for accuracy and completeness before online approval. The DELTA 
system interfaces with SAM II HR each pay period. SAM II HR uses this information to 
compute payroll amounts. 

 
6. Amounts due employees and accounting distribution of these amounts should be 

accurately computed. 
 

Employees are responsible for completing W-4 forms, which identify how many dependents an 
employee wishes to claim for payroll deductions. Employees must also complete forms for 
voluntary products such as health insurance (medical, vision and/or dental) with MCHCP or 
other vendors, optional life insurance, deferred compensation, credit unions, AFLAC, college 
savings accounts, Cafeteria Plan and any charitable contributions. SAM II HR computes the 
approved deductions each semi-monthly pay cycle along with the standard deductions for federal 
and state income taxes and the employee's share of Social Security and Medicare taxes. 

 
7. Payroll-related disbursement of cash should be based on a properly approved 

attendance record, be accurately prepared, and be appropriately authorized. 
 

SAM II HR ensures accurately computed and properly classified transactions. If payroll 
information is found to be incorrectly reported, payroll accounting changes and corrections 
(PACCs) are entered into SAM II to correct and/or adjust errors. 

 
8. Journal entries for payroll and labor distribution should be properly authorized and 

should be prepared each accounting period. 
 

A LDPR is comprised of accounting codes used to identify which fund, organization, 
appropriation, object code, job code, activity code and reporting category the salary expense of 
each employee should be charged. 
 
LDPRs are assigned to each position. Division fiscal management staff submits requests to the 
BFS with the position number, LDPR code and effective date. The requests could change 
funding information, start date, expiration date, or the LDPR assignment for a particular position 
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number. BFS staff will process all modifications in SAM II HR with the exception of changing a 
LDPR tied to a position number. These requests will be reviewed by BFS staff and then 
forwarded to OA-DP who will process the modification to the position in SAM II HR. Once the 
changes are complete, OA-DP will send BFS staff an email confirming the change. System 
access security and workflow rules ensure transactions are appropriately authorized. OA-DA has 
established quarterly cut-off dates for journal vouchers (JVs) to be entered into SAM II. If 
department staff determine that personal service expenditure information is incorrectly reported 
and needs to be adjusted, PACCs are entered into SAM II for processing and approval on or 
before the designated deadlines. SAM II security access ensures transactions are appropriately 
authorized. 

 
9. Tax and other related information derived from payroll activities should be accurately 

and promptly reported to the appropriate authorities. 
 

OA-DA is solely responsible for the filing of payroll returns, authorizing payment of payroll 
taxes and reporting to employees (W-2s, etc.).  

 
10. Recorded balances of payroll-related accounts and related transaction activity should 

be periodically substantiated and evaluated, including all benefits due to employees. 
 

DHSS employees are responsible for reviewing and verifying pay information; sick leave and 
annual leave balances; and personal deductions for medical and life insurance, deferred 
compensation and any charitable contributions. Employees access this information by logging in 
at https://ess.mo.gov. Discrepancies are to be reported to their supervisors and/or OHR for 
immediate correction.  

 
DHSS uses SAM II HR to monitor and track accrued leave balances and earned overtime. OHR 
also monitors employee overtime amounts to ensure that limits established by management's 
policies and procedures have not been exceeded. 

 
11. Access to and maintenance of personnel, payroll, disbursement records, critical forms, 

processing areas and processing procedures should be permitted only in accordance 
with laws, regulations, and management's policies and procedures. 

 
HR files are stored in file cabinets, in a locked room, with access limited to OHR management. 
HR data is also stored SAM II HR. SAM II security helps prevent unauthorized access to 
electronic HR files. OHR and OA-DP coordinate efforts to ensure laws and regulations are 
followed. OA-DP, OA-DA and the STO maintain actual/original payroll and disbursement 
records. 

F. Disbursements Cycle Controls (Non-Payroll Related) 
1. Disbursements should be authorized in accordance with laws, regulations, and 

management's policies and procedures. 
 

Procedures for processing disbursement requests are outlined in SAM II and MissouriBUYS 
policies and procedures as well as the department's Financial Policies and Procedures Manual, 
and are based on guidance from OA-DA and federal and state laws and regulations. Procedures 
for recording and reporting disbursements are established by OA-DA and implemented within 

https://ess.mo.gov/
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SAM II and MissouriBUYS controls. Actual disbursements (checks/EFTs) are made by the STO 
for transactions that have been entered and approved through SAM II and MissouriBUYS. 

 
2. Disbursement processing procedures should be established and maintained in 

accordance with laws, regulations, and management's policies and procedures. 
 

Numerous disbursement processing procedures and authorizations are established and published 
in the Financial Policies and Procedures Manual. Approval/authorization levels by type of 
transaction have been established within SAM II and MissouriBUYS as part of their controls. 
Workflow procedures/processes used by department staff to process invoices/bills have been 
established in accordance with state (SAM II and MissouriBUYS) procedures. See Appendix A 
for the procedures/processes used in the department's accounts payable process. 

 
3. Disbursement cycle results should be made in an economical and efficient manner. 
 

The automated SAM II and MissouriBUYS systems and procedures are designed to provide an 
economical and efficient manner of handling/processing disbursements. 

 
4. Disbursement processing procedures used to create, recognize and report events should be 

economical and efficient. 
 

Department processing procedures are established to provide prompt and efficient processing. 
The BFS Accounts Payable (AP) manager provides a weekly payment status report to the bureau 
chief for review. Document counts are reflected for outstanding payables for each Accounts 
Assistant and for documents awaiting compliance review and final approval by AP Senior 
Accounts Assistants. This report assists AP management in shifting personnel as needed to 
prevent backlog of payments. DA posts accounts payable processing reports on the intranet. 
DHSS is consistently within a four to six day processing time for monthly expense reports and a 
30 to 35 day total processing time for vendor payments. 

 
5. Disbursements should be accurately and promptly reported. 
 

Disbursements are classified and recorded in SAM II and MissouriBUYS as payment requests. 
No disbursements may be made without first being entered into SAM II or MissouriBUYS, 
thereby ensuring that all disbursements are accurately and promptly recorded. 

 
6. Adjustments should be accurately and promptly classified, summarized and reported. 
 

Any adjustments to purchasing transactions for the fiscal year-end cutoff and period-end closing 
procedures are restricted to corrections of account coding for recorded transactions and must be 
completed by deadlines established each fiscal year by OA-DA. Adjusting Journal Vouchers or 
Referencing Journal Vouchers (JVs/JVRs) must be prepared and entered into SAM II in a timely 
fashion for final review and approval by OA-DA. 

 
7. Each disbursement of cash should be based upon a recognized liability, be accurately 

prepared and be appropriately authorized. 
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Disbursement documents, whether encumbered or not, must be supported by appropriate vendor 
invoices or billings, which are properly authorized and approved. Authorized staff review 
invoices for accuracy and correctness and then approve the invoice/billing for payment. The 
documents are stamped paid to prevent a duplicate payment from being made. In addition, SAM 
II and MissouriBUYS reference invoice numbers on the payment document to prevent duplicate 
payments. 

 
8. Disbursements should be accurately and promptly classified, summarized and reported. 
 

Accounting distributions and account coding is entered as a part of the disbursement document 
into SAM II and MissouriBUYS. The system verifies the validity of classification codes and 
posts the entries to the appropriate general ledger accounts. Automated and ad hoc reports can be 
generated from the system on a routine basis for budget and management review, such as reports 
on appropriation amounts compared to accumulated expenditures amounts. 

 
9. Recorded balances of disbursements, accounts payable and related transaction activity 

should be periodically substantiated and evaluated. 
 

The majority of validation procedures for the department are performed by OA-DA, through its 
reconciliation of payroll system controls, and the STO reconciliations of cash disbursement 
controls to SAM II general ledger balances and summarization by funds and appropriations. The 
integration of SAM II processing modules and MissouriBUYS ensures agreement between 
transaction activity and general ledger balances. 

 
10. Access to disbursement records, critical forms, processing areas and processing procedures 

should be permitted only in accordance with management's policies and procedures. 
 

DHSS policy and procedures provide for prompt processing of disbursement documents. SAM II 
and MissouriBUYS security access helps prevent unauthorized access to AP processing 
transactions and files. Financial records of paid documents/forms are stored in locked file 
cabinets. Security access identification cards must be used to enter the work area where 
invoices/bills are processed. Files are archived after two years. 

G. Receipt Cycle Controls 
1. Receipts should be accepted from only those parties authorized in accordance with laws, 

regulations, and management's policies and procedures. 
 

Receipts are reviewed and are not recorded unless proper. Receipts are identified as to purpose, 
fund and amount. Receipts not belonging to the department are forwarded to the proper agency 
or returned to the payer. 

 
2. The amount of receipts should be authorized in accordance with laws, regulations, and 

management's policies and procedures. 
 

Amounts of receipts, including licensure fees, inspection fees and other service payments are 
authorized in accordance with laws, regulations, contracts and other management policies. 
Amounts received as reimbursements from Medicaid and other reimbursement and granting 
agencies is also done in accordance with laws and regulations. 
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3. Adjustments to receipts, receivables and other accounts should be authorized in accordance 
with laws, regulations, and management's policies and procedures. 

 
Authorization for any adjustments made to receipts, receivables and other amounts are approved 
by appropriate personnel as authorized by laws, regulations, or management policies and 
procedures. The department follows OA-DA policies and procedures for dealing with receipts 
and receivables. 

 
4. Receipt processing procedures should be established and maintained in accordance with 

laws, regulations, and management's policies and procedures. 
 

DHSS processing procedures for receipts comply with laws and regulations and management's 
policies and procedures. The department classifies and records receipts in SAM II and promptly 
deposits receipts into the state treasury bank account following state procedures and guidelines 
established by the Missouri Department of Revenue-Investment and Cash Management Office. 
DHSS procedures are established and followed to provide control of receipt items until they are 
recorded. The department also records receipts in SAM II for deposits into the state treasury on 
the department's behalf by the Missouri Attorney General's Office. 

 
5. Receipt cycle results should be in accordance with laws, regulations, and management's 

policy and plan. 
 

Estimated revenue projections are prepared as a part of the budget and reporting cycle. Cash 
journal reports with actual receipts and expenditures are prepared monthly. Division Fiscal 
Liaisons are responsible for monitoring cash balances for their respective program-related funds. 
Particular attention is paid to funds that might have insufficient receipts during the year to cover 
its expenses. 

 
6. Receipts should be collected in an economical and efficient manner. 
 

Most department receipts are collected from reimbursement programs/contracts and federal 
granting agencies. Collections are processed by direct deposit into the state treasury, ensuring 
efficiency.  
 
Other receipts, typically fee receipts such as Vital Records, Family Care Safety Registry and 
Licensure/Certification, are recorded and deposited on a daily basis. These receipts can be in the 
form of cash, checks, money orders or credit/debit cards. Credit and debit card receipts are 
processed by direct deposit into the state treasury. 

 
7. Receipt processing procedures used should be economical and efficient. 
 

Most department money received is deposited through direct-deposit. DHSS utilizes SAM II for 
recording and classifying receipts. A large number of the actual physical receipts (fee receipts) 
received by the department are controlled in accordance with department policies and 
procedures; deposits are prepared daily. The DA Director may assign staff to perform a review 
for compliance, economy and efficiency. See Appendix B for instructions on the e-Deposit 
system fee receipt process. 
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8. Each receipt should be prepared accurately and promptly. 
 

Checks and/or cash received directly by any unit within the department, other than the Fee 
Receipts (FR) unit, is to be physically transferred to the FR unit that day (or the next morning 
based on time of day of receipt). All checks and/or cash are controlled until deposited. The FR 
unit makes a daily deposit of money(s) received for the prior day. Receipting, depositing and 
recording functions are adequately segregated and rotated on a weekly basis among the FR unit 
staff. Cash Receipt (CR) documents are entered into the SAM II Financial system to accurately 
record all revenues. The Senior Accounts Assistant or backup approves the daily deposits/CRs. 
The Department of Revenue applies the final CR document approval. 

 
9. Accountability for cash items received should be established before the cash can be 

redirected. 
 

The FR unit makes daily trips to the department's mailroom where they collect mail and Vital 
Records receipts that are taken to the secured FR unit room for processing. The FR unit room is a 
secured/locked area with only authorized personnel permitted in the room. Each employee in the 
FR unit is assigned specific program receipts to process on a rotating weekly schedule. This 
process includes batching, data entry, copies and any additional processing required. Staff run 
calculator tapes and compare amounts to the computer batch totals to verify all batch totals. 
Receipt data are entered daily to identify all amounts received, for what purpose the amounts 
were received, what fund(s) should be used to post the receipts, etc. Receipts/deposits are placed 
in a locked safe and in a locked/secured room until the actual deposits are made. 

 
10. Cash (includes hard currency, checks and money orders) items received should be 

accurately and promptly classified, summarized and reported. 
 

Receipts are classified by source, purpose and fund and entered into the department's internal 
receipts program (Fee Receipts Access database) or the banking program (e-Deposit) and into 
SAM II as CR documents on a daily basis by the FR unit. 

 
11. Receipts received in the form of checks or money orders should be restrictively endorsed as 

soon as possible to reduce the risk of loss, misuse, or theft of the funds. 
 

Checks and money orders delivered to the FR unit are endorsed as the check is scanned in the e-
Deposit system. A check or money order that is deposited electronically through the e-Deposit 
system is scanned and marked by the scanner. The scanned items are kept for a minimum of 30 
days in a locked cabinet in the Fee Receipts room. Once 30 days have expired, the checks are 
shredded. 

 
12. Recorded balances of receipts, accounts receivable and related transaction activity, should 

be periodically substantiated and evaluated. 
 

Cash, checks and money orders are recorded in the department's internal receipts program (Fee 
Receipts Access database) or the banking system (e-Deposit) as well as in SAM II. Credit/Debit 
card receipts are recorded in an online payment system (JetPay) as well as in SAM II. Accounts 
receivables related to department programs are tracked on department computer systems by BFS 
staff. Adjustments and write-offs of accounts receivable are reviewed and may only be 
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authorized and approved by division management and, when applicable, the department's legal 
counsel. 

 
Other receivable tracking has been established by different divisions to use in recording amounts 
due the department, when billings were sent, when payments were received, etc. 

 
13. Access to receipts and receivable records, critical forms processing areas and processing 

procedures should be permitted in accordance with management's policies and 
procedures. 

 
Access to cash and cash items is restricted. Money is taken to the FR unit through a restricted 
cashier/teller type window. The FR unit room is off-limits to unauthorized persons; access to the 
room is only permitted by an authorized person granting access to enter the room. An authorized 
person then accompanies the person at all times while they are in the room. The FR unit room is 
always locked, even when occupied. Cash is recorded and deposited on a daily basis, barring any 
exceptional/unusual circumstances that arise. No imprest cash is kept in FR unit room. The 
Bureau of Vital Records maintains a minimal amount of imprest cash to make change for their 
walk-in customers. 

H. Asset and Liability Management 
1. The source of any asset should be authorized in accordance with laws, regulations, and 

management's policies and procedures. 
 

DHSS management approves purchases of all assets, ensuring that sufficient funding is available 
and that the items purchased are appropriate. The department follows OA-Purchasing guidelines 
ensuring that any item(s) purchased costing between $5,000 and $50,000 is sent out for 
competitive bid(s). Any purchase over $50,000 is handled by OA-Purchasing. 

 
OA-ITSD will process orders for computers, computer peripherals, printers, software, and 
computer services to ensure adherence to the State of Missouri Information Technology Plan.  
 

2. Adjustments to asset accounts and account distributions should be authorized in 
accordance with management's policies and procedures. 

 
SAM II security access helps prevent unauthorized access to DHSS's electronic files. SAM II 
contains controls to help ensure that adjustments cannot be made without appropriate review and 
approval. 

 
3. Asset management procedures should be established and maintained in accordance with 

laws, regulations and management's policies and procedures. 
 

DHSS follows guidelines set in 15 CSR 40-2.031-Control of Fixed Assets. Procedures are 
outlined in the department's Financial Policy Manual regarding asset management (allowance 
for uncollectible accounts, write-offs of accounts, fixed assets, etc.), which incorporates SAM II 
policies and procedures required by OA-DA. Additional policies and procedures are established 
as needed by management. 
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4. Acquisition and disposal of assets should be accurately and promptly recorded/reported in 
accordance with laws, regulations, and management's policies and procedures. 

 
Acquisition of a fixed asset or sensitive item includes any property purchased that is coded to the 
SAM II Object Codes defined as a fixed asset for inclusion on the CAFR. These items will be 
tracked in the SAM II Fixed Asset Subsystem. 

 
Disposals are the removal of fixed asset item(s) from DHSS's possession from the SAM II Fixed 
Asset Subsystem and the online SAM II General Ledger by the proper method approved through 
the SAO (15 CSR 40.2.031) and Missouri State Surplus Property (MOSSP). Approved methods 
include surplus/sale, destruction, lost, merge/split, transfer, junking, obsolete, stolen, or trade of 
fixed assets. 

 
5. Amounts recorded in major asset accounts and changes to amounts recorded should be 

computed accurately and recorded promptly. 
 

Purchases of fixed asset item(s) are coded to SAM II Fixed Asset Object Codes. AP Accounts 
Assistants, when processing payment documents, review for fixed asset expenditures and create 
Fixed Asset Shells, when necessary, for the prompt recording of fixed assets into the SAM II 
Fixed Asset Subsystem. 

 
SAM II provides for recording of receivables for services rendered and allowance for 
uncollectible accounts. 

 
6. Recorded balances of asset accounts and related transaction activity should be periodically 

substantiated and evaluated. 
 

All receipts and cash balances of each DHSS-controlled fund are reconciled on a monthly basis. 
Transactions are reviewed for appropriateness and correcting entries are made as deemed 
necessary. Receivables due the department for loan-related programs are reviewed on a monthly 
basis to determine accuracy. For receivables due the department from sources other than loan 
programs, the balances of these accounts are monitored by the applicable division. 

 
The department uses the SAM II Fixed Asset Subsystem within SAM II for recording fixed 
assets, in conjunction with asset tagging and annual physical inventory. The department reviews 
purchase orders daily to ensure that new fixed asset purchases are recorded in the Fixed Asset 
Subsystem. Proper documentation is required to remove items from the Fixed Asset Subsystem. 
The Fixed Asset Subsystem is also reconciled to SAM II on a semi-annual basis. 

 
7. Physical security safeguards should be maintained where assets are stored and transactions 

processed. 
 

The largest group of assets consists of funds that have been appropriated to the department but 
are held in bank accounts controlled by the STO and not directly accessible by the department. 
The second largest group of assets consists of land and buildings used by the department, but 
owned and controlled by the state or other sources. Other major assets of the department consist 
of: 
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• Amounts to be provided to DHSS and amounts to be paid to the department for services 
rendered to department customers - these amounts consist mostly of grant funds receivable 
from federal government awarding agencies and receivables from federal entitlement 
programs. As the receivables are governmental in nature, there is very little risk, if any, that 
these receivables could be illegally sold, pledged, or misused in some other way. Thus, a low 
level of risk exists that these receivables could be diverted for personal use. These 
receivables are paid through direct-deposit/electronic transfer into the state treasury. 
Receivables could also include amounts owed to the department from customers or other 
financially responsible parties. The risk that these types of receivables would be sold, 
pledged, or diverted is also considered low. Payments received are subject to internal 
controls applicable to the receipting function of the department as addressed above under G. 
Receipt Cycle Controls (page 25). 

• Fixed assets other than capital assets controlled by the state - DHSS maintains a list of fixed 
assets, conducts annual physical inventories, investigates discrepancies and makes 
adjustments as appropriate. Access by non-department employees to where fixed assets are 
kept is controlled through locked doors (security access card scanning system) and 
receptionist coverage of public entrances at most department offices. As in any workplace, 
access by employees cannot be fully restricted. However, employees are expected to report to 
their supervisor if they notice something suspicious or suspect someone may be committing 
theft or misusing department fixed assets to ensure proper follow-up action can be taken. 
DHSS employees are required to complete an on-line fixed asset training annually. As a part 
of the overall state data computer network, electronic information and records are subject to 
access controls, including user ID and password procedures, restrictions on user access and 
security around data processing areas. SAM II security access helps prevent unauthorized 
access to DHSS files. 

I. Reporting Cycle Controls 
1. Data entered in reporting systems should be authorized in accordance with laws, 

regulations, and management's policies and procedures. 
 

DHSS utilizes the statewide chart of accounts incorporated into SAM II. As an online agency, 
security, workflow and approvals for transactions are designated and recorded within the system. 
The department's Financial Policy Manual provides guidance on who is authorized to approve 
various transactions and how data should be entered into different departmental reporting 
systems. Divisions are responsible for overseeing their staff and ensuring they have been 
properly trained to enter data into various systems with which they may work. All JVs/JVRs are 
reviewed for completeness and appropriateness and final approval is applied by OA-DA. 

 
2. Reporting system-processing procedures should be established and maintained in 

accordance with laws, regulations, and management's policies and procedures. 
 

DHSS uses SAM II policies and procedures, standard MOBIUS reports and ad hoc reporting 
tools utilizing the state's data warehouse resource. 

 
3. Reporting should be in accordance with laws, regulations, and agency policies and 

procedures. 
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Management reviews financial reports on an ongoing basis. Statewide reporting such as the 
CAFR is monitored and controlled by OA-DA. OA-BP and members of the legislature review 
the department's annual budget request. Federal monies represent a significant amount of the 
operating resources for DHSS. Federal Financial Reports (FFRs) are completed and submitted in 
a timely manner and within the reporting format as prescribed by law. Monthly federal and other 
funds reports are completed by BFS and posted on the department's intranet for review, analysis 
and decision-making activities. 

 
4. Reporting should be achieved in an economical and efficient manner. 
 

DHSS is cost-conscious and committed to improving all processing areas, including reporting 
systems. The department is continuously revising and eliminating unnecessary forms, reports and 
internal legacy accounting/reporting systems, if redundant, with SAM II capabilities. 

 
The department uses an on-line timekeeping system that stores time worked by staff on various 
grants and programs, thus reducing the need for paper time sheets and associated storage space. 

 
5. Only those reports that meet management's policies and procedures should be approved. 
 

All external reporting is reviewed and approved by upper-level management (division directors 
and/or unit chiefs) before it is distributed. All reports generated for department use are reviewed 
by an appropriate management level staff person to help ensure accuracy of the reports. 

 
High levels of control are maintained on journal entry adjustments. Procedures for original entry, 
processing and approval of journal entries are documented and critical controls are included in 
the workflow and access security of SAM II. 

 
6. Reports should be prepared accurately and promptly. 
 

SAM II is an integrated financial system, which helps assure the accuracy of financial entries 
through trial balance verification and assuring subsidiary records (assets, inventories, etc.) 
reconcile to financial entries. Journal Vouchers/Referencing Journal Vouchers (JV/JVR) that 
adjust these balances are documented and reviewed by senior accounting staff and final 
approvals are applied by OA-DA. Regular financial reports that show evaluation of data, 
including comparisons to prior periods and budget to actual comparisons are prepared for 
management review. Reports prepared by a division or unit within the department are reviewed 
by an appropriate manager/supervisor to ensure the accuracy of the report. 

 
7. Relevant disclosure data should be gathered accurately and promptly. 
 

DHSS has established processes for the collection of relevant disclosure data, including 
statistics, required for statewide and departmental reporting purposes. Statewide data, including 
the CAFR, is monitored and controlled by OA-DA. Departmental data, primarily for Medicaid 
reporting and grant financial status reporting, such as client service related data, personnel 
statistics, and amounts spent during the year are maintained in various reporting systems. The 
department has policies and procedures for entry and approval of this information.  

 



32 

 

 

The department gathers and reports applicable data in accordance with the Federal Funding 
Accountability and Transparency Act (FFATA) of 2006 (Public Law 109-282). 

 
8. Relevant disclosure data should be accurately summarized and reported. 
 

Disclosure data is summarized and reported along with relevant financial data. Department 
budget and financial staff and department management staff are responsible for reviewing for 
data accuracy. Prior period variances and/or standards are evaluated and analyzed with 
corrections made as necessary. 

 
9. Reporting entries should classify activities in accordance with management plans. 
 

The classification of budget and financial data is controlled by OA-DA through an established 
chart of accounts and object codes used by state agencies. OA-DA maintains the statewide 
transaction processing schedules assuring uniform and consistent cut-off and closing cycle dates. 

 
10. Reports should be prepared accurately and promptly, on a consistent basis, and fairly 

present the information they purport to display. 
 

Regulatory reports such as the CAFR are prepared by OA-DA. DHSS reports, including 
Medicaid and grant reports, are prepared based on detailed procedure manuals and are reviewed 
by appropriate management and financial staff. Statewide management reports are available daily 
through SAM II and the SAM II Data Warehouse.  

 
11. Recorded balances in the records should be periodically substantiated and evaluated. 
 

Recorded balances of any record within DHSS are subject to review/monitoring by program staff 
and may be reviewed by staff assigned by the DA Director. Recorded balances are also subject 
to review/audit by other state and federal oversight agencies, such as the SAO. 

 
12. Access to records, critical forms, processing areas and processing procedures should be 

permitted only in accordance with management's policies and procedures. 
 

Financial records over which DHSS has final approval are maintained at the department and 
archived after two years. Some critical forms are incorporated and automatically numbered 
within SAM II and MissouriBUYS. Important documents/forms/reports are kept in secure 
locations such as locked file cabinets, locked rooms, or in data files, which require passwords to 
enter the system and obtain access. Data processing areas in the department are adequately 
secured and controlled. Decentralization of original entry activity into SAM II and 
MissouriBUYS provides the needed security with users ID's and passwords, with additional 
users IDs and passwords required to log on to individual workstations. 

Component 4-lnformation and Communication 

A. Relevant, timely and quality information is used to support department 
functions. 

Information requirements are outlined in state policies and regulations, federal grant 
requirements, and legislative and Governor requests. DHSS works with OA-ITSD to develop or 
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purchase information systems for use in capturing and reporting data. Data integrity and quality 
is enforced through the use of applicable levels of security, such as limited access and user IDs 
and passwords. Testing of data is completed when new systems are implemented or changes are 
made to existing systems. OA-ITSD maintains firewalls and virus protection for added security. 
Employee responsibilities for information technology security and access are contained in the 
Administrative Manual. 

 
DHSS utilizes an on-line timekeeping system to capture hours worked by activity. Employees are 
expected to comply with Administrative Policy 15.5 Time Accounting and Department 
Electronic Leave and Time Accounting (DELTA) System to ensure time entered accurately 
reflects the work completed. Other information systems used in the department include SAM II 
and program specific applications developed to capture expenditure and/or service data. The OA 
State Data Center provides backup services for all network file and application servers. Files and 
records are stored in accordance with state retention schedules. 

B. Department objectives and responsibilities are communicated to employees. 
DHSS maintains an extensive communication environment to distribute information and 
enhance employee awareness of internal control policy and procedures. Published documents 
and manuals that make up a part of this communication environment are described in 
Component 1 of this internal control plan. The department also provides much of the same 
information that is found in the documents and manuals on its intranet accessible by all staff. 

 
Department managers and supervisors are also expected to monitor and ensure that staff have 
been made aware of any changes in state, department, or division policies and procedures 
through means such as e-mail, memos, or staff meetings. 

 
Fiscal staff and program managers are expected to review and analyze variances. Division 
management is also expected to pursue process improvements when they become aware of 
process weaknesses. 

 
DHSS employees are expected to respond to questions from the public, other divisions, other 
state agencies and from auditors in a truthful and professional manner. 

C. Information is communicated to external parties. 
DHSS maintains an extensive catalog of information on the department website, accessible at 
https://health.mo.gov/. Press releases are issued for particularly newsworthy items. In addition, 
information is provided to the Governor and the legislature during the budget process and 
throughout the year as necessary. Information is also provided during the Single State Audit and 
other reviews that may be conducted by federal agencies. 
 

Component 5-Monitoring 
The DA Director has the primary responsibility to ensure the adequacy of the system of internal 
controls for fiscal operations of the department. 

 
DA staff consult and provide technical assistance to management and divisions concerning 
grants requirements; develop and maintain procedures necessary for the establishment and 

https://health.mo.gov/
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evaluation of federal grant programs; and assist in the development, evaluation and modification 
of internal procedures and systems for the control and review of financial accounts.  

 
Other duties include reviewing and evaluating subrecipient business management assessment 
(BMA) submissions, fixed price contract methodology documentation, subrecipient 
determinations and other documentation for compliance with state and federal regulations. DA 
staff develop and lead training in the areas of grant management and monitoring, and oversee the 
receipt and review of subrecipient Single Audits, including follow-up if there are any 
department-applicable corrective actions/repayments needed. 

 
The SAO performs a yearly Single Audit of DHSS and examines numerous aspects of the 
department's operations, including internal controls over cash, disbursements, purchasing, 
payroll, general accounting and program management. If the SAO discovers internal control 
problems, they are communicated to the department with recommendations for improvement. 
DA helps prepare the department's response to the findings and recommendations affecting 
internal controls that the SAO has noted, and provides a corrective action plan. During the 
subsequent year's audit, the SAO follows up on whether previously identified problems have 
been corrected. 

 
In addition to annual Single Audits, the SAO may perform audits of various programs or areas 
within DHSS. The department's response to program audits is prepared as described in the 
preceding. 

 
Numerous units within DHSS receive federal funds and are thereby reviewed by the respective 
federal funding agency. The purpose of a review is to ensure the department is properly meeting 
requirements in exchange for the receipt of its federal funding. If federal auditors/reviewers note 
problems with management of a program, they will require DHSS to correct the matter in a 
specified time period. The department will respond with a corrective action plan. The federal 
agency will follow-up to ensure any problems have been remedied. 
 
DA submits FFRs on an ongoing basis to federal funding agencies. The reports provide 
summarized information on expenditures and obligations of grant funds. Detailed information is 
maintained in SAM II and is available for inspection by state and federal auditors. 
Administrative and financial policies and procedures are reviewed on a periodic basis by DA and 
OHR to determine if any revisions are needed to ensure proper control. 

 
Procedures for establishing and monitoring management controls, reporting on the adequacy of 
controls, and improvement of controls, will be incorporated into department policies and 
procedures, as appropriate. These policies and procedures will follow the guidelines and adhere 
to procedures described by OA-DA. 

 
Through continuous review and monitoring of the structure of internal controls via the various 
means previously discussed, DHSS works to provide reasonable assurance as to the soundness, 
accuracy and reliability of the financial information of the department, and compliance with laws 
and rules related to departmental operations and its programs. 
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III. Appendices 
 

Appendix A - DHSS Accounts Payable Process 
 

Appendix B - DHSS E-Deposit System Fee Receipting Process 
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DHSS ACCOUNTS PAYABLE PROCESS  
 
Unencumbered Payments 
 
Payments that do not reference a purchase order are unencumbered payments. In most cases, these 
are purchases exempt from state encumbrance requirements, and employee travel expenses. The 
Accounts Payable (AP) process is started when an invoice or reimbursement request is received. 
Refer to Procurement Policy 1.1A for the procedures/processes used in the department's procurement 
process. 
 
1. The division reviews and approves the invoice and supporting documentation for a request for 

payment.  
 
2. The invoice and supporting documentation is sent to the Division of Administration (DA) AP 

Unit. AP staff review the package for appropriate supporting documentation and compliance 
with policies and procedures.  

 
3. If not all of the supporting documentation is present or other errors exist on vendor payments, 

the DA-AP Unit consults with the division for resolution. If the errors cannot be resolved 
promptly, the documentation packet is returned to the division requesting the problems be 
corrected. Errors on employee travel reimbursements, for the most part, are corrected by the 
Accounts Assistant after consulting with the employee who traveled or their supervisor. 

 
4. If all the supporting documentation is present and no other errors exist, AP staff review and 

approve the payment in the state’s financial system (SAM II or MissouriBUYS). In some 
instances, AP staff enter the payment document, which requires someone else in the AP Unit to 
review and approve the document. AP staff generally review for: 
• correct object code; 
• correct vendor address; 
• correct remit to/bill to address; 
• correct reporting category; 
• final pay; 
• direct/agency check routing; and,  
•  appropriateness. 

 
5. The document number and acceptance date is recorded on the invoice(s). 
 
6. Most payments are made by ACH/EFT. If a check is necessary, it is sent to the employee or 

vendor along with a copy of the invoice, if applicable. 
 
7. The expenditure documentation is filed by document number in locked file cabinets. This 

documentation remains on-site for two fiscal years and is then submitted to the Secretary of 
State for further retention. 

 
Encumbered Payments 
 
Payments that do reference a purchase order (PO) are encumbered payments. In most cases, these are 
contractual payments. The AP process is started when an invoice is received. Refer to Procurement 
Policy 1.1A for the procedures/processes used in the department's procurement process. 
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1. The division reviews and approves an invoice requesting payment. Division staff enter a 
receiver document (to record receipt of goods or services). 

 
2. The invoice and any other supporting documentation is sent to the DA-AP Unit. AP staff 

review the invoice and supporting documentation for compliance with policies and procedures. 
 
3. The AP staff verify the PO’s commodity and accounting line information in the state’s financial 

system (SAM II or MissouriBUYS) to the invoice. 
 
4. If all of the supporting documentation is not present; if the invoice, receiver document, and PO 

document do not agree; or other errors exist, the DA-AP Unit consults with the division for 
resolution. If the errors cannot be resolved promptly, the documentation packet is returned to 
the division with a request documenting the problems to be corrected. Some of the reasons an 
invoice may be returned to the division include: 
• The invoice is received before the receiver document is done. 
• The invoice is not billed to DHSS and/or there is not a "Remit To Address." 
• The invoice exceeds the allowable variance of over $50.00 or 5% between the invoice and 

PO. 
• The list of attendees or estimated number of attendees and meeting agenda is missing. 

 
5. If all of the supporting documentation is present; if the invoice, receiver document, and the PO 

are in agreement; and no other errors exist, AP staff review and approve the document in the 
state’s financial system (SAM II or MissouriBUYS). In some instances, AP staff enter the 
payment document, which requires someone else in the AP Unit to review and approve the 
payment. 

 
AP staff generally review for: 
• correct vendor address;  
• correct remit to/bill to address;  
• correct reporting category;  
• final pay;  
• direct/agency check routing; and,  
•  appropriateness. 

 
6. The document number and acceptance date is recorded on the invoice(s). 
 
7. Most payments are made by ACH/EFT. If a check is necessary, it is sent to the vendor by either 

the State Treasurer’s Office or AP staff depending on the check category chosen. Checks mailed 
by AP staff may include a copy of the invoice. 

 
8. The expenditure documentation is filed by document number in locked file cabinets. This 

documentation remains on-site for two fiscal years and is then submitted to the Secretary of 
State for further retention. 
 

(Revised – May 2021) 
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DHSS- E-DEPOSIT SYSTEM - FEE RECEIPTING PROCESS 
 
All mail is received in the DHSS central office mailroom. Any mail containing cash, checks, and/or 
money orders are to be given to the Bureau of Financial Services-Fee Receipts unit immediately. 
 
1. Various individuals/businesses send in payments with accompanying correspondence. 

Correspondence is usually a license or permit application, request for vital records search, 
request for copies of specific documentation/records, etc. This correspondence allows the Fee 
Receipts (FR) unit to identify the program fund to which the payment received is related. 
Payments can be received in the form of cash, checks, money orders, and cashier checks. 

 
NOTE: When deposit slips are prepared, all checks, money orders, and cashier checks are 
considered checks, whereas any currency is considered cash. 

 
2. Although persons sending in payments for services are instructed to send them to the FR unit 

directly, they don't always do so. Instead, they mail payments directly to the involved bureau, 
unit, etc. In most cases, a representative from the unit will hand-deliver the payment to the FR 
unit. However, sometimes the payment is sent via interagency mail. Some units may also require 
a signed acknowledgement stating the money has been transmitted to and received by the FR 
unit. 

 
3. Incoming mail is sorted daily according to different programs (Bureau of Narcotics and 

Dangerous Drugs (BNDD), Family Care Safety Registry (FCSR), etc.). 
 
4. A program card is placed on each stack of daily-sorted mail receipts and related correspondence 

once mail is sorted. The program card lists the corresponding program code to be keyed for that 
stack as the individual receipts are entered into the system. These program cards allow staff to 
easily remember the codes to be entered for each stack as they complete the data entry process. 

 
Occasionally odd checks may be received relating to rebates, refunds, etc. Grants and Funds 
Accounting staff is responsible for identifying the applicable coding for those receipts. Once the 
coding has been identified, the FR unit staff includes these miscellaneous receipts as part of the 
daily deposit. 

 
5. If a payment is received without any correspondence to identify the program fund to which the 

payment relates, the FR staff takes various measures to identify where it goes. If the FR unit 
believes it knows to which program the money relates, the FR staff will contact that program. 
The program is requested to check and see if it has any knowledge about the payment. 
Verification of the name is compared with the name on the check or money order received by 
the FR unit. If this information is a match, then the FR unit knows to which program the 
payment relates. Once the FR unit determines to which program the check or money order 
relates, FR will process it through the computer system. 

 
If the FR unit is uncertain to which program the money relates, the check or money order is 
stamped with a transaction number (see #6 below). A copy of the check or money order is made 
and logged. The original check or money order is placed in a file containing all checks and 
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money orders received without related correspondence. The copy of the check is routed to the 
Senior Accounts Assistant. The Senior Accounts Assistant will check the accounts receivable 
records, contact the Fiscal Liaison, or try to contact the person listed on the check or money 
order via phone in an attempt to learn the purpose of the payment. Once this is determined, the 
Senior Accounts Assistant will return the copy of the check and provide funding information for 
the deposit to the FR unit.  

 
If the FR unit cannot determine to which program the money relates or cannot reach the payer 
by phone, the payment is returned to the sender with a letter asking the payer to please return the 
payment with information about the purpose of the payment. 

 
6. FR staff stamp a transaction number on the checks/money orders along with an identical 

transaction number on the correspondence. As they do this, they ensure checks have the 
appropriate information (name, address, date, made out to DHSS, signature and the amounts are 
the same). Once all checks and correspondence are stamped with matching transaction numbers 
a calculator tape is run for the checks. For cash received, the transaction number is stamped on 
the correspondence, and the amount received is written at the top on the correspondence. 

 
7. FR staff enter a user identification number and a password to access the e-Deposit computer 

system. This serves as a means of security control over access to fee receipt records in the 
DHSS system. Staff create a new deposit within e-Deposit and ensure the totals equal the 
calculator tape. 

 
8. FR staff scan stamped checks in the e-Deposit system. When entering daily receipt information 

into the e-Deposit system, the name on the check, amount, program code and transaction 
number are entered. This provides more control over identifying which particular checks or 
money orders were processed on which days, etc. This information is helpful for tracking in the 
event that someone needs to identify whether or not a particular check or money order from a 
certain individual was received and processed. 

 
9. The transaction number allows the program that receives the correspondence later in the day or 

the next business day to know the correspondence was received with a payment and the payment 
was processed. The program staff may have access to the e-Deposit system, and can use the 
transaction number to verify a payment was indeed received and in the proper amount. All daily 
payment correspondence received by the FR unit is stamped with the date received. The date-
received stamp is for the purpose of ensuring payments have been received within the timelines 
called for by various payment schedules. For example, for the loan programs, the date-received 
stamp can be used to determine if additional interest is due. 

 
10. The Senior Accounts Assistant reviews the information entered in eDeposit by FR staff. Once 

reviewed and approved, the Senior Accounts Assistant downloads all the electronic deposits into 
an excel spreadsheet document and imports it into a database. The database matches the program 
codes to the appropriate funding (fund, reporting category, activity code, etc.) that corresponds 
to the program code. Cash, checks and money orders received that FR staff cannot scan in e-
Deposit are also entered into the database. The Senior Accounts Assistant prints the Cash 
Receiver (CR) report, a deposit summary and the deposit detail (generated from the database). 
FR staff enters the information on the CR report into SAM II. The information on the CR report 
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for cash and checks/money orders not scanned in e-Deposit is entered in a separate document in 
SAM II. The summary and detail reports are sent to the programs with the program 
correspondence. 

 
Note: Before any CR lines are entered, staff must enter the grand total of receipts received for 
the day into the SAM II system (this includes all receipts processed in the e-Deposit system). 
The system will perform an automatic check once staff performs a process/edit function on the 
CR document. If the CR line amounts equal the grand total amounts entered for the day, the 
system will allow the data entered to be processed. If the amounts do not agree, the system will 
not allow the entries to be processed until the error is corrected. 

 
11. Any other errors to be corrected would usually include a missing fund or agency number or a 

reporting category not set-up on the federal aid interface (FAIT) table in SAM II. Once all errors 
are corrected, the Senior Accounts Assistant will approve the CR document in SAM II. Deposit 
slips are emailed to the Department of Revenue (DOR) for final approval for electronic deposits. 
For cash and checks/money orders not scanned in the e-Deposit system, the deposit slip is 
included with the physical deposit, which is taken to the DOR. The day's receipt data is 
processed and stored in the SAM II system and considered to be the final fee receipt data for the 
day. 

 
12. A receipt confirmation is emailed from Central Bank for each deposit. 
 

(Revised – May 2021) 
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