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Why did | Receive an Encrypted Email?

The Department of Health and SeniorServices (DHSS) uses Proof Pointemail encryption
software to eliminate the risks in sharing Protected Health Information (PHI) and Personally
Identifiable Information (PIl). Users can manually encrypt messages using [encrypt] in the
subjectline.

Proof Pointautomatically screens all outgoing messages and attachments for PHI and auto-
encrypts the contentsif sensitive informationis suspected.

In some cases the software will auto-encrypta message without PHI if it detectsan eightor
nine digitnumber in the body of the message or an attachment. Invoice numbers, confirmation
numbers, or order numbers may be mistaken for Social Security numbers or Department Client
Numbers (DCNs) by the software.

Registering to Open an Encrypted Email for the First Time

When you selectan encrypted email in Outlook that was sent from the State of Missouri using
Proof Point, the email will appearas shown below. Click eitherthe “Click here” linkin the body
of the message or click to openthe attachment.

G SecureMessagedtt.html
10KB

Enterprise Vault

To view vour message. please click on the "Click here” link
below.

Do not delete this email if vou wish to view the message
again at a later time. If you have problems opening or
retrieving your encrypted email. please contact (373) 731-
4941. Please note that this number 1s for technical email
questions only and should not be vsed for
assistance/questions regarding the subject matter of your
email. For questions relating to the subject matter of your
email, please contact the corresponding State Agency
pertaining to your issue.

Click here b 2020-08-21 21:08 CDT to read your message.

bwelpssbpeppld expire in 14 days. After that date, open the
SecureMessageAtt html attachment.

This encrypted email will expire 1n 365 days; you will no
longer be able to open this email after that time.
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If thisis the firsttime you have opened an encrypted message, you will be prompted to register
in the Proof Point email encryption system. This is a one-time registration process. You will
needto type in your firstname, last name, create a password, confirm the password, and then
select password reset questions and answer the questionsyouselected.

Note: The password you create must be 8 to 20 characters long with uppercase and lowercase
characters, at least one digit(0-9), and at least one symbol character required. This password
will be used for openingall subsequent encrypted messages.

Registration

Create your account to read secure email.

Email Address:

First Name:

Last Name:

Password:

Confirm Password:

Question: ‘Your childhood best friend v
Answer:
Question 2: ‘Your childhood best friend v
Answer:
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If you openedthe attachment, your browserwill openand prompt you to click the button to

open your message.

If you do not see a button or clicking the button yields no action,
please click the link in the message.

Click to read message |

Wore Inio
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Opening an Encrypted Email (Subsequent Openings)

Once you have completed the password registration, you will only be promptedto enteryour
password to view the message.

If you forgetyour password, click “Forgot Password” and answer the security questions as
prompted:

Reset Your Password

Please answer the following to reset your password.

your first real job

Answer

favorite sports team

Answer

If your attempts to reset your password fail or you are locked out of the system, contact the OA
ITSD Helpdesk at 800-347-0887 or 573-751-6388. You may also submita ticket through the ITSD

Service Portal.

Forwarding or Replying to Encrypted Messages

Afterlogging inand decryptinga message, you may reply or forward the encrypted message.
Clickthe “Reply” button or “Forward” button located inside the encrypted message inyour
browser window. This will ensure that your message remains encrypted.

Repy | Forvara
[encrypt]

From:

To:

Cc:

Sent: 8/8/2020 10:56:23 AM
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NOTE: You can only forward the encrypted email to users who are in the same email domain as
the senderor recipient. You will receive an error if forwarding the message to anyone else.
When you are finished, click “Logout” foundin the upperright hand corner of the message to
ensure proper closure.

Initiating an Encrypted Message
To initiate asecure message from a State of Missouri email account, open a new message

window in your email program and enterthe recipient’semail addressin the “To” section. Type
[encrypt] in the subjectline. Enter the body text of your message and click send to complete

the process.

NOTE: To successfully encrypta message, you must use square brackets [ ]. You may include a
subjectafter [encrypt]. Do not include any Pll or PHI inthe subject of the message. Proof Point
will only encrypt the body text and attachments of the message.

[encrypt] - Message (HTML)

Message Options Format Text Review ADOBE PDF () Tell me what you want to do...
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August 2020



