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OEC Updates Agenda

QHPP 915 ® Welcome
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11:00-11:15 Break
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UNew PHEP Planner

Networking Lunch
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* = Partner Readiness Evaluation

HEALTH & Program (PREP)

Future site visits / web conference tabletops

Partner Readiness Evaluation Program (PREP) Partner Readiness Evaluation Program (PREP)

PREP has moved back fo Department of Health Senior Services' (DHSS)
Office of Emergency Coordination (OEC) in fhe past couple of months.

Lead Coordinator for PREP is now Tyler Bax Continuity of Operations (COOP) plan

We are planning to have multiple LPHA's join either in person or virtual COOP s to establish policy and guidance to ensure that essential functions for an agency
meetings soon to discuss current or future response plans with a focus

ltowexds Confinuily/ef Opsratians|Plans (COOR)intial v oz co'minuec‘i if mon'r_node, natural, or technological emergencies disrupt or threaten fo
isrupt normal operations.




Partner Readiness Evaluation Program (PREP)

COOP should include:
ord of Changes
nature of Administrator

Delegation of Authority

Determination of Essential Functi

Priorifize Essential Functions

Identify Staff Performing Essential Functions
Create Drive Away

Inventory of Vital Records

Nofification of Staff and Business Partners
Alternate Worksites

Training and Exerci

Executive Summary

The mission of the PREP in Continuity of Operations (COOP) planning is to utilize all
available resources to maximize confribution fo the overall continuity of operations
response effort while assuring essential functions.

Following emergencies, disasters, or other events—deliberate, accidental, or resulting
from natural events each agency/county is responsible to provide specific essential
functions recognized in this plan.

Staff During a COOP

Using essential functions, determine which staff will be utilized during COOP to
complete the essential functions, as well as their back-ups.
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Partner Readiness Evaluation Program (PREP)

COOP Plan Record of Changes

Publication Change History: All components of the COOP Plan should be reviewed, at a
minimum, on an annual basis and any revisions should be made to all maintained copies
and disseminated, as necessary. Changes made to the COOP Plan should be documented
in the following Record of Changes.

COOP Activation

COOP plans should be activated when:
An incident occurs requiring relocation of any essential functions (building compromised)
Essential functions are significantly compromised
Staffing levels are significantly compromised (i.e. influenza pandemic)
Key partners are not available for normal operations

Essential systems are unavailable (power, water, information technology).

Return to Normal Operations

Surviving and or replacement organization personnel resume normal agency
operations from the original or replacement operating facility.
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Utilizing the “Ready in 3" program to prepare their family for emergencies will give staff
greater peace of mind if they need to report fo work during a COOP activation.

Ready in 3
Employees whose family are more likely to report for work.

What is ‘Ready in 3'?

Ready In 3 is an educational program developed by the Missouri
Department of Health and Senior Services

The program informs what you can do at home, school and work to
be prepared for emergencies.

Ready In 3 includes the three steps you will need to know to
prepare for an emergency:

eate a Plan, Prepare a Kit, Listen for Information

Health.Mo G
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READY IN 3

Three Steps to Prepare for an Em
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Cybersecurity

Angela Robinson
Cybersecurity Specialist
Department of Public Safety
Missouri Office of Homeland Security
Missouri Information Analysis Center (MIAC)

Plan & Direct Initi .
nitial Efforts:
OHS Cybersecurity Specialist J - cyber bistribution lists - Lt
and the Public & Private
Reevaluat Collect Sectors

CYBERSECURITY . 5 » I[gtelliggnci p—
p isseminating/Receivin
& THE : " ¥ N Training . ¢

- \)
INTELUGENCE 6 \ ) < N + CIP Program

CYCLE 3 /o P . v \ . / Securityintel@mshp.dps.mo
y g N .gov
Disseminat . B 1 Reporting from the field —

Collate / 2 2 \ We need you!
ESF #14

The Focus Today

ox= Kansas City's official website is back after
ing Marion Kauffman School i was down all week, Was It cyber
reports ransomware incident in early attack? fter employee clicked
May - s file

* Current Cyber Threats - Sophisticated cyber actors and nation-states exploit
vulnerabilities to steal information and money and are developing capabilities to disrupt,
destroy, or threaten the delivery of essential services.

* Motives vary depending on which size of operation, and “backing” of operation (Nation
States)

Security - Cyberspace is particularly difficult to secure due to a number of factors:
* The ability of malicious actors to operate from anywhere in the world —— axm
« The cat and mouse game - patching vs exploiting vulnerabilities.

How Al Is Changing Social
The 2023 State of Ransomware in Engineering Forever

y confi 84% increase in attacks
attack disrupted county's IT systems over 6-month period ° l-[,
Tuesday

Personal Security — We can’t control who targets us, but we can control how much of a
target we are.

29
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ple-Based
Attacks

* Social Engineering - an attack vector that
relies heavily on human interaction and often
involves manipulating people into breaking
normal security procedures and best
practices in order to gain access to systems,
networks or physical locations, or for
financial gain.

(Wht s socal engineering?- Definition from Whtts.com,

Target organization Q
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Twitter VIP account hack highlights
the danger of insider threats

What happened in the Twitter hack?

(On Wecnesday, the Twier accouns ofbusiness leades,arsis,policans
poputar

10.an address as part of a cyplocurency scam, mpacted accounis
Included 1hose of Elon Musk, Bil Gates, Jof Bezos, Barack Obama, Joe
Bicen, Kanye West,Kim Kardashian, Mike Bloomberg, Uber, Aope and
even Twite’ on offial support account

Motherboard ho cimed they bibed  Tuter
empioyee for access (o he contol panel Twite, however, said the

intemat systems an tocs

1 wish more people did these. It's fun to learn odd little
things:

 First job. - Stop
w Current job - Sending f\
® Dream Job - Your bl
™ Favorite food- Potential g
W Favorite dog - Passwords

™ Favorite footwear- Or

™ Favorite Chocolate bar - Memorable

W Favorite Ice Cream - Data

 Your Vehicle colour - To

= Favorite Holiday - People

W Night owl or earlybird ~ Who

W Favorite day of the week - Collect

W Tattoos - This

 Favorite colour- For

® Do you like vegetables - Social.

™ Do you wear glasses - Engineering

4 PHISHI

|
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From: lAmazon <management@mazoncanda.ca> l Mon 09/26/16 9:29AM TR
9AM
Not an Amazon email address
lo: (note no A in amazon) Asked to updateffill in personal information.
o
E Suspension
" i) The URL on the email and the URL that displays when you hover
- over the link are different from one another.
®
amazoncom T
especially from a known identity.
The formatting and design are different from what you usually
Generic, non-personalized greeting 2 Cl u es receive from that person / identity.
We have sent you this e-mail, because we have strong reason to believe, your account has been used by someone else.
In order to prevent any fraudulent activity from occurring we are required to open an investigation inte this matter. The content is badly written and may include typos.
We've locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.
There is a sense of urgency in the message, encouraging you to
https://www.amazon.com/exec/obidos/sign-in.html \ QUG EE
Hovering over the link reveals it points to a non-Amazon site - Theem .
" : : " tail t: t 't ting.
http://redirect.kereskedj.com! e email contains an attachment you weren’t expecting.
Sincerely,
Ihe Amazon Assodiates Team ﬂ
No gram matlcal €error or spaces Formatting: Compare with any previous
between words communication from the supposed sender
N Look out for generic greeting, “Dear user” or
What Al Removal of language barrier: Non- o
native English speakers can formulate
Fixes emails using native English, rather than

Context: Formality — Emails may reference
you by title. “IT Director” or just Bob?

broken English.

® Increased evasion by current phishing
filters

Email contains an attachment you weren’t

expecting — Verify with supposed sender
using out of band communication.

Policy and Procedure - Clear reporting procedure
and follow up on reports increase likelihood of
reporting phishing emails.

Trainin g Psychology — A pat on the shoulder for catching
one goes a long way. A lot further than the more
GoeS a I_ ng common shame-and-blame punishments for
clicking a malicious link.
Way
Boy who cried wolf: Repetitive phishing training
. that neither aligns to how users engage with

email, nor provides appropriate tools for
responding to ambiguous emails are a waste of
time, money, and the patience of the employee.
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* Ransomware - Malware, designed
to deny access to a computer
system or data until a ransom is
paid. Types of Ransomware

+ Crypto ransomware
+ Encrypts valuable files on
a computer so that the
user cannot access them.
* Locker ransomware
* Locks the victim out of
their device, preventing
them from using it (No
Encryption necessary).

« Technical and Operational impacts

« Why the right training is Important

()
socket, sys,
"] [Remote DDoS Attack"

"injecting "
0:

* DDoS (distributed denial-of-service) - an attack in which multiple
compromised computer systems attack a target, such as a server,
website or other network resource, and cause a denial of
service for users of the targeted resource. The flood of incoming
messages, connection requests or malformed packets to the target
system forces it to slow down or even crash and shut down,

thereby denying service to legitimate users or systems. =

Ker

* Types of DDoS Attacks

+ Network-Centric - attacks overload a targeted resource by

consuming available bandwidth with packet floods.

+ Protocol - attacks target network layer or transport y
layer protocols using flaws in the protocols to overwhelm /
targeted resources.

Application Layer - attacks overload application services
or databases with a high volume of application calls. o
The inundation of packets at the target causes a denial of
service. i

44

eat Actors

protected information. A data breach might involve the loss or ..
theft of your Social Security number, bank account or credit

card numbers, personal health information, passwords or

email. (What Is a Data Breach? — LifeLock,
https://www.lifelock.com > learn-data-breaches-data-breaches-
need-to-know)

EE— . v
45

ENEMY
HATRED

REVEN

ANGER PAIN

REGRETS
BITTERNESS.

CONFLICT

Motivation

* Financial
* Political

* Insider Threats — Intentional &
Unintentional

Fill-In-The-Blank
As a Service

Raa$ Operators

Recruits afiiates on forums

Gives affiiates access 1o build your own
ransomware package” panel

Greatesa dedicated "Command and Controf

@Epi vniversiTy

+ Ransomware-As-A-Service (Raa$)
+ DDoS-As-A-Service (DDoSaas)

* Malware as a Service (Maa$)

Raas, o

gotsvictims

Setsransom demands

Sotsupavictimpayment portal
“Assists” affiates with victimnegotiations

Manages adedicatedleak site

Compromises thevictim's assats

Maximizes the infection using iving offthe land
technique:

Executesransomware
Communicateswith thvictimvia chat portals or
other communication channels

Manages decryptionkeys



* Russia
* China

* North Korea

Officials Warn of North Korean Malware Threat

Training

Exercise Share Train-—-C) ity hygiene training for

Aware—Know your cybersecurity risk,
vulnerabilities, and critical data.

Plan—Have a response plan in place for a
cybersecurity incident.

Exercise— Regularly exercise your
response plan and update as necessary.

Share—Share emergingthreats and trends within
the cybersecurity

community to provide situational

awareness.

53
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* Intentional — Employee retaliation / revenge

Insider Threats

« Poor endpoint security
+ Unsecured Cloud Systems
+ Shadow IT (including loT)

0O X =

Ascension says massive cyberattack
started after employee clicked
malicious file

It is not “if” It is “WHEN"

* Be Prepared

{

« Incident Response Plan
+ The Uphill battle: Mitigations against emerging threats

Y

The Ins and Outs of
Cybersecurity Insurance

Policies are designed to help companies survive major
[ cyberattacks. But knowing exactly what's covered can
be tricky.

\ k. -
Risky business: Market for cybersecurity insurance on the
rise
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[eSsons from the Field:
Third Party Vendors |

1. It's a risk-management strategy. Why Managing Third-Party Cybersecurity Risk Matters > Cyberseourty Risks of Third gty )78
5 https://www. ks.com/resour

2. Markets dlffer.. ) ) ) N ) ces/vd-lessons-from-the-field-third-

3. Clear wording is essential. - ity.com/blog, party-vend

4. Coverage is inadequate in some areas.

5. There's room for improvement.

5 Things You Need to Know About Cybersecurity ]
Insurance Third Party Vendors

Why is third-party risk management
essential to cybersecurity?

Attackers know third parties hold many of the
keys to the enterprise network, so third-party

https://www.cio.com/article/2376802/5-things-you-need-to-know-about- risk management s crucial for security
cybersecurity-insurance.html professionals.

https://searchsecurity.techtarget.com/feature/Why-is-third-
arty-risk-management-essential-to-cybersecurit;

Basic CIS Controls

. Inventory and Control of Hardware Assets

. Inventory and Control of Software Assets

. Continuous Vulnerability Management

. Controlled Use of Administrative Privileges

. Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations and Se

. Maintenance, Monitoring and Analysis of Audit Logs

CIS Controls

Mitigate 85% of your Risk

Foundational CIS Controls

7. Email and Web Browser Protections

- Mishuare Defenses (C]S. center for Internet Security”

9. Limitation and Control of Network Ports, Protocols and
Services

* 10. Data Recovery Capabilities

11. Secure Configuration for Network Devices, such as
Firewalls, Routers and Switches

12. Boundary Defense

13. Data Protection

Organizational CIS Controls

17. Implement a Security Awareness and Training

* 14. Controlled Access Based on the Need to Know Program
* 15. Wireless Access Control « 18. Application Software Security

19. Incident Response and Management

* 16. Account Monitoring and Control

20. Penetration Tests and Red Team Exercises

60
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MS-ISAC g % 5 PN 1e3
/ CYBERSECURITY s g 47/ B s
AN D """"""""" " MALIEIIIUS SHFTWARE

* The mission of the MS-ISAC is to improve | N FRASTR U CTU R E

o the overall cybersecurity posture of the
@ mﬁl Sltsatelgformatlon nation's state, local, tribal and territorial S ECU RlTY AG E N CY
Sharing & Analysis Center® ¥ governments through focused cyber threat (CISA)
¥ prevention, protection, response, and
recovery.

+ Alerts/Bulletins

% * Vulnerabilities

CYBER +INFRASTRUCTURE

5

&
AND sE-
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Questions T Social Media
Safety - Brief

Angela Robinson
Cybersecurity Specialist

Missouri Office of Homeland Security

LS FIQCKET;

Dont sa Hnythlng Onllnt. that
you wouBc/{nt want plastered on
A b1llboard with your face on it.

— Erin Bury

‘ Real hacking '

THE POWER OF OPEN “We don’t have a choice on

SOURCE IS THE POWER whether we DO social media,

the question is
OF THE PEOPLE. THE how well we DO it”

PEOPLE RULE. - e Gt

ore it peplin Rle=

65

11
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it Which higher ed organizations
Connecticut school district lost more than $6 | RECLEETEEE I
million in cyber attack, so far gotten about half ata breach? How to Secure

back ST - Social Media Profiles

Cyber attack hits Prince George's County Public Set strong unique passwords — Use a password manager
4 | s M Schools, affecting thousands of accounts Go Private — keeps the broader internet from seeing what you're doing, saying, and posting

Think twice before checking in — Posts announcing your whereabouts, especially if profile is set to public

The internet is forever — what you post can be saved and shared again, hold each post to this scruitiny

Review your tags — check your account settings and give yourself the highest degree of control over how.
and where your profile can be tagged and used by others.

1 #

K

1] /
ZEUUURUENANRERARANRURRRR R j /
27K ° - N

\ W | TR FUNREY N §

SN

I
'}
NRARRRN

¥ Hiere

World's Fastest VPN

P R | V AT E ‘Take back your freedom with hide.me VPN

NAIE
- VPNS .

racveromivens 0 [}

Jusnmel Dean

ProtonVPN w

12
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Hand outs

+ Social media Privacy and Safety
* OHS Cybersecurity Brochure

ISUMEUNL HGUKLLUUIMY(FRSS WUKD,

: Agenda

Welcome
QUESTIONS OEC Updates

Speaker Presentations
Break

= Angie Robinson, CFE, CSMIE & CCIP .
+ Cybersecurity Specialist Speaker Presentations
* Missouri Office of Homeland Security

* Missouri Information Analysis Center
* Angela.Robinson@mshp.dps.mo.gov.
Desk: 573-526-0153

* Work Cell: 573-301-2023

Networking Lunch

Speaker Presentations

Closing

i LA Al

75

Agenda

9:00-9:15 Welcome
9:15-9:45 OEC Updates

* 9:45-11:00 Speaker Presentations
Break

HEALTH & 5-12:45 Speaker Presentations

SENIOR SERVICES

Networking Lunch
Speaker Presentations

Closing

13
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Agenda:

HPAI/ H5N1
* History
« Current Situation
Measles
* History
« Current Situation
Measles / HPAI TTX Lessons Learned

28/10/2024

MISSOUR|I DEPARTMENT OF

HEALTH &

SENIOR SERVICES

HPAI and Measles Updates

John Whitaker
Public Health ergency Response Coordinator
John a th.mc

Bird Flu - A Brief History of H5N1

1959 — H5NI1 first identified in Scotland poultry outbreak
1997 - First known human infection in Hong Kong

2003-2005 - H5N1 reemerged in poultry in Asia; Spread to Africa,
Middle East and Europe

2020 - HPAI Clade 2.3.4.4b H5N1 discovered in Europe wild birds
2021 — H5N1 first seen in North American wild birds

2022 - USDA Poultry Response Began

2024 - Dairy cattle infected (320 herds in 14 states so far)

April 1, 2024 — Dairy worker contracted H5N1 in Texas

2024 Human Cases - 19 total in 5 states as of 10-17-24

USDA I States with HPAI detections in wild birds (Total Count: 10,387) °
— | Numbers represent all positive wild bird samples since January 1, 2022

ata: USDA, States 940
Map created by: Jourdan Ringenberg ———————— \liles

83

84
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States with HPAI detections in wild birds in the last 30 days * (Total Count: 7) A

R L North American Bird Migration: The 4 Flyways

3
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ORCIFIC FLYWAY

J

o

\ {' SR
. on the date the sample was

collected in the field.

). Hatonst vt e pogram

USDAVAPHIS/Widife Services
Published October 15, 2024

Data: USDA, Sates. o 800
Map created by: Jourdan Ringenberg —— ies
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Detections of High Pgth Avian Influenza EA H$N1 in Mammals, May 2022 to Present Choose variable Choose time pmnv Commercial Fiocks Legend 0 [
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87 88

Chosse tme pencd

Ghoose variable _ Ghoose time period Legend 0 [ 172
All Flocks -

e [ ]
E— by Stats

Situational Update

HPAI Confirmed Cases Total Outbreak States Affected Total Outbreak
320 14

HPAI

US All Flocks
Total Outbreak
As of 10-17-24

US Dairy Herds e

Number of Confirmed Wien

Total Outbreak Cases by State Hioo mo
As of 10-17-24

89 90

15



Situational Update

Confirmed Cases Last 30 Days States Affected Last 30 Days

HPAI

28/10/2024

US Dairy Herds Number of Confirmed
Last 30 Days Cases by State
As of 10-17-24

USDA :
LOLA

Missouri Milk Cow Inventory by County, January 1, 2023
Source: USDA, National Agricultural Statistics Service and MU Extension estimates

-
00 |

91

HPAI / H5NT1 in Missouri

Missouri Poultry Affected since 2021:
* 26 Total Commercial and Backyard Flocks
* 605,029 birds
» Last Detection: February 23, 2024
Missouri Dairy Herds Affected:
* None as of October 17th, 2024

Measles Update

Characteristics:

» Highly infectious ; Spreads airborne person-to-person

» Vaccination is highly effective in preventing severe disease
» Can linger and be infectious in closed spaces for two hours

* Can Cause severe rash, pneumonia, blindness, &
encephalitis

Case Fatality Rate:

* 0.1% in developed countries
* 15% in undeveloped countries

92

HPAI / H5N1 in Missouri

Missouri Human Case:
* One case as of 10-17-2024
+ |dentified through normal influenza surveillance at a
hospital
No known exposure to cows, poultry, or wild birds
CDC sequencing confirmed H5N1
Serology samples collected for antibody analysis

Measles History

« Oth Century: First written medical account
« 1912 - Became nationally notifiable disease in US ~6,000/yr.
* 1950's — Most children contracted Measles, and each year:

* 400 to 500 people died
* 48,000 were hospitalized
* 1,000 suffered encephalitis (swelling of the brain)

1962 - Vaccine developed
1978 — CDC set goal to eliminate measles by 1981
2000 - Measles declared eliminated in US

16



Measles Cases in R
2024 / y
|

Legend

1019 ®2049

®50.99 @100+

97

DHSS Measles / HPAI Exercises

* Sept. — Oct. 2024: Six Virtual Tabletop Exercises with LPHAs
and DHSS Epi Staff

* Lessons Learned / Outcomes:
State Epis are a good resource for information and
response assistance
Regional DHSS offices have a limited supply of specimen
collection Kits.
The SPHL can analyze Measles and HPAI samples
Case confirmation can take several days

MDA is lead for farm HPAI outbreaks. Biosecurity
concerns may prevent LPHA staff from visiting farms

Public information requires coordination with state
partners.

%

HEALTH &

SENIOR SERVICES

101
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Measles Update

* 14 US Outbreaks in 2024:
Philadelphia, PA
Seattle, WA
Broward County, FL
Bay Area, CA

2024 Cases in US:
* 267 Total ; 40% hospitalized
« Age

* Under 5 years: 110 (41%)

. io]?;f:r'ss ;82 ((;)89 Montgomery County, OH
Twin Cities, MN
* Vaccination Status Chicago, IL
« Unvaccinated or Unknown: 88% . >1200 cases in 2019
* One MMR dose: 7%
* Two MMR doses: 4%

MISSOURI DEPARTMENT OF

HEALTH &

SENIOR SERVICES

Presenter Contact Information

John Whitaker
Public Health Emergency Response Coordinator

Missouri DHSS Emergency Response Center (ERC)
800-392-0272 or 573-751-5152

100

102
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103 104

105 106

107 108
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109 110

Disease Control
and Provention

Gt Agpcaton  laring » Ok neststions Public oalth
s loson » Ection s Duresc o Secken St i

nd

Oupatient Care
Provi

and Clinical and

ommorcial
Laboratories

111 112

Specimens tested
Specimens received on the CDC
at MSPHL Influenza/SARS-
CoV-2 assay

113 114

Subtyping
performed on
influenza A
positives to identify
potential variants

Genotyping
performed on
influenza B
positives

WGS performed on
SC2 positives

Advanced panels
performed on
influenza A
positives failing to
subtype

Subset of
specimens sent to
CDC for further
characterization
and testing

19
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CDC Yearly Lab Work on Flu Viruses

About 100,000 specimens are tested
in 93 state/local public health labs.

COC conducts full genetic sequencing
‘on about 7,000 flu viruses each year.

; CDC prepares as many as
50 viruses for possible use

in vaccine production.

116

PARTNERSHIPS MAKE THIS{YSTE
+ What we need from our partners: ‘.
- Pre-screened positive influenza & SARS-
= Assortment of 5 positive influenza speci
v Unsubtypable influenza
v Hospitalized/ICU patients that meet ILI criteria
= Assortment of 5 positive SARS-CoV-2 specimens
« Diagnostic specimens
= Do not have to be tested at your facility
« We are here to make this as easy for you as possible
« Provide collection and shipping materials
« Provide courier services
» Lab Web Portal for bulk sample submissions

117 118

HEALTH &
SENIOR SERVICES

% FDA

HEALTH & Updates

SENIOR SERVICES

119 120
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Agenda

Welcome
OEC Updates
9:45 - 11:00 Speaker Presentations
11:00-11:15 @  Break
Speaker Presentations
Networking Lunch
Speaker Presentations

Closing

121

%
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125
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Agenda

9:00-915 ® Welcome
OEC Updates
Speaker Presentations
Break
Speaker Presentations
Networking Lunch
Speaker Presentations

Closing

MISSEOLLRYERJEEERHRE]

MENITAINH E/AST =

MO Behavioral Health Strike Team

MO DMH Office of Disaster Services (ODS)
Beckie Gierer, Director ODS
Alyssa Backes, Deputy Director ODS

21
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Missouri’s Disaster Response Structure

» Behavioral Health Strike Team

» Victim Information Center (VIC)

127

Required courses:

> NOVA Basic
» Psychological First Aid (PFA)
» Incident Command System 100 and 700

.. Ongoing:
BHST Tralnlngs » Annually, two trainings a year

» BHST Annual Summit
> Vibrant

%> Virtual Trainings
> Vibrantand NMVC

129

BHST Exercises

* VIC (Victim Information Center)
* Repatriation
* Reunification

* SEMA exercises
* Alternate Sites
* Mass casualty events
* Communication
* Public Health (DHSS and LPHAs)

* Behavioral Health Council

131

MO Behavioral Health Strike Team (BHST)

The Behavioral Health Strike Team is a team of trained individuals from around the state who deploy upon
request to deliver psychological first aid to survivors and first responders after a critical event.

» Developed in 2018
»Challenges/Lessons Learned

»Recruitment

128

Specializations
EMA - -~ .
CHAPLAIN VIC (Victim Information Center)
Children

Mass Violence
Natural disasters
Repatriation

St. Louis Pilot
Others

130

Victim Information
Center (VIC)

Reunification

Death Notifications

Role

22
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» Deployed by: DMH, SEMA, Schools, DHSS,
other

» Notification: Groupcast Mass Notification
System

» Upon completion of trainings, certificates are
sent to the Office of Disaster Services.

»Each BHST member has an account in
Groupcast.

» Quarterly newsletter

GroupCast ABHST

BHST Deployment

»The BHST can respond to a variety of incidents
» Length of deployments vary
»The team can work in a variety of capacities

»The request to deploy can come quickly

133
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Typical BHST Response

Where can they go?
» Shelters

» Canvassimpacted areas

» Schools

» MARCs (Multi-Agency Resource Centers)
» PODs (Point of Distribution)

» Hospitals

ABHST

Past BHST Deployments

Branson Duck Boats — 2018

St Louis Alternate Care Site and Dignified Transfer Facility- 2020
Amtrak Train Derailment- 2022

CVPA School - 2022

» Workgroup development
» Continued trainings and exercises

» Team expansion - pilots

» Educate emergency management personnel
» MO Disaster Behavioral Health Conference

Questions?

Alyssa Backes

Deputy Director, Office of Disaster Services

Beckie Gierer
Director, Office of Disaster Services
MO Department of Mental Health

Alyssa.Backes@dmh.mo.gov
573-751-9150

MO Department of Mental Health

Beckie.Gierer@dmh.mo.gov

573-751-8136

Eﬁﬁ'ﬁl Follow ODS
. ]
:"r"l- ﬁ' Facebook, X, and LinkedIn

“fadt1.  https://dmh.mo.gov/disaster-services

q_.;ﬁ @DMHDisaster
[m] s
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MISSOURI PUBLIC
HEALTH RISK
ASSESSMENT TOOL

GAINING GROUND AND

INSIGHTS
HEALTH &
MISSOURI STATE EMERGENCY
MANAGEMENT AGENCY

139 140

P MOPHRAT helps Local Public Health Agencies (LPHAs)
Risk is the prioritize jurisdictional impacts to public health
product of

the expected
severity of an

AGENDA

.

Guides planners through a quantitative analysis of various
natural and man-made hazards

event and « Considers the services provided by LPHAs and the local
= 2024-2029 PHEP Grant risk assessment requirements the probability healthcare system
= Background and risk assessment completion stats that the event « Aids in data-informed decision making during the planning

will occur” process
= Collaborations through NACCHO and U.S. Department of Homeland Security

= Baseline data (review data entry and nuances for rural counties)

= Engaging staff and stakeholders

MOPHRAT PROGRAM
OVERVIEW

= Hazard worksheets and analysis (results)

Final tips, takeaways, and next steps

141

1. Meets PHEP
requirements

RISK ASSESSMENT
REQUIREMENTS Under the current

PHEP Agreement through
OUTLINED IN 2024-2029 PHEP GRANT the CDC, LPHASs are required

to complete a risk assessment
once every five years.
Completing a risk assessment is a

comprehensive and foundational activity. The MOPHRAT meets this
Itis key to planning, training,

and exercising. reqUirement' WHY MOPH RAT?

144
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2. Tailored to
public health

The MOPHRAT is tailored to
the needs of LPHAs. Other
assessment tools focus on
healthcare/hospital systems
or emergency management.

The MOPHRAT bridges the
gaps between tools to aid in
public health-specific planning.

WHY MOPHRAT?

3. Plug-and-play
(mostly)

Most of the data has already
been compiled for you and
ease of use, including
Missouri-specific hazards
based on actual events.

LPHAs can also enter their own
hazards and data into the tool,
making it customizable.

WHY MOPHRAT?

145
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4, Reach at-risk
populations

Emergency planners need to
know how to identify, locate and
reach affected groups in an
emergency.

The MOPHRAT identifies at-risk
populations, helping planners
develop strategies to meet
needs during disasters.

‘V
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MISSOURI RISK ASSESSMENT STATISTICS

FISCAL YEAR KAISER PERMANENTE  MOPHRAT OTHER

2019 63 N/A 1-THIRA

2020 2 1

2021 13 2

2022 4

2023 12 5] 1 - CHIP

2024 1 24 2

2025 26 Counties have selected Capability 1 on their yearly work

plans, with completing a risk assessment as a planned

WHY MOPHRAT? ‘ e
148
| ONGOING 8%'\5"5'4%':.5 AND
COLLABORATIONS CONCERNS

NACCHO PREPAREDNESS SUMMIT
SPRING 2024

National level networking opportunities:
* Minnesota - Cities Readiness Initiative
* U.S. Department of Homeland Security

What data should we use?

Who can help with additional data?

What if our county doesn’t have a
hospital?

Why didn’t our analysis work and
graphs/ratios tabulate?

150
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MAKING BASELINE DATA DECISIONS

« Step 1: Use the data in the Baseline Data
Spreadsheet to complete the Baseline
Health Services & Infrastructure Data
section

* Instructions are included
« Separate how-to guide available
* Quick start guide on MOPHRAT

Data in the baseline sheet has been sourced
by county relative to the points you'll enter
for various demographics

AREAIR NS |

28/10/2024

MAKING BASELINE DATA DECISIONS

O

Bk
What to do if the data is unreported
on the Baseline Data Spreadsheet:

Determine a good source of
information for the metric

Research the data

Decide what data makes most
sense to use for your jurisdiction

lore Censu_s Data

.

2 @

151

MAKING BASELINE DATA DECISIONS

CountyHealthRankings.org

Example: Find the number of Primary Care
Physicians for Lawrence County

* Ratio: 2,550:1
« County population: 38,683 (Census data)

« 38,683/2550=15.2
* Round to 15 or enter 15.2

152

MAKING BASELINE DATA DECISIONS

Health Resources & Services Association
(HRSA) data.hrsa.gov

¢ Area Health Resources Files

« Types and numbers of clinicians
« Can search by M.D. and D.O., primary
care, and combine numbers

» Example: Lawrence County has
19 M.D.s and 3 D.O.s, totaling 22

153

MAKING BASELINE DATA DECISIONS

« FEMA Resilience Analysis & Planning
Tool (RAPT)
« Identify large public spaces, like
schools, and more

Reach out to local contacts on
certain metrics

Examples: Hospital data, Coroners
(morgue capacity)

154

>

ZERO TIMES ___IS...?

» DO NOT ENTER A ZERO!

* There may be instances where you
do not have an answer for certain
metrics

If you leave a metric blank, or enter
zero, the math will not be correct

.

Zeroes keep the ratios from
tabulating appropriately, making the
risk assessment incomplete

155

156
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WHAT IF WE DON’'T HAVE A HOSPITAL?

Public Health Risk Assessment Tool (i)
.

DO NOT ENTER A ZERO!

County residents go nearby for
hospital care

Humanlegacs

If there’s a hospital about 50 miles
from the county line, use that
hospital’s data for the assessment

If no hospital <50 miles, enter “1”

28/10/2024

GRAPH ERRORS: WHEN TO ENTER 1

Public Health Risk Assessment Tool =]
Pubdc el lclthcace

+ Human Impact

Sevsriy

+ Emergency department visits,
trauma center injuries

* Healthcare Service Impact

+ Emergency department and hospital beds,
trauma units

«  Inpatient Healthcare Facility Infrastructure Impact

+ Hospital personnel, total patient
days of care per year

157

158

Human Impact
ENGAGING STAFF = S
AND STAKEHOLDERS —oim—

anu ataidios rwsuted from the tormado.

and at-risk populations My *

Verify metrics, morgue capacity with
healthcare facilities

Text box for documenting information
providers/sources for planning, future

Mormality score: 5
+ Collaborate with epidemiology staff
to determine case surveillance data
Baselne Teommportspur s
« Organizations that work with disabilities i in Trassgoets per Oay: [t |

om eeran ot

WA
£1dwyscone-3)

1

oy of the tormado (500

iterations

l

25

HAZARD
WORKSHEETS:

QUALITATIVE VS.
QUANTITIATIVE

« Step 2: Review and complete
Hazard Worksheets

* Quantitative: Entering a number

Qualitative: Descriptive data drop-downs
« Baseline change percentage

* Length of impact

159

160

HAZARD WORKSHEETS

51 100K ncrease
- 5100% increvse

OR, Estimate the Magnitude Qualitatively:

Qualitative Magnitude Score:

Duration of Impact:

Duration Score: e e

Data Source / (Optional): £ 50% increase (Score = 2)

f<1 (Score = 3)
In the SCC Planning Scenario, 1,029 untreated fatalities are predicted. The ir 1 1006 increase (score = 4
about 30 days.

No change from baseline (Score = 0)
< 5% increase (Score = 1)

HAZARD WORKSHEETS

3: £100% increase
4:>100% increase.

OR, Estimate the Magnitude Qualitatively: [se Quantititive value |
Qualitative Magnitude Score: N/A
[~

Duration of Impact:

Duration Score:

Data Source / ion (Optional):

In the SCC Planning Scenario, it is predicted that 25,727 people will be expos.
the Family Arena atits busiest time (11,511) and a surrounding residential p | ~ "
square mile (5 square miles = 14,205). It is assumed that about 1% of those <..p.—.. -
emand that 30% of those will be transported by EMS. The incubation period has a range of about 30 days

> 2 weeks (Score = 4)
No impact (Score = 0)

< 1day (Score = 1)

< 1 week (Score = 2)
< 2 weeks (Score = 3)

%
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ANALYSIS CHARTS & GRAPHS

Public Health Risk Assessment Tool

« Planning Priority Scores:

* Ranks the hazards based
on risk

« Risk = Probability + Severity

28/10/2024

ANALYSIS CHARTS & GRAPHS

Public Health Risk Assessment Tool Q
s « Severity Charts:

Human Impact

* Scores by hazard, 1 through 4

163

ANALYSIS CHARTS & GRAPHS

Public Health Risk Assessment Tool ;]
R « At-Risk Populations:

« Assesses the need to plan for
each group by hazard

« Scores by hazard, 1 through 4

Hazard

164

OTHER TIPS & TAKEAWAYS

* Use a consistent file naming convention « Start the process with determining baseline
data metrics
o Year/County/Jurisdiction
+ Don't get overwhelmed or in the weeds
o Example: 2023 Cedar County
* Reach out for one-on-one technical
* Submit your completed risk assessment assistance

through the SEMA MOPHRAT webpage « Allow yourself time to work on this toward

) completion
* Add your agency logo and/or name in the top

right corner of the MOPHRAT spreadsheet « Not a one and done; work on it in intervals

+ Hazard Worksheets may take some time;
some more than others

165

MOPHRAT (PHASE 2)

Develop template/PowerPoint, training(s)
Connect assessment to focused planning process and goals

Major findings (hazards Focused planning
ranked, Top 5, hazards by Lessons learned efforts and
probability/severity, in the process strategic goals,
populations most at risk) Years 1-5

Review of the methodology;
What is assessed?
How does the tool work?

166

Goals:

1. Outreach to counties working on risk
assessments

2. Workshops in all 10 Regions within the
5-year grant cycle

REGIONAL
WORKSHOPS

167

168
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QUESTIONS?

Thank You

Mark Pethan, SEMA

PHEP/HPP Grant Administrator
573-526-3644
Mark.Pethan@sema.dps.mo.gov

169

All About HCCs

Presented by: Kara Amann-Kale, Rachel Mazzara, and
Jennifer Sutherlin

HEALTH &

SENIOR SERVICES

170

28/10/2024

Health Care

Coalitions

What is a
Healthcare

Coalition?

* “An HCC is a network of individual public and
private health care and response organizations in
a defined geographic location that partner to
conduct preparedness activities and collaborate
to ensure that each member has what it needs to
respond to disasters and emergencies.”

* Core Capabilities
« Foundation for Health Care and Medical
Readiness

* Health Care and Medical Response
Coordination

 Continuity of Health Care Service Delivery

!

* Medical Surge ,
&
-
171 172
* Local Public * Home Health ey
Health Agencies | pjgyysis The Three ‘C’s of HCCs
* Hospitals * Other Health Care
* EMS Agencies Facilities
Who are * Emergency * Community e
Members Of Managers Organizations ' "\ ™
* Long-Term Care  * Non- '{,
HCCS? Facilities Governmental ’ e'e
+ Federally Qualified Organizations
Health Centers « ...and More Communicate Collaboration Coordinate
(FQHCs)
* Behavioral Health
Partners
173 174
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Core Functions:

* Assessment and risk mitigation

* Information sharing

* Specialty care planning and
coordination

* Respond

* Health care workforce support

* Resource management

« Training, exercise and evaluation

* Continuity and recovery

* Organizational development

/-\

« Hazard il « Readiness Plan
(HVA)

* Training and Exercise Plan

HCC Requirements

* Medical Response and Surge
Exercise (MRSE)

* Non-Cyber Downtime Exercise
* Patient Movement Exercise

* Exercise to Address Additional
isdicti Priorities or Areas

« Continuity of Operations (COOP)
« Cybersecurity Support
« Extended Downtime Support
* Recovery
* With DHSS
« Strategic Plan
« Patient Movement Plan

* Risk Assessment

« Assessments: o Rt « Cybersecurity Exercise
* Readiness © Information Sharing
+ Supply Chain Integrity © R YT « With DHSS:
« Workforce + Workforce Readiness/ Resilience
« Cybersecurity « Medical Surge Support
+ Extended Downtime Health Care - Al fScare
Delivery Impact « Continuity and Recovery Plans Gl
« With DHSS

« Statewide Exercise

175

176

HCC Activities

Networking and Collaboration Platforms

Regional Meetings and Trainings

Regional Hazard Vulnerability Analysis

Surge B pecific and All-Hazards

Regional Assessment and Plan Development

Review Data and Planning Related to Communities
Most Impacted By Disasters

HCCs in Missouri

Missouri Department of Health and Senior

Services subcontracts with three agencies to
facilitate the HCCs with grant funding
from ASPR Hospital Preparedness Program

St. Louis Regional Healthcare Coalition
Facilitated by St. Louis Area Regional Response System
(STARRS)

MARC Healthcare Coalition

Facilitated by Mid-America Regional Council

Missouri Healthcare Coalition

Facilitated by Missouri Hospital Association

177

MID-AMERICA REGIONAL C
HEALTH CARE COALITION
Collaborating to Advance
Health Care System Resilience

MARC-HCC

INCIL

Jennifer Sutherlin, MPH BSN

MARC Emergency Services Health & Medical
Program Manager

Missouri Region A Readiness & Response
Coordinator

178

KANSAS

+ Counties: 13
» Population: 1.45M
* 2.3M with Kansas Metro
+ Total Member Organizations: 267
 Active and engaged membership
» Work closely across state lines-
(Kansas City Metro)
+ Urban and rural

[ Region A Horthen District
[ Region A Southe Distict
[ Region AMetropoitan
[ Kansas Meo Couniias
— = MARC Region

— State Line

179

180
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MARC HCC Mission

The mission of the MARC HCC is to prepare and
coordinate health and medical response and
recovery to the threats and hazards the region
faces to help communities during emergencies

receive the care they need; decrease deaths,
injuries, and illnesses resultlng from
emergencies; and promote health care delivery
system resilience.

This will be done throth a cooperative strategic
and operational annual assessment and
planning process, identifying regional health

care threats, gaps, and vulnerabilities that could
impede delivery of healthcare; establishing
collaborative and integrated mitigation
strate%‘es and implementing those strategies |
through coordinated integrated planning and
training, information and resource sharing, and
exercising plans, systems and processes.

PUBLIE SATETY EOMRBICATINS
FEGINAL 911 SYSTEM

o S N ... T
MARC RHSCC Circle ARG L% A1) AN UG ARG 4P

CoUNCIL

|

. RECIO
of Friends NTEROPERABLTY
s L s sone
R ANDEXERGISE e LA PO MICSMCN OIS
e
The MARC Health Care !
Coalition exists as the HOSPITAL
health and medical arm of COMBIDIEES
the Regional Homeland CHIEFS & SHERIFFS L
Security Coordinating VETRO POUCEGAETS 0 o M_ i
Committee. This structure
allows collaboration and h
coordination across w,_,,,.__
dlsclpllr}es an!l agenclgs to MOHAKCA® watoe” mw:m ey
ensure inclusive planning mwrmamumﬁ\__
and response. AECCEICKR, Cras
: MARCER®
1D AUTHCA REGONAL cOUc
ENCRGINGY RESCUE COMMITEE

@ -CETAIORORATED MDA
@ - HIALTH CABE COLLTION BASTIOBT
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+ HCC Chair

+ Hospital Leadership /
+ Committee Co-chairs
+ Task force Co-chairs Hospital
* Pediatric SME Leadership

Public Health Leadership

+ Metropolitan Official Health Agencies of the Kansas / MARCER ‘ _ .
City Area (MOHAKCA) (EMS) r Public Health

Leadership

+ Public Health Subcommittee Co-chairs Leqdemmp

/ Hce /o
/N Steering / -

* Task force co-chairs.
Mass Fatality
» Kansas City Regional Mortuary Operational
Response Group (KCRMORG) Com mittee
Clinical Advisors
* HCC Clinical Advisor, Pediatric Clinical Advisor / MEMC /
EMS Medical Directors (Emergency
Emergency Management Mﬂ"ﬂgemem)

T " o — Leadership
(MEMC) Co-chairs
« Community Disaster Resiliency Network (CDRN) Clinical

Kansas City Regional Home Care Association Advisors /

(KCRHCA)
Additional
+ Kansas City Regional Fusion Center
* Medical Reserve Corps

MARC HCC Leadership Structure

Missouri Healthcare Coalition
ESF8 Emergency Prepare

« Facilitated by Missouri
Hospital Association

* Counties: 92

* Population: 2,476,639

* Total Member Organizations: 426

* Mission: To connect and support
health and medical communities
through enhanced emergency
preparedness and resiliency

« Vision: The HCC is the recognized
leader in coordination, collaboration
and communication for healthcare
emergency management.

Southwest Region

Southeast Region

183
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* Structure
* Nonurban Missouri HCC Board
* 20 members (4 from each region)

M |SSOU |'| * Provides oversight, guidance and policy for HCC and
regions

Healthcare - Sregions

i+ * Regional meetings with HCC members - standardized
Coalltlon portions of meetings
ESF8 * Newsletter and other information sharing to entire
membership for consistent communication
Emergency * Committees

* Composed of members from all regions and disciplines
* Staff

Preparedness

A"Iance + 5 staff members (funded at some level to support HCC)
* Clinical Advisor (also regional liaison)
« Liaison for each region (some cover multiple regions)

e

Missouri Healthcare Coalition
ESF8 Emergency Preparedness Alliance

Liaisons

Carissa Van Hunnik, CHEP
Northeast Region
cvanhunnik@mhanet.com
573-893-3700, ext. 1329

. Keri Barclay, RN, CHEP
Nonurban Clinical Advisor
Northwest and Southwest Regions
kbarclay@mhanet.com
573-893-3700, ext. 1407

Kara Amann-Kale, MPA
Central and Southeast Regions
kamann-kale@mhanet.com
573-893-3700, ext. 1402

185
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St. Louis Area
Regional Response
System (STARRS) /
St. Louis Regional

Healthcare Coalition
(RHCC)

Warren

Genevi

C - Rur: s

1. Francoi

- = N
* STARRS is a non-profit designed to \

increase regional preparedness
across the region.

* Primary funding from STARRS
comes from the Urban Area
Security Initiative (UASI)

* The UASI region consists of the
Urban Counties of Region C as well
as Monroe, Madison, and St. Clair
Countiesin IL.

* The RHCC is a branch of what
STARRS does for Region C

187

St. Louis Regional
Healthcare Coalition

* The RHCC Represents both the urban
and rural parts of Region C
* Comprised of 5 Subcommittees:
* Healthcare Providers (hospital,
FQHCs, etc)
* Public Health
* Mass Fatality
« Emergency Medical Services (EMS)
* Emergency Management
« Interface with STARRS for regional

projects and training and exercise
needs

188

Benefits of
Joining your
HCC

189

Similarities Between HCC

Hazard Vulnerability Analysis
(HVA) )

Community Most Impacted by | I

Disasters

Capability 1:Foundation for
Health Care and Medical
Readiness

Capability 2: Health Care and
Medical Response
Coordination

Capability 4: Medical Surge

)
)
oy | e
)

Activities and PHEP
Missouri Public Health Risk
Assessment Tool (MOPHRAT)

People who are Disproportionately
impacted by public health emergencies

Capability 1: Community Preparedness

Capability 13: Public Health Surveillance
and Epidemiological Investigation

‘Capability 3: Emergency Operations Coordination
Capability 4: Emergency Public Information and Warning
Capability 6: Information Sharing

Capability 15: Volunteer Management

Capability 2: Community Recovery
Capability 11: Nonpharmaceutical Interventions
Capability 12: Public Health Laboratory Testing
Capability 14: Responder Safety and Health

Capability 7: Mass Care

Capabiliy 8: Medical Countermeasure
Dispensing/Administration

Capability 8: Medical Material Management and Distribution
Capability 10: Medical Surge

191

190
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Networking
* Forming relationships prior to emergencies
« Sharing of best practices

* Understanding of and incorporation into
regional plans

Training and exercise opportunities

Situational awareness and coordination during
response

* Resource sharing

Supports your own organizational program

Links facility to formal emergency management
structures (liaison to other HCCs, R7, etc.)

* Helps meet accreditation or grant (PHEP)
requirements

Testimonials

32



Testimonials —

Our health department is a strong
supporter of the Missouri Healthcare
Coalition and the governing board for
one simple reason: collaboration! We
look at the ability to work with like-
minded individuals and entities from
a related industry as vitalin our

Public Health response protocols as it is always

comforting to realize you’ve got help
in the emerging situation and they are
one phone call away! Plus, the
networking for non-emergency
situations is irreplaceable!”

- Public Health Emergency Planner in
the MO HCC

28/10/2024

Testimonials —

Public Health

193

Testimonials —
Publlc Health offers learning opportunities to assist in gaining

| find participating in the Southeast Region of the
Missouri Healthcare Coalition very rewarding —
offering several benefits.

Networking and collaborating with professionals
across various entities can lead to new
partnerships and opportunities. By sharing our
experiences and best practices we have helped
each other identify effective strategies and
solutions with common issues. The coalition

insights into new trends, research and
innovations in healthcare. Working collectively
has led to more significant improvements in
health outcomes in our respective communities.

By participating, you contribute to a larger
mission and can help drive meaningful change in
your community.

- Public Health Administrator in the MO HCC

194

Our relationship with the HCC has been
beneficial for us as we navigated COVID-19
response and a tornado in our county. The
HCC provided resources, as well as concern
for our well-being. They provided guidance
for supplies and updates on the response
efforts around the state. Our HCC is a
collaboration of many agencies in our
region. Our meetings allow us to learn of
services available in our area that we may
not be aware of.

I mentioned two events that our county
endured. However, we are grateful for a
good working relationship with the HCC that
ensures we are prepared to respond to any
disaster.

- Public Health Administrator in the MO HCC

Testimonials —
Public Health
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Agenda

Welcome

OEC Updates

Speaker Presentations
Break

Speaker Presentations

Networking Lunch
Speaker Presentations

Closing

196

198

HEALTH &

SENIOR SERVICES

Participation in the HCC has helped form
valuable relationships with local and
regional healthcare organizations, along
with the Missouri Hospital Association. It
also allows our organization access to
communication systems, training, and
exercises. This access aids with
planning, information sharing, and
resource coordination and is what helps
keep us actively involved in the HCC.

-Emergency Preparedness Planner in MO
HCC

Adjourn
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Fall Preparedness
Summit Day 2

Begins @ 8:00am

199

34



Fall Preparedness
Summit

October 30™ 8:30 a.m. — 12:00 p.m.
The Millbottom

%

HEALTH &

SENIOR SERVICES

SENIOR SERVICES

28/10/2024

Agenda

> . Welcome
Speaker Presentations

1:30 - 12:00 Closing

Agenda

®  Welcome
Speaker Presentations

1:30 - 12:00 Closing

Special Event Planning:

MWorld Cup Safety and

Security Planning

Capt. Abigail Martinez - Kansas City Police Department

Sgt. Andy Uptegrove — Kansas City Police Department and Kansas City Regional Fusion Center Deputy Director
Steven Hoeger - University Health - MARC Health Care Coalition Chair

Jennifer in- MARC Services Health and Medical Program Manager &HCC Response Coordinator

Erin Lynch - MARC Emergency Services and Homeland Security Program Director
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THE WORLD CUP

THE MOST WATCHED COMPETITION ON EARTH
The FIFAWorld Cup™ is the single biggest sporting event in the world, e
with a greater audience than the Summer Olympics, UEFA Champions

League, Tour de France, Formula 1, NFL and Rugby World Cup combined.

588

DAYS TO GO

186n  15bn  f4bn  13bn  ggun

P B e g O

FIFA WORLD CUP 26™

THURSDAY, JUNE 11 THROUGH
SUNDAY, JULY 19

* First ever tournament to be jointly hosted by 16 cities in 3 countries (United States,
n Canada and Mexico)
’ ’ « First ever tournament featuring:
TIMES HOSTED TIME IN THE U.S. 1994 TICKET SALES

(A SERIES OF FI RSTS) + 12 groups (up from 8 in 2022)

Asthe largestand most  Occurring every 4 years, the In 1994, 9 venues hosted 52 matches + 48teams (up from 32 in 2022)
prestigious single sport 2026 FIFA World Cup will and that tournament sill holds the 39+ days (up from 28 in 2022)

event in the world, the FIFA return to the U.S. for the ticket sales record (3,587,538).

World Cup has been hosted 2nd time (since 1994). * 104 matches (up from 64 in 2022)
21 times since its inaugural
tournament in 1930

anliI[lI]l

TORONTO
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Kansas City & other location- match overlap 2026 MATCH DETAILS
SPAN OF MATCH DAYS HOSTED IN EACH CITY (FROM FIRST MATCH TO LAST)
36
Group Stage Round of 32 Quarter-final
June 16 (4 US June 20 (2US June 25 (4 US June 27 (6 US July 3(3UsS July 11 (2Us 2
games) games) games) games) games) games) a
g
* San * Houston * San * Dallas ¢ Dallas 2
Francisco .42 Francisco « Miami * Miami a
* Boston international * Loa Angeles « Atlanta §
* New * Dallas * Philadelphia =
York/New * Philadelphia * New
Jersey * New York/New
York/New Jersey
Rels= v Moy S | Pt Housn  Tooto  sonte | Wetco Oy Vancour G KaneaCIy A (Qurr Dot AL (i) 14 W)
(Roundot  Frangisco oundol (oundol (oundet (oundof (Roundof  (Quarter  (Querer
St et e o 6 FAR
1

14

COMPETITION VENUE:

WHO WILL BE HERE?

650,000 VISITORS*

ARROWHEAD STADIUM

+ FIFA Officials
. FIFA Contractual Guests OVERLAY TICKETS + HOSPITALITY SPONSORS + CLEAN
SITE
- Sponsors .
. Media Rights Li +  Temporary infrastructure will *  Fans can pre-register for FIFA +  Sponsorship limited to FIFA
edia Rights Licensees differ dramatically from typical World Cup 26 ticket information Commercial Partners
. t FIFA.com/ticket:
Member associations, committees Arrowhead setup al »com‘ ickets - - Host Committee responsible for
* FIFAInvited Guests +  Bus loading and staging *  Pre-registrations for hospitality ensuring FIFA brand is protected
. package information are also mile around stadium
+ Heads of Other .
i Pedestrian queuing available on FIFA.com/hospitality

No branding other than FIFA and
Commercial Partners allowed

Security perimeter and
* Dignitaries screening

« Sports, Business, Entertainment Celebrities

Broadcasting compound

Ticketed Fans

Media tribune
* Non-ticketed Fans

2.1 MILLION “VISITOR DAYS”*

Hospitality village

15 16

TRAINING SITE CATEGORIES

TEAM BASE CAMP (TBC) VENUE-SPECIFIC TRAINING
SITE (VSTS)

+ Competition-quality training site paired + Competition-quality training site for
with hotel teams playing at Arrowhead

48 participating teams establish “home  + Match Day Minus One (MD-1) training
away from home”; hub from wherethey  sessions open to media
will travel to their matches

Clean site - no branding except for FIFA
Players, staff and officials spend CcPs
majority of time at TBC

NATIONAL WORLD WAR | MUSEUM & MEMORIAL

17
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POSSIBLE TEAM BASE CAMPS + HOTELS

BROCHURE V1

. =B
i T
COMPASS MINERALS NPC KC CURRENT TRAINING ROCK CHALK PARK
(SPORTING KC TRAINING FACILITY) FACILITY
KANSAS CITY, KS LAWRENCE, kS
4 RIVERSIDE, MO

TEAM BASE CAMP TIMELINE

2024 2025 2026
-l ' | | [ | |

June 2024

2024-2025

Late 2025 January-March 2026  June 2026
FIFA released first edition of FIFA accepting FIFAWorld Cup 26 TBD Sites confirmed FIFA World Cup
TEC brochure expressions of interest Final Draw 2
+ Brochure included 24 high- from other potential
grade locations TBC sites

Final Draw reveals geographic
zones in which teams will play
group-stage matches

Three of 24 in Kansas City

region Brochure updates

9 cities outside Host Cities expected in late 2024
named potential TBC sites, and throughout 2025
including St. Louis.

Teams submit selection
preferences for TBC locations

Team facility visits following Final Draw

Team facility visits continue
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SAFETY & SECURITY PLANNING
APPROACH

LED BY KCPD,KCMO AND KC2026
SUPPORTED BY THE RHSCC

FIFA ORGANIZING AROUND 18 AREAS OF FOCUS

Command,
Control, Comms,
Coordination (C4)

Emergency

Training and
Preparedness

Cyber Security and
Critical
Exercise

Intelligence and

Infrastructure Threat Analysis

Communications,
Public Affairs and
Community
Impact

Health and
Medical

Stakeholder

Airport Management

Crowd
Management

Public Safety and
Private Security
Integration

FIFA Fan Fest
Venues

Physical Security
and Access
Control

Transport Security
o

e VIP and Dignitaries

Crisis
Management and
Tactical
Coordination

Private Security
Resourcing

KC2026 Confidential

20

KEY INFORMATION

Matches Fan Fest

* KCMO: 6 Matches + KCMO: Liberty Memorial South Lawn
6/16, 6/20, 6/25, 6/27, 7/3, T/11
+ Range of activation between 18-39 days
* All played at GEHA Stadium at Arrowhead

« Festival & Watch Parties
* Unknown Teams — December ‘25 Draw

+ Likely Capacity: 25K

Base Camps Venue Specific Training Sites
+ Regionally: 3 Base Camps + KCKS: Children’s Mercy Park, Sporting KC
KCMO/Riverside {+1 camp: St. Louis)
OPKS/KCK + KCMO: CPKC Park, KC Current
Lawrence/Lawrence
+ Plan for June 1 - June 30 = Where incoming travelling teams “warm-up”

- Responsible for external police security, Fire,
EMS, Marshaling and Emergency Preparedness

22

REGIONAL
COLLABORATION

Operational Health &
ing Medical

T

Transportation
‘Security

[ rustguece & -

Cammunscnsors Tt Ry G Mo, Etwcom
[y

[a—

Prvte Socurny Ao

Fr Stadun, Pryscal
g

Sty B Aderen LT
o

WORK GROUPS OF
AREA AGENCIES + EXPERTS
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REGIONAL COLLABORATION -
LEVERAGING OUR EXISTING SYSTEMS

28/10/2024

COORDINATED PLANNING

PSC BOARD MARRS

Vs e

A0 EXERGISE

s
WTEROPERABTY

“CIRCLE OF
FRIENDS”

RAPIO

AecouL
YBRRSECURTY

HOSPITAL

Regional | )

P Kansas City
Cocrdination | Kansas —
Plan

Officiat FiFalocations  Lawrence
*Movements .
individusl Plans for

*SharedLocal, ——
State and Federal Overland Park
Resources

. Individus Plons for
Communication

*Emergency

Preparedness : + Kansas City
*Key Contact Info M | S S O u r Individual Plans for

*Command Posts Official FIFA locations.

*Shared .

information and Riverside

awareness on all
events, ‘official”
and ‘unofficial’

Individuot Plans for
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INTEL - KCRFC

il Health & Tactical Transpo
Medical Coordination Sec
; s Tramgsa Sacumy

o M, ed e
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| @f:é National Network of Fusion Centers
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o State/Territorial Fusion Center 0 oL 2N
© Major Urban Area Fusion Center
]

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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e (== Local, Tribal, and Territorial (SLTT) partners as well
e as those from the Private Sector;
il + To collaborate and create a shared view of
Ovseview homeland security and criminal threats within a
region; and
I~
o » To produce and disseminate actionable intelligence

Purpose of Fusion Centers

+ To facilitate the sharing of homeland security and
crime-related information between Federal, State,

in support of all-crimes, all-hazards, and/or

terrorism prevention.
UNCLASSIFIED//FOR OFFICIAL USE ONLY ‘
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‘Counties, 119
Municipalities

<
[ § The Kansas City
[ L Regional Fusion Center
—] \ Area of Responsibility
B,
Sekon
Y

UNCLASSIFIED//FOR OFFICIAL USE ONLY




Free Trainings for Volunteers

Utilizing tools that are available for free!
* Active Shooter

* Be the help until help arrives
¢ Stop the Bleed

* CISA Resources and Tools
Intelligence Liaison Officers
KC Ready — Prepare Metro KC

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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pecial Event Assessment Rating
AKA — SEAR Rating

* DHS Classifies each event 1-5

1 Significant ith national i hat require
extensive federal interagency support.

2 | Significant jth national andfor i ional i t may
require some level of federal interagency support.

3 Eventsof and/s that require only

(N [,f!",m!!!'!!‘?"» o
4 Events with limited national importance that are managed at the state and
| local levels.

5 | Eventsthat may be nationally recognized but generally have local o state
importance.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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Contact Information

Kansas City Regional Fusion Center
816-413-3588

kcrfc@kepd.org

Missouri Information Analysis Center (MIAC)
866-362-6422
miac@mshp.dps.mo.gov

St. Louis Fusion Center
314-615-4839
INFO@STLFC.gov

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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ILO Training

ILO program is open to law enforcement officers, Fire/EMS,
and partners from the private & public sectors

* This is a designation and does not involve a direct assignmen
with the KCRFC/Department of Homeland Security.

RESPONSIBILITIES;

* Report terrorism-related suspicious activity

* Serve as a point of contact at their agency/business/etc.

* Share information and intelligence with others in their

agency/business in a timely and lawful manner

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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Suspicious Activity Reporting/
Tips and Leads

Law Enforcement Officers
Fire/EMS Personnel

* Greater Kansas City Crime Stoppers Tips Hotline
¢ Courage 2 Report - Schools

« SafeNation — web and app

DHS - if you see something say something
Phone Calls
Emails

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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REGIONAL COLLABORATION
TACTICAL COORDINATION

36
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REGIONAL COLLABORATION A COLLABORATION
TRANSPORTATION SECURITY :

e it

Ve £ Dignanen

37 38

REGIONAL COLLABORATION

REGIONAL COLLABORATION - HEALTH prom=

& MEDICAL - UNDER DEVELOPMENT PLANNING - EARLY PRIORITIES

o Establish the Safety and securitY i i ination st /
planning team so local, regional, states and federal partners can “plug and play”
appropriately based on their roles and ibiliti thereis a i i conduit
to share information, sy i ing and minimi: ication an i
resources

KC26 World Cup Health &
Medical Planning Process

o For each planning group to begin to consider the hazards and threats

ludi ili ilable training

o Identify training needs and training

o Identify barriers (i.e. mutual aid legi ion for Law and P
strategies to address

its

o Develop. regional i i ion and
dynamic and the situation wi(lchange and evolve

o Raise awareness of existing relevant plans, review in light WC and identify if
adjustments are needed

o Learn and Share Key dates and timeline

39 40

REGIONAL COLLABORATION
PLANNING - EARLY PRIORITIES

To be determined...

PANEL DI
........ Fan base

........ dignitaries
........ translation needs
........ resources available to support

41
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The Health Care
Coalition Role in
Response

pecial Events

MARC-HCC
MID-AMERICA REGIONAL COUNCIL
HEALTH CARE COALITION

Collaborating to Advance

SENIOR SERVICES Health Care System Resilience

Steve Hoeger
Carolyn Wells, MSN, RN, CEN, CHEP
Jennifer Sutherlin, MPH, BSN

44
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U.S. Department of Health and Human i )
Services

) A~ £~ £

Y
pu Administration for Strategic Preparedness
and Response ™ -

P P (i e A, - —
~—~ Hospital Preparedness Program
™ T 7~

Health Care Coalitions

)

’

& =

What is the role of the coalition?

P = A~
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() ) L] )

D - -0 ~
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Core Functions

Assessment&  Information Spec'a;y care
risk mitigation sharing S
coordination

12
Health care

Respond ——  workforce ——
support

Resource
management

17
Training,
Exercise& ——
Evaluation

Continuity & . Organizational
Recovery Development




Key Components of the RHCS

Coordinate/ @
Support Impacted
Vocltsrs =
Gather and Share
Information with
MARC HCC
members
Continue
Assessing
the Situation

= Determine if there is

':Q. a recognized need
"3 for regional support/

coordination
Activate Regional

Healthcare Coordination ‘F%:‘j’) '—r

Center (RHCC), as needed E
@ —— MARC HCC (via the RHCS
O — and RHCC) Assists in
O— Identifying/Prioritizing/
Coordinating Resources

49

Triggers that initiate the MARC HCC Response Plan

S/\= MARC HCC Duty Officer N MARC m:c mmhu
Assessment Team via eICS Neo/ convmnu call or In-Pers:

o Addtonl tercee may e e
C member(s) andor Local ESF8

MARG HCG Threat MARC HGC Throat Assessment
Assessment determines the > notifies the MARC HCC members
appropriate response level via 6ICS andlor WebEGC andlor
and appropriate next steps. emailof the:

Potential Next Steps: + 1. Siuation
* No Further Action Necessary T 2 Peprie

+ Continue Monitoring * 3. Next Steps
+ Actvation of Regional -
Healthcare Coordination (as appropriate)

B susiirt
2\ Activation
’ B@?ﬂ RHCS Noodod

51

Real world response

e

53
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Real World
Response:

August 1, 2024

Threat Assessment
Team (TAT)

MARC HCC Chair

Co-Chairs of the MARC RHSCC Hospital Committee
(KS & MO)

- Co-Chairs of the MARC Emergency Rescue
C i (MARCER. Ks

&MO)

Co-Chairs of the MARC RHSCC Public Health
Subcommittee (KS & MO)

Ghair and Vice Chalr of the Metropaiitan Emergency
ER Managers Committee (MEMC, KS & MO)

Chair of the Kansas City Mortuary Operational
Response Group (KCRMORG)

HCC Readiness and Coordi (KS &
MO)

MARC HCC Duty Officer(s)
Clinical Advisor(s)

Pediatric Medical Advisor

MO Region A EMS Mutual Aid Coordinator

others may be added to these calls as needed,
dependent on the nature of the incident (e.g.,
impacted organization, agency. or jurisdiction|

Team members
evaluate and discuss
next steps based on
population, agency,
and regional
impacts.

Each discipline
represented
evaluates based on
their scope,
expertise and any
possible resources
they may have to
assist if needed.

Long Term Care Facility

* 118 residents
+ No power (cooling) since 11:30pm

Initial Call to Duty Officer: 9:20am
+ Initial TAT Call: 0945

Actions taken

+ Region A EMS Coordinator deployed to scene

« Contact with Evergy for updates and priority restoration
+ Public Health-Environmental Health to scene

« TAT Update call: 11:00am

Situation resolved: 12:51pm (power restored)

Strengths

« |dentified alternative actions to hospital evacuation
« cooling center, alternative LTC facilities (4 facilities with 129
open beds)
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Real World Response:
Liberty Hospital Cyber
Event

December 19, 2023

Lessons Learned

56

“‘”UUL/[Q"L'GZ%" [‘\__} T
DECEMBER 19, 2023 L IMMEDIATE OBJECTIVES

® 0700 — IT discovered an outside disruption to computer operations

® 0705 —IT pulled the plug and shut down ALL operations -
® This included not just the hospital, but all the clinics and Urgent Care °

® 0720 — Incident Command was initiated, downtime procedures announced

* 0735 — All Leadership notified to meet for briefing Ensure safe Establish Triage all Go Out of

patient care department patients for Service for all

® 0745 — Leadership briefed communications possible ambulances

transfer
® 0800 - Liberty Hospital went Out of Service via EMResource

Department of Health and Senior
Services (DHSS)

* EMS notified o = " Federal Bureau of Investigation
® Liberty Fire dispatcl 4 (FBl)
(Chris Young, Pete VanNess) A

® Dan Manley activated the Region A
Mutual Aid system, 2 strike teams sent

10
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TRANSFER OF PATIENTS

[Every laptop, desktop, iPad, etc.

Physicians made Patients were There were 8
rounds in house triaged as A total of 48 different EMS
and decided emergency, patients agencies and

who needed urgent, or non- WS 8 different
transfer urgent transferred hospitals

No EHR (Electronic Health Record), no Email

SYSTEMS SLOWLY RESTORED

Healthcare Clisite il

Coalition is an ese
and staff . tremendous help
THE MOST SYSTEMS invaluable asset
EMERGENCY HAVE BEEN
DEPARTMENT RESTORED,

Keep a back-uj Make frequent
OPENED TO STILL A FEW 2 > <

for policies/ rounds to bolster Conlnulissiiz,

AMBULANCES NEEDING P Communicate,
procedures/ morale and . {

CONNECTIVITY Communicate!

BUT REMAINED order sets reassure patients

ON TCD
DIVERSION

SUPERBOWL PARADE TIMELINE
o000

Post-Event

Real World Response: KC Rally Shooting

February 14, 2024 Pre-Planning Event Lessons

65 66

11
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SUPERBOWL PARADE TIMELINE
o000

Pre-Planning

69

SUPERBOWL PARADE TIMELINE
o000

Jamie Squire-Getty Images, Feb. 15, 2024

Pre-Planning Event

71

28/10/2024

Y ; A

ﬁCG’]sgﬁeeeyent planning

o elcs Ty

3 : ."Remi\nders re: access
) Event activation :

\: ol S'greét closdre infprmafioﬁ
Ce /F}a/rz;dé Mép‘?Rothe:‘ )

r;ﬁ RHCC Sta’f;fi'ng ‘

> ey

G

Py —

. HospitalBed polling

68

* Situational Awareness

* Connected to boots on the

* Continuous monitoring

Parade

Updates (elCS)
ground

« City Cameras

* Live broadcasts
« Radio Traffic

* Web EOC

Good
work on a
bad day.

12
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HCC Response Actions:
Information Sharing

fFeb 14 2024 12:27 Duty Officer MARC Situational Update: Conllnulng to monitor WebEOC, radio traffic, EOC feeds,
Hce tc. No significant

[Feb 14 2024 13:16 Duty Officer MARC Situational Update: Increase in activity at east medical tent. EMS crews load
HCC balancing. RHCC in contact with EMS Mutual Aid Coordinator and DHSS

[contact at DMAT. No immediate needs.

1
- Feb 142024 13:59 Duty Officer MARC | Major Event: Confirmed multiple shooting. 9 victims at this time.
Hce
[Feb 142024 14:04 Duty Officer MARC MCI Alert Issued via for shooting at area in and
Hce [around Union Station.
[Feb 14 2024 14:09 Duty Officer MARC _[Notification: Eight victims in medical tent awaiting transport to hospitals.
Hce

spitals please complete MCI query STAT.

[Jennifer Sutheriin | Message Posted: "MCI ALERT-": "hospi
Multiple patients. Situation ongoing." was sent with High priority.
[Feb 14 2024 14:19 [Jennifer Sutheriin__|Situational Update: Current estimate 10 total victims. Situation ongoing.

73

HICS 254r- Patient Tracking for Reunification Form HICS 254r- Patient Tracking for Reunification RHCC Incident Summary

T

I ine T JET
o : o [ Teviets iai T ‘Date/Time Prepared: 2/ 14/202% ]
I T T [ Incident 2/14/2024. | Distribution: | |
[ et b I Prepared By:[semiter Sutherin |

sekomri - =
FirstName | DOB/Age | Sex | | Eve [ Hair Addtonal Mdserierl) Incdent | o positon | Transter Location L ]
e c i

Sheet Patients | Trage Catagory T Disposiion |
Name Received [Unknown] Green | Yellow | Red | Biack | in Process [Discharged] Admitted [Transferrad] Morgue |
IncidentTotals=| 40| 14| 10| 7] o] o 12 8| 2| 1] of

—~X
HCC N
Response
Actions:
Patient
Tracking

HCC
Response Patients were seen at 10 different facilities

Actions: ¢ Gun shot wounds
Patient * Fleeing/trampling injuries
Tracking ¢ Behavioral health

76

Regional Debrief & Hotwash

SUPERBOWL PARADE TIMELINE
February 15, 2024

* 76 participants

Hospitals

Public Health

* EMS

+ Emergency Management

+ Department of Mental Health
* Missouri DHSS

* Sheriff's office

« CDRN

Home care/hospice representative
KS Metro HCC

DMAT

Fusion Center

Post-Event

Tammy Ljungblad, KC Star, Feb. 15, 2024.

Event

77
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Mental Health

* Behavioral Health
Strike Team

* Resource sharing

* Community resilience

79

SUPERBOWL PARADE TIMELINE

(N I X J
Post-Event

3

Lessons

80

Strengths

Relationships, relationships,
RELATIONSHIPS!

(

Exercises are critical.

’ Improvement Planning
¢ | Duty Officer radios

Transport officers/information?

Real time information sharing is invaluable.

81

Agenda

Welcome
Speaker Presentations

Closing

%

HEALTH &

SENIOR SERVICES

28/10/2024
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