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CONFIDENTIAL RECORDS AND INFORMATION – WORK ENVIRONMENT

I. PURPOSE:

Employees in the Department of Health and Senior Services (DHSS) and employees of DHSS contractors often have access to information and records that identify individual employees, clients, patients, registrants, or other recipients of services.

The purpose of this policy is to assure the confidentiality of information, as it exists in the workplace environment.

II. SCOPE:

Department wide

III. POLICY:

A. Precautions for maintaining confidentiality of information:

1. Work Areas:

a. Information of a confidential nature shall be removed from public view (placed inside a desk or file) when the employee is away from his/her work area and another authorized employee is not available to assure security of the information.

b. Information of a confidential nature shall be placed in locked files or other secure places when offices or work units are closed or left unattended.

c. Information to be discarded, such as poor quality copies or purged file materials, containing individual information shall be shredded or otherwise destroyed to the extent that individuals cannot be identified.

d. Printers, copy machines, and other office equipment will be strategically positioned to reduce the amount of information that may be viewed by people entering the work area.

2. Information Exchange:
a. Confidential personnel information obtained in the performance of duties shall not be disclosed to anyone without a business-related reason to know.

b. Informal records of telephone conversations containing information of a confidential nature shall be shredded unless placed in official files.

c. Conferences and informal conversations shall be held in a manner to avoid discussions of a confidential nature being overheard by others.

d. All paper documents containing information of a confidential nature shall be sealed inside an envelope addressed to a specific office or individual and marked “CONFIDENTIAL” when mailing or sending to other individuals, programs or agencies having an official need for the information.

e. All documents of a confidential nature transmitted by fax machine to agencies and individuals with an official need to know, shall use a cover page containing a confidentiality statement approved by the DHSS Office of General Counsel. Staff shall alert the receiver that the information is being transmitted via fax and request immediate retrieval and verification of receipt to the sender.

f. All DHSS electronic mail messages should include a statement of confidentiality approved by the DHSS Office of General Counsel.

g. Electronic mail communications shall not contain confidential individually identifiable information unless technology such as encryption is employed to secure the content of the electronic mail.

3. Computers:
a. Computer workstation screens shall be positioned to limit visualization by other employees or visitors.

b. Employees shall protect their sign on and passwords to prevent use by anyone other than the authorized employee. 

c. Employees shall logout of the network when away from their desk for an extended period; for short periods of inactivity, password protected screen savers shall be activated on all workstations.

d. Employees shall be familiar and comply with Chapter 22 of the Department’s Administrative Manual relating to Information Technology Security and the acceptable use of Electronic Communications.

B. Penalties:
Breach of confidentiality or unauthorized destruction of confidential information/ records shall result in disciplinary actions. These actions may include dismissal, depending on the severity of the offense, and possible legal action.
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