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HIPAA DETERMINATIONS BY DHSS 
I. PURPOSE: 
The purpose of this policy is to inform all Department of Health and Health Services (DHSS) workforce members and users of DHSS information of determinations made by DHSS as part of its compliance with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and its regulations.
II. SCOPE:
Departmentwide.
III. REQUIRED DETERMINATIONS
A. STATUS DETERMINATION (45 CFR 164.105):  DHSS is a hybrid entity composed of: 

1. The Division of Regulation and Licensure performs regulatory and licensing (“health oversight”) functions and is not a covered entity.
2. The Division of Senior and Disability Services (DSDS) provides “protective services” including the coordination of care, assessment, and authorization for In-Home Services and Consumer Directed Services for “eligible adults” as defined under section 660.255, RSMo, that are covered functions of a health care provider and is a covered entity.
a) Although housed in DSDS, the Central Registry Unit (“CRU”) is not a covered entity. It serves as the intake unit for all reports of abuse, neglect and financial exploitation made to DHSS, including but not limited to reports received pursuant to:

(1) Sections 660.255 and 565.188 (regarding any elderly or disabled adult);

(2) Sections 660.300 and 660.305 (regarding In-Home Services clients);

(3) Sections 208.912 and 208.915 (regarding Consumer Directed Services consumers);

(4) Sections 198.070 and 198.090 (regarding nursing home residents); 
(5) Section 197.268 (regarding hospice patients); 
(6) 19 CSR 30-90.050(6) (regarding adult day care clients);

(7) Section 197.435, 19 CSR 30-26.010(2)(H), and 42 CFR 484.10(f) (regarding home health agency clients); and

(8) Section 630.163 (regarding reports of abuse of vulnerable persons to be referred to the Department of Mental Health).
3. The Division of Community and Public Health performs varied functions and is a hybrid entity:
a) Some portions perform non covered functions as Missouri’s primary “public health” authority; and
b) Some portions perform the covered functions of:
(1) A health care provider by coordinating care; or
(2) A health plan by providing health coverage (e.g. such as a payer of last resort). 
4. The Director’s Office provides supervision and management for all of DHSS and its units provide specialized support services for all of DHSS- when dealing with a covered entity component the Director’s Office is performing health care operations:
a) Office of Governmental Policy and Legislation;

b) Office of General Counsel; 

c) Office of Public Information; and

d) Office of Human Resources.

5. The Division of Administration provides fiscal, financial and general support functions for all of DHSS- when dealing with a covered entity component the Division of Administration is performing health care operations; and
6. The state Office of Administration, Information Technology Services Division assigns staff to DHSS to provide information technology support services for the HIPAA covered entity and the non-covered entity parts of DHSS. These ITSD specialists work under an MOU between DHSS and OA/ITSD and act as workforce members of DHSS.
B. PRIVACY OFFICER DESIGNATION (45 CFR 164.530(a)): DHSS has designated a Privacy Officer who can be reached at 573-751-6005, at the Office of General Counsel. The privacy officer’s role is to function as the official designated to coordinate development and implementation of administrative, physical, and technical safeguards for compliance with the HIPAA Privacy Rule and other confidentiality issues. 
1. 45 CFR 164.530(a) requires DHSS to designate a contact person to receive complaints regarding violations of the Privacy Rule and for individuals to contact for further information about the Notice of Privacy Practices. DHSS has designated the Privacy Officer to serve this role. (See Notice of Privacy Practices)
2. 45 CFR 164.530(b) requires DHSS to provide and document training about the Privacy Rule for its workforce. (See Policies 9.1, 9.2, 11.6, 11.6A, 18.3, and 18.3A)
3. 45 CFR 164.530(c) requires DHSS to adopt administrative, physical, and technical safeguards to protect the privacy of protected health information by:
a) Reasonably safeguarding protected health information from uses and disclosures in violation of the Privacy Rule. (See Policies 5.9, 5.9A, 9.1, 9.2, 11.6, 11.6A, 11.11); and
b) Reasonably safeguarding protected health information to limit incidental uses or disclosures made pursuant to an otherwise permitted or required use or disclosure under the Privacy Rule but that are unnecessary. (See Policies 5.9, 5.9A, 11.6 and 11.6A) 

4. 45 CFR 164.530(d) requires DHSS to provide a process for individuals to make complaints concerning its policies or its compliance under the Privacy Rule. (See Notice of Privacy Practices)
5. 45 CFR 164.530(e) requires DHSS to have and apply appropriate sanctions for failure to comply with the privacy policies and procedures or the Privacy Rule. (See Policy 10.4, 11.6, 11.6A, 13.1, and 13.2)
6. 45 CFR 164.530(f) requires DHSS to mitigate to the extent practicable any harmful effect known by DHSS resulting from a use or disclosure in violation of its policies or the Privacy Rule. (See Policy 19.8)
7. 45 CFR 164.530(g) prohibits retaliation by DHSS against anyone for filing of a complaint or acting on the rights granted by the Privacy Rule. (See Notice of Privacy Practices and Policies 12.5 and 19.7)
8. 45 CFR 164.530(h) prohibits DHSS from requiring individuals to waive the right to file a complaint provided under 45 CFR 160.306. (See Policy 19.7)
9. 45 CFR 164.530(j) requires DHSS to implement policies and procedures for compliance with the Privacy Rule and to update as needed to comply with the law. (See Policy 19.4)
10. 45 CFR 164.530(j) requires that the above documentation be maintained for six (6) years. (See Policy 19.4)
C. SECURITY OFFICER DESIGNATION (45 CFR 164.308(a) (2): DHSS has designated a Security Officer who can be reached at 800-347-0887, 573-751-6388 or at Support@dhss.mo.gov. The security officer’s role is to function as the official designated to coordinate development and implementation of administrative, physical, and technical safeguards for compliance with the HIPAA Security Rule.
1. 45 CFR 164.306 requires DHSS to:

a) Ensure confidentiality, integrity, and availability of all electronic protected health information it creates, receives, maintains, or transmits (See Policy 24.2);

b) Protect against reasonably anticipated threats or hazards (See Policy 24.2);

c) Protect against reasonably anticipated uses or disclosures in violation of the Privacy Rule (See Policies 11.6, 11.6A, and 24.2); 

d) Ensure compliance by workforce (See Policies 11.6, 11.6A, 24.2 and 24.3); and
e) Adopt reasonable policies based upon: 
(1) DHSS’ size, complexity and capability;

(2) DHSS’ technical infrastructure, hardware, and software capabilities;

(3) The costs of security measures; and

(4) The probability and criticality of potential risks to electronic protected health information.
2. 45 CFR 164.308(a)(1) requires an Information Security Management Process with policies and procedures to prevent, detect, contain and correct security violations (See Administrative Policy Manual, Chapter 24 generally), including: 
a) Performance of a risk analysis;

b) Risk management;

c) Sanction policy; and
d) Information system activity review.
3. 45 CFR 164.308(a)(3) requires workforce security measures to ensure appropriate access and to prevent inappropriate access, the following must be considered and implemented, or if not implemented an explanation documented, including:

a) Authorization and supervision (See ASAP process and Policies 24.2 and 24.3);
b) Workforce clearance procedure (See ASAP process and Policies 24.2 and 24.3); and
c) Termination procedures (See ASAP process and Policies 24.2 and 24.3).
4. 45 CFR 164.308(a)(4) requires information access management policies and procedures to ensure access is granted in compliance with the Privacy Rule, or if not implemented an explanation documented, including:

a) Access authorization (See ASAP process and Policies 24.2 and 24.3); and

b) Access establishment and modification (See ASAP process and Policies 24.2 and 24.3).

5. 45 CFR 164.308(a)(5) requires a security awareness training program for all employees (including management), or if not implemented an explanation documented, including:

a) Periodic security reminders (See: http://10.33.34.5/TipsTricks/Security/State_Employee_Computer_Security_Tips.pdf);

b) Protection from malicious software (See Policy 24.7.IV.A.8);

c) Log-in monitoring (See Policy 24.7.IV.D.8); and

d) Password management (See: http://10.33.34.5/TipsTricks/Active_Directory/Passwords.htm and Policy 24.2).
6. 45 CFR 164.308(a)(6) requires security incident policies and procedures to identify and respond to suspected or known security incidents, mitigate their harmful effects, and document their outcomes (See Policy 24.7).
7. 45 CFR 164.308(a)(7) requires a contingency plan with policies and procedures for data backup; disaster recovery; emergency plan operations; testing and revision procedures; and applications and data criticality analysis (See Policies 16.1, 16.2, 16.3, 16.8 and 16.9).

8. 45 CFR 164.308(a) (8) requires a periodic technical and nontechnical evaluation in response to environmental or operational changes to establish whether DHSS policies and procedures meet the Security Rule requirements.

9. 45 CFR 164.308(b) requires Business Associate provisions for all DHSS covered entity contracts when the contractor will have any access to, use, maintain, create, or transmit protected health information on behalf of DHSS. 
10. 45 CFR 164.310(a) requires facility access controls to limit physical access to electronic protected health information and to ensure properly authorized access (See Policy 11.27). 
11. 45 CFR 164.310(b) requires workstation use policies and procedures (See Policy 24.5).

12. 45 CFR 164.310(c) requires physical security measures to restrict access to workstations (See Policy 11.27). 
13. 45 CFR 164.310(d) requires:

a) Device and media controls regarding disposal and re-use of electronic media (See DHSS surplus process at: http://10.33.34.5/Processes_Procedures/surplussing_equipment.htm), and

b) Implementation of a record system to record the movement of hardware and electronic media and responsible persons and data backup and storage of electronic protected health information before movement of equipment or documentation of an explanation for not doing so (See DHSS surplus process at: http://10.33.34.5/Processes_Procedures/surplussing_equipment.htm).
14. 45 CFR 164.312 requires technical safeguards:
a) Access control, including:

(1) Unique user identification (“one user/one password”) (See Policy 24.2 and http://10.33.34.5/TipsTricks/TipsTrickNav.htm);

(2) Emergency access procedures;

(3) Implementation of an automatic logoff and encryption/decryption (or documentation of an explanation for not doing so) (See Policy 24.2 generally: http://10.33.34.5/TipsTricks/Security/McAfee_Endpoint_Encryption.pdf for laptops).

(a) Audit controls.

(b) Integrity:  Policies and procedures to protect the electronic protected health information from improper alteration or destruction.
(c) Person or entity authentication to verify that a person or entity seeking access to electronic protected health information is the one claimed.
(d) Transmission security may be addressed through:

· Integrity measures, or

· Encryption (See http://10.33.34.5/TipsTricks/Proofpoint/Instructions_for_ProofPoint_Mail_Encryption_UPDATED.pdf ).
15. 45 CFR 164.314 requires DHSS to include specific Business Associate provisions in all contracts where a DHSS covered entity’s contractor will have any access to, use, maintain, create or transmit protected health information on behalf of DHSS. DHSS’ Business Associate provisions are posted on the DHSS intranet at http://dhssnet/Forms/index.html.
16. 45 CFR 164.316 requires documentation of the determinations referenced in III.C for compliance with the Security Rule to be maintained for six (6) years and updates to be made as needed.

D. NOTICE OF PRIVACY PRACTICES (45 CFR 165.520):  DHSS adopted the Notice of Privacy Practices (NPP) posted at http://www.dhss.mo.gov/HIPAA/ that is available in paper form upon request:
1. DHSS health care providers provide a copy of the DHSS NPP upon first contact to individuals.
2. DHSS health plan components provide the DHSS NPP annually at sign up for coverage.

E. ACKNOWLEDGEMENT FORM (45 CFR 164.520(e)):  DHSS has posted an Acknowledgement form at http://www.dhss.mo.gov/HIPAA/Forms.html.
F. AUTHORIZATION FORM (45 CFR 164.508):  DHSS has posted an Authorization form that meets all the elements required by 45 CFR 164.508 for a HIPAA compliant Authorization at http://www.dhss.mo.gov/HIPAA/Forms.html. In order to make a disclosure to someone other than the individual, DHSS requires a properly filled out HIPAA compliant Authorization form signed by the individual or the individual’s personal representative; a HIPAA compliant protective order; or the disclosure must be one addressed in 164.512 or 164.510.
G. BUSINESS ASSOCIATE AGREEMENT (45 CFR 164.502(e) and 164.504(e), 164.314, 164.414:  DHSS has adopted a Business Associate Agreement for use in contracts by all DHSS covered entities that is posted at http://dhssnet/Forms/index.html.

H. BREACH NOTIFICATION POLICY (45 CFR 164.530(i) and section 47.1500, RSMo.):  DHSS has provided a How to file a Health Information Privacy Complaint for use by individuals who believe their Privacy rights have been violated by the Missouri Department of Health and Senior Services at http://www.dhss.mo.gov/HIPAA/ContactUs.html.
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