EVENT REVIEW/RISK ASSESSMENT: Is the event a breach?


	Date discovered
	

	Date reported:
	

	Date of determination
	

	Investigation Team
	

	
	


	T/F/NA
	
	

	
	1
	Unauthorized access, acquisition, use, disclosure of protected health information (covered entity) or personal information (non-covered entity). 

	
	2
	The information was known to be de-identified. 

	
	
	If True, the event was not a breach.

	
	3
	The information was unusable, unreadable or indecipherable (secure).

	
	
	If True, the event does not require Breach Notification unless the key was also disclosed.

	
	4
	The access, use or disclosure of the information does not pose a significant risk of financial, reputational or other harm to the individual(s). Explain:

_________________________________________________________________

__________________________________________________________________________________________________________________________________
*If it does pose a risk, describe the risk: 

	
	
	If True, the event was not a breach.

	
	5
	An incident of  access or use:

Was unintentional

Was made in good faith by an authorized person of the CE or BA

Occurred within the scope of that person’s authority

Was not further used or disclosed in violation of the Privacy Rule

In order for statement to be true, every sub-statement must be true.

	
	6
	An incident of disclosure:

Was inadvertent

Was made in good faith by an authorized person of a CE or BA

Was made to another authorized person at the same CE or BA
Was not further used or disclosed in violation of the Privacy Rule

In order for statement to be true, every sub-statement must be true.

	
	7
	An incident of disclosure was made to an unauthorized person but the CE or BA has a good faith belief that the unauthorized recipient would not reasonably have been able to retain the information.

	
	8
	The information was known to be a Limited Data Set that also excluded zip code and date of birth.

	
	
	If 5, 6, 7, or 8 True, the event was not a breach.


DETERMINATION
	
	The event is a breach requiring notification

	
	The event is NOT a breach.


	Completed by:
	


CE= covered entity
BA= business associate
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