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I.
PURPOSE:

The purpose of this policy is to protect Department of Health and Senior Services’ (DHSS) portable electronic devices; and to inform all users of such devices of their responsibilities in securing these devices.

II.
SCOPE: 

Department-wide.
III.
QUALIFYING STATEMENTS:

The term “portable electronic device” as used in this policy includes but is not limited to laptops, tablets, notebooks, iPhones, and other handheld or portable computer devices. The theft, loss, or damage to DHSS portable electronic devices is of concern. There is a substantial financial impact arising from the cost of replacement, as well as costs associated with data replacement, lost productivity, procurement, and set-up. There is also a serious risk associated with the exposure or loss of any sensitive, unique, or personal information the device may contain.  To counter these risks, users and managers must understand their responsibilities regarding security of these devices.

IV.
USER RESPONSIBILITIES:

All users of DHSS portable electronic devices shall abide by the following rules:

A. 
General Requirements:

1. Portable electronic device users must agree to take responsibility for the security of the device assigned to them and the information it contains.  This includes temporary assignment of shared or pooled laptops.
2. Portable electronic devices issued to staff remain the property of DHSS.  When the device is allocated to the individual, the user assumes temporary custodianship.

3. When assigned a portable electronic device, the employee must complete a Portable Electronic Device Custodian Agreement and comply with all applicable sections of this policy. The Agreement is attached to this policy as 22.5A. Multiple devices may be listed on one form.  Completed forms must be retained in supervisory working personnel files.

4. If a division shares laptops, a custodian is designated to coordinate the check-out of laptops, and a sign-out/sign-in sheet or tracking log must be utilized to track which user has each laptop at all times.

5. Upon leaving employment or cessation of contract work for DHSS, the individual must return the device(s) to his/her manager or supervisor, and again sign their original Portable Electronic Device Custodian Agreement. Signing the agreement upon return of the device releases the individual from the responsibility of the custodianship. 

6. Only DHSS approved software may be installed on portable electronic devices. Users must take all reasonable steps to protect against the installation of unlicensed or malicious software. 

7. Employees that are assigned portable electronic devices must indicate review of this policy annually on the policy review checklist in Administrative Policy 18.3.  

B. 
Care and maintenance of portable electronic devices:

1. When transporting a laptop, always shut it down, turn the power off, and put it in a carrying case. 

2. Be careful not to bump or drop your portable electronic device, and do not carry items with it that could harm it. 

3. Take care when handling and storing all cables, especially network and modem cables, as they can be damaged easily. 

4. Avoid extreme temperature changes. 

5. Keep all food and liquids away from portable electronic devices. 

6. Whenever possible, avoid turning off a laptop when the hard drive light is on because data on the hard drive could be lost or corrupted.

7. Use only the power supply provided with the device. There are voltage differences in other power supplies that can limit the life of the device.

C. 
Users must take the following security preventative measures:

8. A laptop or other portable electronic device displaying sensitive information should not be used in a public place, e.g., on a train, plane, or bus, which would enable others to see the information on the screen. 

9. When leaving a portable electronic device unattended in a non-DHSS facility for any extended period, e.g., lunch breaks or overnight, users should physically secure it with a cable lock or lock it in a cabinet or in a private office. 

10. In vulnerable situations, e.g. public areas such as airport lounges, hotel lobbies, meeting rooms and conference centers, the portable electronic device must never be left unattended. 

11. Portable electronic devices should whenever permitted, be transported as carry-on luggage when traveling. 

12. Portable electronic devices should not be left in an unattended vehicle, even for a short period of time, or left in a vehicle overnight. When a device must be left in a vehicle, it must be stored out of sight, in an area such as the trunk, and the vehicle must be locked.

13. All portable electronic devices should be password protected (i.e., password needed to access the computer operating system).

14. Users must select a password in accordance with state Enterprise Architecture and Administrative Policy 22.2 Security Policies and Rules.

15. Users must secure their display with a screen-saver password or lock their portable electronic device when left unattended. Portable electronic devices should only be left unattended in a secure location, such as the user’s office, and never in a public location or any other location that would increase the risk of it being lost or stolen.

16. Users must not allow non-DHSS employees to access or use DHSS devices.

17. Users must not allow non-DHSS employees to service DHSS devices unless Office of Administration Information Technology Services Division (OA-ITSD) technicians have approved the service in advance.

18. Users must not connect DHSS devices to non-DHSS networks, or use them to dial into non-DHSS Internet Service Providers such as America On-Line or Socket except those instances where OA-ITSD has approved the connection (Policy 22.2 IV.E). 

19. Users may not create or modify the user accounts, or modify network protocols, unless approved in advance by OA-ITSD.

20. Refer to the OA-ITSD security policies for additional information on security for portable electronic devices.

· http://oa.mo.gov/itsd/cio/architecture/domains/security/CC-SecuringPDAsandOtherHandheldDevices04-06-06.pdf
· http://oa.mo.gov/itsd/cio/architecture/domains/security/CC-SecuringRemoteComputersandConnections092905.pdf
D.
Users must take the following measures to protect DHSS data:
All sensitive information must be stored on DHSS network servers by default and not copied to the local drive.  This ensures that such data is secure and is automatically backed-up. 

21. The user of a portable electronic device must notify his or her supervisor immediately when the user believes that the device has been lost or stolen.  The supervisor, in consultation with upper management if necessary, will determine whether to notify law enforcement.  If it appears that the device has been stolen, the supervisor or management shall notify law enforcement.  In situations where it is clear that a device has been stolen and immediate notification of law enforcement is warranted (e.g., the user’s home has been burglarized and the device is missing), the user may directly notify law enforcement before notifying his or her supervisor.  Users of portable electronic devices that are lost are stolen shall report the loss or theft to the OA Information Security Management Office (OA-ISMO) at cyber.security@oa.mo.gov.

V.
DHSS MANAGEMENT RESPONSIBILITIES:

Division management must ensure that employee’s assigned portable devices are aware of the provisions of this policy.
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