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I.
PURPOSE:

This policy establishes a Department of Health and Senior Services (DHSS) Information Security Incident Reporting process and identifies the procedures, roles and responsibilities needed for its implementation. The purpose is to minimize the damage from security incidents and to prevent their recurrence. 

II.
SCOPE:

This policy applies to all DHSS workforce members, including all employees, contractors, interns, trainees, researchers, and volunteers. DHSS information systems include computers connected to DHSS local, statewide, and Internet communication networks, database storage systems, electronic records systems, imaging systems, e-mail systems, and other computing devices such as portable electronic devices or stand-alone PCs.

III.
POLICY:

The process outlined in this policy shall be used to report any event that violates the integrity, confidentiality, or availability of DHSS computer information systems, applications, and data. The goal is to ensure prompt recovery of affected systems; minimize the possible impact of the incident in terms of data loss, corruption, or system disruption; prevent further attacks or damages; and address any legal issues.

IV.
PROCEDURES:

A computer security incident is any adverse event that compromises some aspect of computer or network security, resulting in a loss of confidentiality, integrity, or availability of information. 

A. Workforce members must report the following security incidents to the Office of Administration Information Technology Services Division (OA-ITSD) Information Security Management Office (ISMO) or the OA-ITSD Help Desk immediately:

1. Destruction or tampering with data;

2. Unauthorized disclosure of data;

3. Disruption or denial of service;

4. Unauthorized use of or access to computer systems or information;

5. Damage or unauthorized changes to systems or hardware;

6. Compromise of secret password; and/or

7. Discovery of malicious code, including but not limited to worms, viruses, Trojans, spyware, and website defacement.

In addition, IT equipment loss or theft must also be reported to the DHSS supervisor and division management, as well as the OA-ISMO at cyber.security@oa.mo.gov.
B. Workforce members must provide specific information so the OA-ITSD technical staff will be able to respond to the incident efficiently and effectively, including but not limited to: 
1. Contact name, location, email and phone number.

2. Description of the incident.

3. Any equipment, networks, systems and users involved or affected.

4. Actions taken by user, internal technical staff or outside parties.

C. OA-ITSD Technical staff or OA-ISMO may take the actions including the following: 

1. Isolate equipment from the network;

2. Examine files and logs;

3. Interview affected system users;

4. Take custody of equipment for further investigation;

5. Issue notices or warnings to affected users or to DHSS;

6. Contact the Division or DHSS executive management; and

7. Contact law enforcement agencies.

Any incident that impacts the computing environment with the potential to affect other State agencies or systems outside of DHSS’ immediate control will be reported to the OA-ISMO.

V.
ENFORCEMENT:

DHSS workforce members who fail to comply with this policy are subject to disciplinary actions. These actions may include dismissal, depending on the severity of the offense, and possible legal action.
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